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	Reason for change:
	NF profile can include authorization parameters ("allowedxxx" attributes) to restrict the discovery and access to the producer's services from certain requester's NFs, e.g. to prevent an eMBB consumer to consume a URLLC dedicated service set of the NF producer.

It should be possible for the Authorization Server (NRF) to check that the requester NF of an access token is allowed to access the target NF before granting an access token. 

The access token request already contains the requester's NF type and PLMN, but the requester's S-NSSAIs, SNPNs and NF domain information is missing. Likewise, the requester NF can signal a target NF set ID but not the target NF service set ID.


	
	

	Summary of change:
	New attributes are defined in the access token request to enable to signal the requester's S-NSSAIs, SNPNs and NF domain, and the target NF service set ID.

An access token request should be rejected if the requester NF is not allowed to access the target NF based on the authorization parameters in the NF profile of the target NF.


	
	

	Consequences if not approved:
	The Authorization Server (NRF) can grant an access token to a requester NF not allowed to access the target NF.  
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	Other comments:
	This CR introduces backward compatible corrections to the OpenAPI specification file of the Nnrf_AccessToken API. 
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[bookmark: _Toc20129598][bookmark: _Toc27584225][bookmark: _Toc33962361][bookmark: _Toc36460045]* * * First Change * * * *
[bookmark: _Toc24937797][bookmark: _Toc33962617][bookmark: _Toc36460301][bookmark: _Hlk497146051]6.3.5.2.2	Type: AccessTokenReq
Table 6.3.5.2.2-1: Definition of type AccessTokenReq
	Attribute name
	Data type
	P
	Cardinality
	Description

	grant_type
	string
	M
	1
	This IE shall contain the grant type as "client_credentials".
Enum: "client_credentials"

	nfInstanceId
	NfInstanceId
	M
	1
	This IE shall contain the NF instance id of the NF service consumer.

	nfType
	NFType
	C
	0..1
	This IE shall be included when the access token request is for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the NF type of the NF service consumer.
(NOTE X)

	targetNfType
	NFType
	C
	0..1
	This IE shall be included when the access token request is for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the NF type of the NF service producer.

	scope
	string
	M
	1
	This IE shall contain the NF service name(s) of the NF service producer(s), separated by whitespaces, as described in IETF RFC 6749 [16], clause 3.3.

The service name(s) included in this attribute shall be any of the services defined in the ServiceName enumerated type (see clause 6.1.6.3.11).

pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

See NOTE 2.

	targetNfInstanceId
	NfInstanceId
	C
	0..1
	This IE shall be included, if available and if it is an access token request for a specific NF Service Producer. When present this IE shall contain the NF Instance ID of the specific NF Service Producer for which the access token is requested.

	requesterPlmn
	PlmnId
	C
	0..1
	This IE shall be included when the NF service consumer in one PLMN requests a service access authorization for an NF service producer from a different PLMN.
When present, this IE shall contain the PLMN ID of the requester NF service consumer.
(NOTE X)

	requesterSnssaiList
	array(Snssai)
	O
	1..N
	When present, this IE shall contain the list of S-NSSAIs of the requester NF service consumer.
This may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF Service Producer. (NOTE X)

	requesterFqdn
	Fqdn
	O
	0..1
	When present, this IE shall contain the FQDN of the requester NF Service Consumer.
This may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF Service Producer. (NOTE X)

	requesterSnpnList
	array(PlmnIdNid)
	O
	1..N
	When present, this IE shall contain the list of SNPNs the requester NF service consumer belongs to.
This may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF Service Producer. (NOTE X)

	targetPlmn
	PlmnId
	C
	0..1
	This IE shall be included when the NF service consumer in one PLMN requests a service access authorization for an NF service producer from a different PLMN.
When present, this IE shall contain the PLMN ID of the target PLMN (i.e., PLMN ID of the NF service producer).

	targetSnssaiList
	array(Snssai)
	O
	1..N
	This IE may be included during an access token request for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the list of S-NSSAIs of the NF Service Producer.

	targetNsiList
	array(string)
	O
	1..N
	This IE may be included during an access token request for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the list of NSIs of the NF Service Producer.

	targetNfSetId
	NfSetId
	O
	0..1
	This IE may be included during an access token request for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the NF Set ID of the NF Service Producer.

	targetNfServiceSetId
	NfServiceSetId
	O
	0..1
	This IE may be included during an access token request for a specific NF / NF service instance. When present, this IE shall contain the NF Service Set ID of the NF Service Producer.
This may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF service instance. (NOTE X)

	NOTE 1:	This data structure shall not be treated as a JSON object. It shall be treated as a key, value pair data structure to be encoded using x-www-form-urlencoded format as specified in clause 17.13.4 of W3C HTML 4.01 Specification [26].
NOTE 2:	Though scope attribute is optional as per IETF RFC 6749 [16], it is mandatory for 3GPP as per 3GPP TS 33.501 [15].
NOTE X:	An access token request should be rejected if the requester NF is not allowed to access the target NF based on the authorization parameters in the NF profile of the target NF. The authorization parameters in NF Profile are those used by NRF to determine whether a given NF Instance / NF Service Instance can be discovered by an NF Service Consumer in order to consume its offered services (e.g. "allowedNfTypes", "allowedNfDomains", etc.). Based on operator's policies, an access token request not including the requester's information necessary to validate the authorization parameters in the target NF Profile may be rejected. 





* * * Next Change * * * *
[bookmark: _Toc24937838][bookmark: _Toc33962658][bookmark: _Toc36460342]A.4	Nnrf_AccessToken API (NRF OAuth2 Authorization)
[bookmark: _Hlk18317631]openapi: 3.0.0

info:
  version: '1.1.0.alpha-3'
  title: 'NRF OAuth2'
  description: |
    NRF OAuth2 Authorization.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]

  schemas:
    AccessTokenReq:
      description: Contains information related to the access token request
      type: object
      required:
        - grant_type
        - nfInstanceId
        - scope
      properties:
        grant_type:
          type: string
          enum:
            - client_credentials
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        nfType:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
        targetNfType:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
        scope:
          type: string
          pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'
        targetNfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'        
        requesterPlmn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        requesterSnssaiList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        requesterFqdn:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'
        requesterSnpnList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        targetPlmn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        targetSnssaiList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        targetNsiList:
          type: array
          items:
            type: string
          minItems: 1
        targetNfSetId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfSetId'
        targetNfServiceSetId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfServiceSetId'

[…]


* * * End of Changes * * * *

