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	Reason for change:
	1) In 5GS, the UE capability IE is not only used by the network, but also by the UE to indicate its supported security algorithms. (This is different from 4G/TS 24.301 where the UE indicates its supported algorithms in the UE network capability IE.) This is currently not described correctly in the definition of the IE in subclause 9.11.3.54.
2) CR #0291r1 (C1-185685) attempted to make the encoding of the UE security capability IE more future proof by adding 4 octets of spare bits to the IE definition. This was a first step, however, if we want to achieve forward compatibility concerning the replay of UE security capabilities, then we should not specify that
"All bits in octets 7 to 10 are spare and shall be coded as zero, if the respective octet is included in the information element."
because if a "Rel-n" AMF acts like that, then a "Rel-(n+1)" UE which indicates one or more (yet-to-be-defined) security algorithms in octets 7 to 10 as supported will receive the respective octet in the replayed UE security capabilities with all bits set to zero and will not be able to determine: 

-
whether the AMF is a legacy AMF ("Rel-n" or older) or 

-
whether the contents of the UE security capability sent to the AMF in the Registration Request message was modified by a man-in-the-middle. 
According to TS 33.501, subclause 6.7.2, NAS security mode command procedure, the UE will then need to reject the Security Mode Command:
NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
…
2a. The UE shall verify the NAS Security Mode Command message. This includes checking that the UE 
security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 

…
2b. …
If the verification of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message (see TS 24.501 [35]). …

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.
So instead of treating all bits in octets 7 to 10 as spare, the AMF needs to store all the octets of the UE security capability IE received from the UE, up to the maximum length defined for the IE, and include them in the UE security capability IE sent back to the UE in the Security mode Command message.
For the UE, as currently there is no information to be sent in the additional octets, we can specify that it shall not include the additional octets when sending the IE and handle the bits as spare, i.e. ignore these octets, when receiving the IE.

3) The AMF needs to implement the requirement "to store all the octets of the IE received from the UE, up to the maximum length defined for the IE", not only for the UE security capability IE, but also for the S1 UE network capability IE and the 5GMM capability IE.

This is because these IEs are forwarded to the new AMF during inter-AMF handover or to the new MME during inter-system handover to S1 mode, respectively, and for the new AMF or MME – supporting a later version of the protocol – the information included in the higher octets could be important.
(Note that a similar MME requirement exists for the UE network capability in TS 24.301. This was introduced due to problems observed in e.g. 2G/3G with legacy SGSNs discarding octets of the MS network capability IE which had been taken into use in a later release.) 

	
	

	Summary of change:
	1) Also the UE can send the UE security capability IE.

2) AMF requirements for the handling of the additional octets in S1 UE security capabilities IE are corrected. 

UE requirement for sending the additional octets is modified.
3) AMF requirement "to store all the octets of the IE received from the UE, up to the maximum length defined for the IE", is added for the UE security capability IE, S1 UE network capability IE and the 5GMM capability IE.

	
	

	Consequences if not approved:
	Forward compatibility is not achieved:

If in a future release the octets 7 to 10 are taken into use, the legacy AMF will not replay the UE security capabilities to the UE correctly in the S1 UE security capabilities IE. As a consequence the UE will diagnose a 'man-in-the-middle' attack. This can result e.g. in a failure of a registration procedure or a handover failure.
If in a future release the additional octets in the S1 UE network capability IE and the 5GMM capability IE are taken into use, the legacy AMF may discard the additional octets. As a consequence, the legacy AMF will not forward them to the target AMF or MME during handover preparation, and the target AMF/MME will not know whether the UE supports certain new features until the handover is completed and the UE initiates a registration procedure or TAU procedure.
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	Other comments:
	


5.5.1.2.4
Initial registration accepted by the network
During a registration procedure with 5GS registration type IE set to "emergency registration", the AMF shall not check for mobility and access restrictions, regional restrictions or subscription restrictions, when processing the REGISTRATION REQUEST message.
If the initial registration request is accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE.

For each of the information elements: 5GMM capability, S1 UE network capability, and UE security capability, the AMF shall store all octets received from the UE in the REGISTRATION REQUEST message, up to the maximum length defined for the respective information element.

NOTE 1:
This information is forwarded to the new AMF during inter-AMF handover or to the new MME during inter-system handover to S1 mode.
The AMF shall assign and include a TAI list as a registration area the UE is registered to in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message, shall delete its old TAI list and store the received TAI list. If the REGISTRATION REQUEST message was received over non-3GPP access, the AMF shall include only the N3GPP TAI in the TAI list.

NOTE 2:
The N3GPP TAI is operator-specific.

The AMF may include service area restrictions in the Service area list IE in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message with the service area restrictions shall act as described in subclause 5.3.5.
The AMF may also include a list of equivalent PLMNs in the REGISTRATION ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, and if the initial registration procedure is not for emergency services, the UE shall remove from the list any PLMN code that is already in the list of "forbidden PLMNs". In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the REGISTRATION ACCEPT message. If the REGISTRATION ACCEPT message does not contain a list, then the UE shall delete the stored list.
If the initial registration procedure is not for emergency services, and if the PLMN identity of the registered PLMN is a member of the list of "forbidden PLMNs", any such PLMN identity shall be deleted from the corresponding list(s).
If the Service area list IE is not included in the REGISTRATION ACCEPT message, any tracking area in the registered PLMN and its equivalent PLMN(s) is considered as an allowed tracking area as described in subclause 5.3.5.
If the REGISTRATION REQUEST message contains the LADN indication IE, based on the LADN indication IE, UE subscription information, UE location and local configuration about LADN, the AMF shall determine LADN DNNs for the UE as following:

-
determine the requested LADN DNNs included in the LADN indication IE as LADN DNNs for the UE, if the LADN indication IE includes requested LADN DNNs, the UE subscribed DNN list includes the requested LADN DNNs or a wildcard DNN, and the LADN service area of the requested LADN DNN has an intersection with the current registration area; 

-
determine the LADN DNN(s) configured in the AMF whose service area has an intersection with the current registration area as LADN DNNs for the UE if no requested LADN DNNs included in the LADN indication IE and a wildcard DNN is included in the UE subscribed DNN list; or

-
determine the LADN DNN(s) included in the UE subscribed DNN list whose service area has an intersection with the current registration area as LADN DNNs for the UE if no requested LADN DNNs included in the LADN indication IE and no wildcard DNN is included in the UE subscribed DNN list.

If the LADN indication IE is not included in the REGISTRATION REQUEST message, the AMF shall determine the LADN DNN(s) included in the UE subscribed DNN list whose service area has an intersection with the current registration area as LADN DNNs for the UE, except for the wildcard DNN included in the UE subscribed DNN list.

The AMF shall include the LADN information which consists of the determined LADN DNNs for the UE and LADN service area(s) available in the current registration area in the LADN information IE of the REGISTRATION ACCEPT message.
The UE, upon receiving the REGISTRATION ACCEPT message with the LADN information, shall store the received LADN information.

The 5G-GUTI reallocation may be part of the initial registration procedure. When the REGISTRATION REQUEST message includes the SUCI or PEI, or the AMF considers the 5G-GUTI provided by the UE is invalid, or the 5G-GUTI provided by the UE was assigned by another AMF, the AMF shall allocate a new 5G-GUTI to the UE. The AMF shall include in the REGISTRATION ACCEPT message the new assigned 5G-GUTI together with the assigned TAI list.
If the AMF has allocated a 5G-GUTI to the UE or the SOR transparent container IE is included in the REGISTRATION ACCCEPT message, the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

The AMF shall include the MICO indication IE in the REGISTRATION ACCEPT message only if the MICO indication IE was included in the REGISTRATION REQUEST message, the AMF supports and accepts the use of MICO mode. If the AMF supports and accepts the use of MICO mode, the AMF may indicate "all PLMN registration area allocated" in the MICO indication IE in the REGISTRATION ACCEPT message. If "all PLMN registration area allocated" is indicated in the MICO indication IE, the AMF shall not assign and include the TAI list in the REGISTRATION ACCEPT message. If the REGISTRATION ACCEPT message included an MICO indication IE indicating "all PLMN registration area allocated", the UE shall treat all TAIs in the current PLMN as a registration area and delete its old TAI list.
The AMF shall include the T3512 value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent over the 3GPP access.

The AMF shall include the non-3GPP de-registration timer value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent for the non-3GPP access.
Upon receipt of the REGISTRATION ACCEPT message, the UE shall reset the registration attempt counter, enter state 5GMM-REGISTERED and set the 5GS update status to 5U1 UPDATED.
If the REGISTRATION ACCEPT message included a T3512 value IE, the UE shall use the value in the T3512 value IE as periodic registration update timer (T3512).

If the REGISTRATION ACCEPT message included a non-3GPP de-registration timer value IE, the UE shall use the value in non-3GPP de-registration timer value IE as non-3GPP de-registration timer.

If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.
If the REGISTRATION ACCEPT message contains the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed", or contains a configured NSSAI IE with a new configured NSSAI for the current PLMN and optionally the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the successful update of the network slicing information.
Upon receiving a REGISTRATION COMPLETE message, the AMF shall stop timer T3550 and change to state 5GMM-REGISTERED. The 5G-GUTI, if sent in the REGISTRATION ACCEPT message, shall be considered as valid.
If the SMS requested bit of the 5GS registration type IE was set to "SMS over NAS supported" in the REGISTRATION REQUEST message, and SMSF selection is successful, then the AMF shall send the REGISTRATION ACCEPT message after the SMSF has confirmed that the activation of the SMS service was successful. When sending the REGISTRATION ACCEPT message, the AMF shall:

a)
set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS allowed" in the REGISTRATION ACCEPT message , if the UE has set the SMS requested bit of the 5GS registration type IE to "SMS over NAS supported" in the REGISTRATION REQUEST message and the network allows the use of SMS over NAS for the UE; and
b)
store the SMSF address and the value of the SMS allowed bit of the 5GS registration result IE in the UE 5GMM context, and consider the UE available for SMS over NAS.
If SMSF selection in the AMF or SMS activation via the SMSF is not successful, the AMF does not allow the use of SMS over NAS, or the SMS requested bit of the 5GS registration type IE was set to "SMS over NAS not supported" in the REGISTRATION REQUEST message, then the AMF shall set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS not allowed" in the REGISTRATION ACCEPT message.

When the UE receives the REGISTRATION ACCEPT message, if the UE is also registered over another access to the same PLMN, the UE considers the value indicated by the SMS allowed bit of the 5GS registration result IE as applicable for both accesses over which the UE is registered.
The AMF shall include the 5GS registration result IE in the REGISTRATION ACCEPT message. If the 5GS registration result IE value indicates:

a)
"3GPP access", the UE:

-
shall consider itself as being registered to 3GPP access only; and

-
if in 5GMM-REGISTERED state over non-3GPP access and on the same PLMN as 3GPP access, shall enter state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION over non-3GPP access;

b)
"Non-3GPP access", the UE:

-
shall consider itself as being registered to non-3GPP access only; and

-
if in the 5GMM-REGISTERED state over 3GPP access and is on the same PLMN as non-3GPP access, shall enter the state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION over 3GPP access; or

c)
"3GPP access and Non-3GPP access", the UE shall consider itself as being registered to both 3GPP access and non-3GPP access.
The AMF shall include the allowed NSSAI for the current PLMN and shall include the mapping of each S-NSSAI of the allowed NSSAI to the S-NSSAI(s) of the configured NSSAI for the HPLMN contained in the requested NSSAI from the UE if available, in the REGISTRATION ACCEPT message if the UE included the requested NSSAI in the REGISTRATION REQUEST message and the AMF allows one or more S-NSSAIs in the requested NSSAI. The AMF may also include rejected NSSAI in the REGISTRATION ACCEPT message. Rejected NSSAI contains S-NSSAI(s) which was included in the requested NSSAI but rejected by the network associated with rejection cause(s).
The AMF may include a new configured NSSAI for the current PLMN in the REGISTRATION ACCEPT message if the REGISTRATION REQUEST message did not include the requested NSSAI, or the REGISTRATION REQUEST message included the requested NSSAI containing an S-NSSAI that is not valid in the serving PLMN. If a new configured NSSAI for the current PLMN is included, the AMF shall also include the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN if available in the REGISTRATION ACCEPT message. In this case the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.
The AMF may include the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed" in the REGISTRATION ACCEPT message if the UDM has indicated that the subscription data for network slicing has changed. In this case the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

The UE receiving the rejected NSSAI in the REGISTRATION ACCEPT message takes the following actions based on the rejection cause in the rejected NSSAI:
"S-NSSAI not available in the current PLMN"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current PLMN until switching off the UE or the UICC containing the USIM is removed. 
"S-NSSAI not available in the current registration area"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN and registration area combination as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current registration area until switching off the UE, the UE moving out of the current registration area or the UICC containing the USIM is removed.
If the UE did not include the requested NSSAI in the REGISTRATION REQUEST message or none of the requested NSSAI are present in the subscribed S-NSSAIs, and one or more subscribed S-NSSAIs (containing one or more S-NSSAIs each of which may be associated with a new S-NSSAI) marked as default are available, the AMF shall put the subscribed S-NSSAIs marked as default in the allowed NSSAI of the REGISTRATION ACCEPT message. The AMF shall determine a registration area such that all S-NSSAIs of the allowed NSSAI are available in the registration area.
If the REGISTRATION ACCEPT message contains the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed", the UE shall delete the network slicing information for each and every PLMN except for the current PLMN as specified in subclause 4.6.2.2.
If the REGISTRATION ACCEPT message contains the allowed NSSAI, then the UE shall store the included allowed NSSAI together with the PLMN identity of the registered PLMN and the registration area as specified in subclause 4.6.2.2.
If the REGISTRATION ACCEPT message contains a configured NSSAI IE with a new configured NSSAI for the current PLMN and optionally the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN, the UE shall store the contents of the configured NSSAI IE as specified in subclause 4.6.2.2.
If the UE included S1 mode supported indication in the REGISTRATION REQUEST message, the AMF supporting interworking with EPS shall set the IWK N26 bit to either:

a)
"interworking without N26 not supported" if the AMF does not support interworking procedures without N26 interface; or

b)
"interworking without N26 supported" if the AMF supports interworking procedures without N26 interface
in the 5GS network feature support IE in the REGISTRATION ACCEPT message.

The UE supporting S1 mode shall operate in the mode for interworking with EPS as follows:

a)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 not supported", the UE shall operate in single-registration mode;

b)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE supports dual-registration mode, the UE may operate in dual-registration mode; or
NOTE 3:
The registration mode used by the UE is implementation dependent.
c)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE only supports single-registration mode, the UE shall operate in single-registration mode.
The UE shall treat the received interworking without N26 supported indication for interworking with EPS as valid in the entire PLMN and its equivalent PLMN(s).

The network informs the UE about the support of specific features, such as IMS voice over PS session, emergency services or emergency services fallback, in the 5GS network feature support information element. In a UE with IMS voice over PS session capability, the IMS voice over PS session indicator, the Emergency services support indicator, and the Emergency services fallback indicator shall be provided to the upper layers. The upper layers take the IMS voice over PS session indicator into account when selecting the access domain for voice sessions or calls. When initiating an emergency call, the upper layers also take the IMS voice over PS session indicator, the Emergency services support indicator, and the Emergency services fallback indicator into account for the access domain selection.
The AMF shall set the EMF bit in the 5GS network feature support IE to:

a)
"Emergency services fallback supported in NR connected to 5GCN and E-UTRA connected to 5GCN" if the network supports the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN or an E-UTRA cell connected to 5GCN;

b)
"Emergency services fallback supported in NR connected to 5GCN only" if the network supports the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN and does not support the emergency services fallback procedure when the UE is in an E-UTRA cell connected to 5GCN;

c)
"Emergency services fallback supported in E-UTRA connected to 5GCN only" if the network supports the emergency services fallback procedure when the UE is in an E-UTRA cell connected to 5GCN and does not support the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN; or

d)
"Emergency services fallback not supported" if network does not support the emergency services fallback procedure when the UE is in any cell connected to 5GCN.

NOTE 4:
If the emergency services are supported in neither the EPS nor the 5GS homogeneously, based on operator policy, the AMF will set the EMF bit in the 5GS network feature support IE to "Emergency services fallback not supported".

The network informs the UE that the use of access identity 1 is valid in the RPLMN or equivalent PLMN by setting the MPS indicator bit of the 5GS network feature support IE to "Access identity 1 valid in RPLMN or equivalent PLMN", in the REGISTRATION ACCEPT message. Based on operator policy, the AMF sets the MPS indicator bit in the REGISTRATION ACCEPT message based on the MPS priority information in the user’s subscription context obtained from the UDM.
Upon receiving a REGISTRATION ACCEPT message with the MPS indicator bit set to "Access identity 1 valid in RPLMN or equivalent PLMN", the UE shall act as a UE with access identity 1 configured for MPS as described in subclause 4.5.2, in all NG-RAN of the registered PLMN and its equivalent PLMNs. The MPS indicator bit in the 5GS network feature support IE provided in the REGISTRATION ACCEPT message is valid until the UE receives a REGISTRATION ACCEPT message with the MPS indicator bit set to "Access identity 1 not valid in RPLMN or equivalent PLMN" or until the UE selects a non-equivalent PLMN. Access identity 1 is only applicable while the UE is in N1 mode.
If the UE has indicated "follow-on request pending" in REGISTRATION REQUEST message, or the network has downlink signalling pending, the AMF shall not immediately release the NAS signalling connection after the completion of the registration procedure.
If the Requested DRX Parameters IE was included in the REGISTRATION REQUEST message, the AMF shall include the UE specific DRX parameters IE in the REGISTRATION ACCEPT message. The AMF may set the UE specific DRX parameters IE based on the received Requested DRX Parameters IE and operator policy if available.
If:

a)
the UE’s USIM is configured with indication that the UE is to receive the SOR transparent container IE, the SOR transparent container IE is not included in the REGISTRATION ACCEPT message or the SOR transparent container IE does not successfully pass the integrity check (see 3GPP TS 33.501 [24]); and

b)
if the UE attempts obtaining service on another PLMNs as specified in 3GPP TS 23.122 [5] annex C;

then the UE shall locally release the established N1 NAS signalling connection.

If the REGISTRATION ACCEPT message includes the SOR transparent container IE and the SOR transparent container IE successfully passes the integrity check (see 3GPP TS 33.501 [24]):

a)
the UE shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; and
b)
if the UE attempts obtaining service on another PLMNs as specified in 3GPP TS 23.122 [5] annex C, then the UE may locally release the established N1 NAS signalling connection, otherwise the UE shall send a REGISTRATION COMPLETE message. If an acknowledgement is requested in the SOR transparent container IE of the REGISTRATION ACCEPT message, the UE acknowledgement is included in the SOR transparent container IE of the REGISTRATION COMPLETE message.
If the SOR transparent container IE successfully passes the integrity check (see 3GPP TS 33.501 [24]), indicates list of preferred PLMN/access technology combinations is provided and the list type indicates:

a)
"PLMN ID and access technology list", then the ME shall replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME and shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; or
b)
"secure packet", then the ME shall behave as if a SMS is received with protocol identifier set to SIM data download, data coding scheme set to class 2 message and SMS payload as secure packet contents of SOR transparent container IE. The SMS payload is forwarded to UICC as specified in 3GPP TS 23.040 [4A] and the ME shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C.

***** Next change *****
5.5.1.3.4
Mobility and periodic registration update accepted by the network
If the registration update request has been accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE. If the AMF assigns a new 5G-GUTI for the UE, a 5G-GUTI shall be included in the REGISTRATION ACCEPT message or if the SOR transparent container IE is included in the REGISTRATION ACCEPT message, the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

If timer T3513 is running in the AMF, the AMF shall stop timer T3513 if a paging request was sent with the access type indicating non-3GPP and the REGISTRATION REQUEST message includes the Allowed PDU session status IE.

If timer T3565 is running in the AMF, the AMF shall stop timer T3565 when a REGISTRATION REQUEST message is received.

For each of the information elements: 5GMM capability, S1 UE network capability, and UE security capability, the AMF shall store all octets received from the UE in the REGISTRATION REQUEST message, up to the maximum length defined for the respective information element.

NOTE 1:
This information is forwarded to the new AMF during inter-AMF handover or to the new MME during inter-system handover to S1 mode.
The AMF may include a new TAI list for the UE in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message, shall delete its old TAI list and store the received TAI list. If there is no TAI list received, the UE shall consider the old TAI list as valid.
The AMF may also include a list of equivalent PLMNs in the REGISTRATION ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, and if there is no PDU session for emergency services established, the UE shall remove from the list any PLMN code that is already in the list of "forbidden PLMNs". If the UE is not registered for emergency services and there is a PDU session for emergency services established, the UE shall remove from the list of equivalent PLMNs any PLMN code present in the "forbidden PLMNs list" when the PDU session for emergency services is released. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the REGISTRATION ACCEPT message. If the REGISTRATION ACCEPT message does not contain a list, then the UE shall delete the stored list.
If the UE is not registered for emergency services, and if the PLMN identity of the registered PLMN is a member of the list of "forbidden PLMNs", any such PLMN identity shall be deleted from the corresponding list(s).
The AMF may include new service area restrictions in the Service area list IE in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message with new service area restrictions shall act as described in subclause 5.3.5.
If the Service area list IE is not included in the REGISTRATION ACCEPT message, any tracking area in the registered PLMN and its equivalent PLMN(s) is considered as an allowed tracking area as described in subclause 5.3.5.
The AMF shall include the MICO indication IE in the REGISTRATION ACCEPT only if the MICO indication IE was included in the REGISTRATION REQUEST message, the AMF supports and accepts the use of MICO mode. If the AMF supports and accepts the use of MICO mode, the AMF may indicate "all PLMN registration area allocated" in the MICO indication IE in the REGISTRATION ACCEPT message. If "all PLMN registration area allocated" is indicated in the MICO indication IE, the AMF shall not assign and include the TAI list in the REGISTRATION ACCEPT message. If the REGISTRATION ACCEPT message includes an MICO indication IE indicating "all PLMN registration area allocated", the UE shall treat all TAIs in the current PLMN as a registration area and delete its old TAI list.
The AMF may include the T3512 value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent over the 3GPP access.

The AMF may include the non-3GPP de-registration timer value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent for the non-3GPP access.
Upon receipt of the REGISTRATION ACCEPT message, the UE shall reset the registration attempt counter, enter state 5GMM-REGISTERED and set the 5GS update status to 5U1 UPDATED.
If the REGISTRATION ACCEPT message included a T3512 value IE, the UE shall use the value in T3512 value IE as periodic registration update timer (T3512). If the T3512 value IE is not included, the UE shall use the value currently stored, e.g. from a prior REGISTRATION ACCEPT message.
If the REGISTRATION ACCEPT message included a non-3GPP de-registration timer value IE, the UE shall use the value in non-3GPP de-registration timer value IE as non-3GPP de-registration timer. If non-3GPP de-registration timer value IE is not included, the UE shall use the value currently stored, e.g. from a prior REGISTRATION ACCEPT message. If non-3GPP de-registration timer value IE is not included and there is no stored non-3GPP de-registration timer value in the UE, the UE shall use the default value of the non-3GPP de-registration timer.
If the REGISTRATION ACCEPT message contains a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.

If the REGISTRATION ACCEPT message contains the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed", or contains a configured NSSAI IE with a new configured NSSAI for the current PLMN and optionally the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the successful update of the network slicing information.
Upon receiving a REGISTRATION COMPLETE message, the AMF shall stop timer T3550 and change to state 5GMM-REGISTERED. The 5G-GUTI, if sent in the REGISTRATION ACCEPT message, shall be considered as valid.
If the SMS requested bit of the 5GS registration type IE was set to "SMS over NAS supported" in the REGISTRATION REQUEST message and:

a)
the SMSF address is stored in the UE 5GMM context and:

1)
the UE is considered available for SMS over NAS; or

2)
the UE is considered not available for SMS over NAS and the SMSF has confirmed that the activation of the SMS service is successful; or
b)
the SMSF address is not stored in the UE 5GMM context, the SMSF selection is successful and the SMSF has confirmed that the activation of the SMS service is successful;
then the AMF shall set the SMS allowed bit of the 5GS registration result IE in the REGISTRATION ACCEPT message as specified in subclause 5.5.1.2.4. If the UE 5GMM context does not contain an SMSF address or the UE is not considered available for SMS over NAS, then the AMF shall:
a)
store the SMSF address in the UE 5GMM context if not stored already; and
b)
store the value of the SMS allowed bit of the 5GS registration result IE in the UE 5GMM context and consider the UE available for SMS over NAS.
If SMSF selection in the AMF or SMS activation via the SMSF is not successful, or the AMF does not allow the use of SMS over NAS, then the AMF shall set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS not allowed" in the REGISTRATION ACCEPT message.

If the SMS requested bit of the 5GS registration type IE was set to "SMS over NAS not supported" in the REGISTRATION REQUEST message, then the AMF shall:

a)
mark the 5GMM context to indicate that the UE is not available for SMS over NAS; and

NOTE 2:
The AMF can notify the SMSF that the UE is deregistered from SMS over NAS based on local configuration.

b)
set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS not supported" in the REGISTRATION ACCEPT message.

When the UE receives the REGISTRATION ACCEPT message, if the UE is also registered over another access to the same PLMN, the UE considers the value indicated by the SMS allowed bit of the 5GS registration result IE as applicable for both accesses over which the UE is registered.
The AMF shall include the 5GS registration result IE in the REGISTRATION ACCEPT message. If the 5GS registration result IE value indicates:

a)
"3GPP access", the UE:

-
shall consider itself as being registered to 3GPP access only; and

-
if in 5GMM-REGISTERED state over non-3GPP access and on the same PLMN as 3GPP access, shall enter state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION over non-3GPP access;

b)
"Non-3GPP access", the UE:

-
shall consider itself as being registered to non-3GPP access only; and

-
if in the 5GMM-REGISTERED state over 3GPP access and is on the same PLMN as non-3GPP access, shall enter the state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION over 3GPP access; or

c)
"3GPP access and Non-3GPP access", the UE shall consider itself as being registered to both 3GPP access and non-3GPP access.
The AMF shall include the allowed NSSAI for the current PLMN and shall include the mapping of each S-NSSAI of the allowed NSSAI to the S-NSSAI(s) of the configured NSSAI for the HPLMN contained in the requested NSSAI from the UE if available, in the REGISTRATION ACCEPT message if the UE included the requested NSSAI in the REGISTRATION REQUEST message and the AMF allows one or more S-NSSAIs in the requested NSSAI. The S-NSSAI associated with each of the active PDN connections for which interworking to 5GS is supported, shall be included in the allowed NSSAI if the UE included the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state" in the REGISTRATION REQUEST message and interworking without N26 is not supported.

The AMF may also include rejected NSSAI in the REGISTRATION ACCEPT message. Rejected NSSAI contains S-NSSAI(s) which was included in the requested NSSAI but rejected by the network associated with rejection cause(s).
The AMF may include a new configured NSSAI for the current PLMN in the REGISTRATION ACCEPT message if the REGISTRATION REQUEST message did not include the requested NSSAI, or the REGISTRATION REQUEST message included the requested NSSAI containing an S-NSSAI that is not valid in the serving PLMN. If a new configured NSSAI for the current PLMN is included, the AMF shall also include the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN if available in the REGISTRATION ACCEPT message. In this case the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.
The AMF may include the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed" in the REGISTRATION ACCEPT message if the UDM has indicated that the subscription data for network slicing has changed. In this case the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

If the S-NSSAI(s) associated with the existing PDU session(s) of the UE is not included in the requested NSSAI of the REGISTRATION REQUEST message, the AMF shall release the PDU session(s) associated with the S-NSSAI(s) locally and shall request the SMF to release those PDU session(s) locally, without peer-to-peer signalling between the SMF and the UE.
The UE receiving the rejected NSSAI in the REGISTRATION ACCEPT message takes the following actions based on the rejection cause in the rejected NSSAI:
"S-NSSAI not available in the current PLMN"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current PLMN until switching off the UE or the UICC containing the USIM is removed.
"S-NSSAI not available in the current registration area"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN and registration area combination as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current registration area until switching off the UE, the UE moving out of the current registration area or the UICC containing the USIM is removed.
If the UE did not include the requested NSSAI in the REGISTRATION REQUEST message or none of the requested NSSAI are present in the subscribed S-NSSAIs, and one or more subscribed S-NSSAIs marked as default are available, the AMF shall put the subscribed S-NSSAIs marked as default in the allowed NSSAI of the REGISTRATION ACCEPT message. The AMF shall determine a registration area such that all S-NSSAIs of the allowed NSSAI are available in the registration area.
If the REGISTRATION ACCEPT message contains the Network slicing indication IE with the Network slicing subscription change indication set to "Network slicing subscription changed", the UE shall delete the network slicing information for each and every PLMN except for the current PLMN as specified in subclause 4.6.2.2.
If the REGISTRATION ACCEPT message contains the allowed NSSAI, then the UE shall store the included allowed NSSAI together with the PLMN identity of the registered PLMN and the registration area as specified in subclause 4.6.2.2. If the UE has one or more PDU sessions associated with S-NSSAI(s) not included in the received allowed NSSAI, the UE shall locally release all such PDU sessions except for the persistent PDU session(s).
If the REGISTRATION ACCEPT message contains a configured NSSAI IE with a new configured NSSAI for the current PLMN and optionally the mapping of the configured NSSAI for the current PLMN to the configured NSSAI for the HPLMN, the UE shall store the contents of the configured NSSAI IE as specified in subclause 4.6.2.2.
If the Uplink data status IE is included in the REGISTRATION REQUEST message, the AMF shall:
a)
indicate the SMF to re-establish the user-plane resources for the corresponding PDU session; and
b)
include PDU session reactivation result IE in the REGISTRATION ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources.
If the Uplink data status IE is not included in the REGISTRATION REQUEST message and the REGISTRATION REQUEST message is sent for the trigger d) in subclause 5.5.1.3.2, the AMF may indicate the SMF to re-establish the user-plane resources for the PDU sessions.
If a PDU session status IE is included in the REGISTRATION REQUEST message, the AMF shall:
a)
release all those PDU session locally (without peer-to-peer signalling between the SMF and the UE) which are in 5GSM state PDU SESSION ACTIVE on the AMF side associated with the access type the REGISTRATION REQUEST message is sent over, but are indicated by the UE as being in 5GSM state PDU SESSION INACTIVE; and
b)
include a PDU session status IE in the REGISTRATION ACCEPT message to indicate which PDU sessions associated with the access type the REGISTRATION REQUEST message is sent over are active in the AMF.
If the Allowed PDU session status IE is included in the REGISTRATION REQUEST message, the AMF shall:

a)
indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions allowed to be re-established over 3GPP access and have indicated pending downlink data if there is at least one PDU session indicated in the Allowed PDU session status IE for which the user-plane resource can be re-established over 3GPP access;

b)
notify the SMF that have indicated pending downlink data, that reactivation of the user-plane resources for the corresponding PDU sessions cannot be performed if the user-plane resources of the PDU session are not allowed to be re-established over 3GPP access, if any; and

c)
include the PDU session reactivation result IE in the REGISTRATION ACCEPT message to indicate the successfully re-established user-plane resources for the corresponding PDU sessions, if any.

If the AMF has included the PDU session reactivation result IE in the REGISTRATION ACCEPT message and there exist one or more PDU sessions for which the user-plane resources cannot be re-established, then the AMF may include the PDU session reactivation result error cause IE to indicate the cause of failure to re-establish the user-plane resources.
If the user-plane resources cannot be established for a PDU session due to resource unavailability in the UPF as described in subclause 4.2.3.2 of 3GPP TS 23.502 [9], the AMF shall include the PDU session reactivation result IE in the REGISTRATION ACCEPT message indicating that user-plane resources for the corresponding PDU session cannot be re-established, and shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".

NOTE 3:
It is up to UE implementation when to re-send a request for user-plane re-establishment for the associated PDU session after receiving a PDU session reactivation result error cause IE with a 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".
If the AMF needs to initiate PDU session status synchronization the AMF shall include a PDU session status IE in the REGISTRATION ACCEPT message to indicate the UE which PDU sessions are active in the AMF.

The AMF may include the LADN information in the REGISTRATION ACCEPT message as described in subclause 5.5.1.2.4. The UE, upon receiving the REGISTRATION ACCEPT message with the LADN information, shall delete its old LADN information (if any) and store the received new LADN information.
If the AMF does not include the LADN information in the REGISTATION ACCEPT message during registration procedure for mobility and registration update, the UE shall delete its old LADN information.

If the PDU session status IE is included in the REGISTRATION ACCEPT message, the UE shall locally release all those PDU sessions associated with the access type the REGISTRATION ACCEPT message is sent over(without peer-to-peer signalling between the SMF and the UE) which are in 5GSM state PDU SESSION ACTIVE on the UE side, but are indicated by the AMF as being in 5GSM state PDU SESSION INACTIVE.
If the UE included S1 mode supported indication in the REGISTRATION REQUEST message, the AMF supporting inter-system change with EPS shall set the IWK N26 bit to either:

a)
"interworking without N26 not supported" if the AMF does not support interworking procedures without N26 interface; or

b)
"interworking without N26 supported" if the AMF supports interworking procedures without N26 interface
in the 5GS network feature support IE in the REGISTRATION ACCEPT message.

The UE supporting S1 mode shall operate in the mode for inter-system interworking with EPS as follows:

a)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 not supported", the UE shall operate in single-registration mode;

b)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE supports dual-registration mode, the UE may operate in dual-registration mode; or

NOTE 4:
The registration mode used by the UE is implementation dependent.
c)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE only supports single-registration mode, the UE shall operate in single-registration mode.

The UE shall treat the received interworking without N26 supported indication for inter-system change with EPS as valid in the entire PLMN and its equivalent PLMN(s).

The network informs the UE about the support of specific features, such as IMS voice over PS session, emergency services or emergency services fallback, in the 5GS network feature support information element. In a UE with IMS voice over PS session capability, the IMS voice over PS session indicator, Emergency services support indicator and Emergency services fallback indicator shall be provided to the upper layers. The upper layers take the IMS voice over PS session indicator into account when selecting the access domain for voice sessions or calls. When initiating an emergency call, the upper layers take the IMS voice over PS session indicator, Emergency services support indicator and Emergency services fallback indicator into account for the access domain selection. When the UE determines via the IMS voice over PS session indicator that the network does not support IMS voice over PS sessions in N1 mode, then the UE shall not locally release any persistent PDU session if the AMF does not indicate that the PDU session is in 5GSM state PDU SESSION INACTIVE via the PDU session status IE. When the UE determines via the Emergency services support indicator that the network does not support emergency services in N1 mode, then the UE shall not locally release any emergency PDU session if user-plane resources associated with that emergency PDU session are established if the AMF does not indicate that the PDU session is in 5GSM state PDU SESSION INACTIVE via the PDU session status IE.
The AMF shall set the EMF bit in the 5GS network feature support IE to:

a)
"Emergency services fallback supported in NR connected to 5GCN and E-UTRA connected to 5GCN" if the network supports the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN or an E-UTRA cell connected to 5GCN;

b)
"Emergency services fallback supported in NR connected to 5GCN only" if the network supports the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN and does not support the emergency services fallback procedure when the UE is in an E-UTRA cell connected to 5GCN;

c)
"Emergency services fallback supported in E-UTRA connected to 5GCN only" if the network supports the emergency services fallback procedure when the UE is in an E-UTRA cell connected to 5GCN and does not support the emergency services fallback procedure when the UE is in an NR cell connected to 5GCN; or

d)
"Emergency services fallback not supported" if network does not support the emergency services fallback procedure when the UE is in any cell connected to 5GCN.

NOTE 5:
If the emergency services are supported in neither the EPS nor the 5GS homogeneously, based on operator policy, the AMF will set the EMF bit in the 5GS network feature support IE to "Emergency services fallback not supported".

The network informs the UE that the use of access identity 1 is valid in the RPLMN or equivalent PLMN by setting the MPS indicator bit of the 5GS network feature support IE to "Access identity 1 valid in RPLMN or equivalent PLMN", in the REGISTRATION ACCEPT message. Based on operator policy, the AMF sets the MPS indicator bit in the REGISTRATION ACCEPT message based on the MPS priority information in the user’s subscription context obtained from the UDM.
Upon receiving a REGISTRATION ACCEPT message with the MPS indicator bit set to "Access identity 1 valid in RPLMN or equivalent PLMN", the UE shall act as a UE with access identity 1 configured for MPS as described in subclause 4.5.2, in all NG-RAN of the registered PLMN and its equivalent PLMNs. The MPS indicator bit in the 5GS network feature support IE provided in the REGISTRATION ACCEPT message is valid until the UE receives a REGISTRATION ACCEPT message with the MPS indicator bit set to "Access identity 1 not valid in RPLMN or equivalent PLMN" or until the UE selects a non-equivalent PLMN. Access identity 1 is only applicable while the UE is in N1 mode.
During ongoing active PDU sessions that were set up relying on the MPS indicator bit being set to "Access identity 1 valid in RPLMN or equivalent PLMN", if the network indicates in a registration update that the MPS indicator bit is reset to "Access identity 1 not valid in RPLMN or equivalent PLMN", then the UE shall no longer act as a UE with access identity 1 configured for MPS as described in subclause 4.5.2 unless the USIM contains a valid configuration for access identity 1 in RPLMN or equivalent PLMN. In the UE, the ongoing active PDU sessions are not affected by the change of the MPS indicator bit.
If the UE has indicated "follow-on request pending" in REGISTRATION REQUEST message, or the network has downlink signalling pending, the AMF shall not immediately release the NAS signalling connection after the completion of the registration procedure.
If the Requested DRX Parameters IE was included in the REGISTRATION REQUEST message, the AMF shall include the UE specific DRX parameters IE in the REGISTRATION ACCEPT message. The AMF may set the UE specific DRX parameters IE based on the received Requested DRX Parameters IE and operator policy if available.
If the UE included in the REGISTRATION REQUEST message the UE status information IE with the EMM registration status set to "UE in EMM-REGISTERED state" and the AMF does not support N26 interface, the AMF shall operate as described in subclause 5.5.1.2.4.

If due to regional subscription restrictions or access restrictions the UE is not allowed to access the TA, but the UE has an emergency PDU session established, the AMF may accept the REGISTRATION REQUEST message and indicate to the SMF to release all non-emergency PDU sessions when the registration procedure is initiated in 5GMM-CONNECTED mode. When the registration procedure is initiated in 5GMM-IDLE mode, the AMF indicates to the SMF to release all non-emergency PDU sessions and informs the UE via the PDU session status IE in the REGISTRATION ACCEPT message. The AMF shall not indicate to the SMF to release the emergency PDU session. The network shall consider the UE to be registered for emergency services.
If the REGISTRATION ACCEPT message includes the SOR transparent container IE and:

a)
the SOR transparent container IE does not successfully pass the integrity check (see 3GPP TS 33.501 [24]); and

b)
if the UE attempts obtaining service on another PLMNs as specified in 3GPP TS 23.122 [5] annex C;

then the UE shall locally release the established NAS signalling connection.
If the REGISTRATION ACCEPT message includes the SOR transparent container IE and the SOR transparent container IE successfully passes the integrity check (see 3GPP TS 33.501 [24]):

a)
the UE shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; and
b)
if the UE attempts obtaining service on another PLMNs as specified in 3GPP TS 23.122 [5] annex C then the UE may locally release the established NAS signalling connection, otherwise the UE shall send a REGISTRATION COMPLETE message. If an acknowledgement is requested in the SOR transparent container IE of the REGISTRATION ACCEPT message, the UE acknowledgement is included in the SOR transparent container IE of the REGISTRATION COMPLETE message.
If the SOR transparent container IE successfully passes the integrity check (see 3GPP TS 33.501 [24]), indicates list of preferred PLMN/access technology combinations is provided and the list type indicates:

a)
"PLMN ID and access technology list", then the ME shall replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME and shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; or

b)
"secure packet", then the ME shall behave as if a SMS is received with protocol identifier set to SIM data download, data coding scheme set to class 2 message and SMS payload as secure packet contents of SOR transparent container IE. The SMS payload is forwarded to UICC as specified in 3GPP TS 23.040 [4A] and the ME shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C.
If the NG-RAN-RCU bit of the 5GS registration type IE in the REGISTRATION REQUEST message is set to "NG-RAN radio capability update needed", the AMF shall delete any stored UE radio capability information for NG-RAN.
***** Next change *****
9.11.3.54
UE security capability
The UE security capability information element is used by the UE and by the network to indicate which security algorithms are supported by the UE in N1 mode for NAS security as well as which security algorithms are supported over NR and E-UTRA connected to 5GCN for AS security.

The UE security capability information element is coded as shown in figure 9.11.3.54.1 and table 9.11.3.54.1.

The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 10 octets.

Octets 5 to 10 are optional. If octet 5 is included, then also octet 6 shall be included.

If the UE does not support any security algorithm for AS security over E-UTRA connected to 5GCN, it shall not include octets 5 and 6. The UE shall not include octets 7 to 10.
If the network includes octet 7, then it shall include also octet 8. If the network includes octet 9, then it shall include also octet 10.
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Figure 9.11.3.54.1: UE security capability information element

Table 9.11.3.54.1: UE security capability information element

	5GS encryption algorithms supported (see NOTE 1) (octet 3)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	5GS encryption algorithm 128-5G-EA3 supported (octet 3, bit 5)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA31 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA3 supported

	

	5GS encryption algorithm 5G-EA4 supported (octet 3, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA4 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA4 supported

	

	5GS encryption algorithm 5G-EA5 supported (octet 3, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA5 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA5 supported

	

	5GS encryption algorithm 5G-EA6 supported (octet 3, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA6 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA6 supported

	

	5GS encryption algorithm 5G-EA7 supported (octet 3, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA7 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA7 supported

	

	5GS integrity algorithms supported (see NOTE 2) (octet 4)

	

	5GS integrity algorithm 5G-IA0 supported (octet 4, bit 8)

	0
	
	
	
	5GS integrity algorithm 5G-IA0 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA0 supported

	

	5GS integrity algorithm 128-5G-IA1 supported (octet 4, bit 7)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA1 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA1 supported

	

	5GS integrity algorithm 128-5G-IA2 supported (octet 4, bit 6)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA2 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA2 supported

	

	5GS integrity algorithm 128-5G-IA3 supported (octet 4, bit 5)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA3 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA3 supported

	

	5GS integrity algorithm 5G-IA4 supported (octet 4, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA4 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA4 supported

	

	5GS integrity algorithm 5G-IA5 supported (octet 4, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA5 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA5 supported

	

	5GS integrity algorithm 5G-IA6supported (octet 4, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA6 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA6 supported

	

	5GS integrity algorithm 5G-IA7 supported (octet 4, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA7 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA7 supported

	

	EPS encryption algorithms supported (see NOTE 3) (octet 5)

	

	EPS encryption algorithm EEA0 supported (octet 5, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 5, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 5, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 5, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 5, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 5, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 5, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 5, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (see NOTE 4) (octet 6)

	

	EPS integrity algorithm EIA0 supported (octet 6, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 6, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 6, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 6, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 6, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 6, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 6, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 6, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	For the UE all bits in octets 7 to 10 are spare and shall be ignored, if the respective octet is received with the information element.
If the AMF receives any of the octets 7 to 10 (NOTE 5), it shall store the octets as received and include them when sending the UE security capability information element to the UE.


	NOTE 1:
The code points in octet 3 are used to indicate support for 5GS encryption algorithms for NAS security in N1 mode and support for 5GS encryption algorithms for AS security over NR.

NOTE 2:
The code points in octet 4 are used to indicate support for 5GS integrity algorithms for NAS security in N1 mode and support for 5GS integrity algorithms for AS security over NR.

NOTE 3:
The code points in octet 5 are used to indicate support for EPS encryption algorithms for AS security over E-UTRA connected to 5GCN.

NOTE 4:
The code points in octet 6 are used to indicate support for EPS integrity algorithms for AS security over E-UTRA connected to 5GCN.
NOTE 5:
The AMF can receive this information element also from another AMF or MME during N1 mode to N1 mode or S1 mode to N1 mode handover preparation.
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