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	Reason for change:
	in subclause 7.4.3.1 "ePDG initiated disconnection", ePDG sends an INFORMATIONAL request message with a Delete payload set as follows:
-----------------

...

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question.

...

-----------------

However, subclause 7.2.4.2 "UE behaviour towards ePDG initiated disconnection" states:

----------------

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is attempting tunnel disconnection, the UE shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the UE perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the ePDG; and

ii)
The UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

...

----------------

Therefore, the UE part and the ePDG part of the procedure are not aligned.

RFC5996 states:

-----------------

3.11.  Delete Payload

   The Delete payload, denoted D in this document, contains a protocol-

   specific Security Association identifier that the sender has removed

   from its Security Association database and is, therefore, no longer

   valid.  Figure 17 shows the format of the Delete payload.  It is

   possible to send multiple SPIs in a Delete payload; however, each SPI

   MUST be for the same protocol.  Mixing of protocol identifiers MUST

   NOT be performed in the Delete payload.  It is permitted, however, to

   include multiple Delete payloads in a single INFORMATIONAL exchange

   where each Delete payload lists SPIs for a different protocol.

   Deletion of the IKE SA is indicated by a protocol ID of 1 (IKE) but

   no SPIs.  Deletion of a Child SA, such as ESP or AH, will contain the

   IPsec protocol ID of that protocol (2 for AH, 3 for ESP), and the SPI

   is the SPI the sending endpoint would expect in inbound ESP or AH

   packets.
...
-----------------

I.e. the SPI field needs to contain the SPI which the ePDG (i.e. sending entity of the INFORMATIONAL request with the Delete payload) expects in received IPSec ESP packet.

	
	

	Summary of change:
	in subclause 7.4.3.1 "ePDG initiated disconnection", ePDG sends an INFORMATIONAL request message with a Delete payload set to contain ePDG's ESP SPI.

	
	

	Consequences if not approved:
	Hanging PDN connection.
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	Other comments:
	This error occurs also in earlier releases but the error is not considered a frequent and serious misoperation.


***** change *****
7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [28]) to disconnect an IPsec tunnel to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted; or

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the ePDG for the given tunnel in question.

The INFORMATIONAL request message, in addition of the DELETE payload, may include the REACTIVATION_REQUESTED_CAUSE Notify payload.
If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a DELETE payload.
