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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT)".

[3]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[4]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[5]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[6]
"OpenID Connect Core 1.0 incorporating errata set 1".

[7]
W3C.REC-html401-19991224: "HTML 4.01 Specification”.

[8]
3GPP TS 23.379: "Functional architecture and information flows to support mission critical communication services".
[9]
Void.

[10]
IETF RFC 2818: "HTTP Over TLS".
[11]
3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".

[12]
3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control Protocol specification".

[13]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[14]
IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[15]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[16]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
***** Next change *****
3.1
Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

IdM client id: The client_id as specified in 3GPP TS 33.179 [2] which is used to identify the IdM client to the IdM server.
Authorisation endpoint: An identity management server protocol endpoint used by the identity management client to obtain an authorisation grant, as specified in IETF RFC 6749 [5].

Token endpoint: An identity management server protocol endpoint used by the identity management client to exchange an authorisation grant for an access token, as specified in IETF RFC 6749 [5].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [3] apply:
MCPTT UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.379 [8] apply:

MCPTT group ID

MCPTT ID
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [13] apply:

Public service identity

***** Next change *****
5.4
HTTP proxy
The HTTP proxy acts as the proxy for all hypertext transactions between the HTTP client and the HTTP server. The HTTP proxy terminates the TLS session with the HTTP client of the MCPTT UE in order to allow the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers as specified in 3GPP TS 23.280 [16].

NOTE:
The HTTP proxy is in the same trust domain as the HTTP servers that are located within a MCPTT service provider’s network.
***** Next change *****
6.2.1
User authentication
Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the authorisation endpoint of the IdM server as specified in 3GPP TS 33.179 [2] using the configured URL of the authorisation endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSAuthEndpoint" leaf node defined in 3GPP TS 24.483 [11] and the clarifications in annex A;

2)
shall generate an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request method according to IETF RFC 2616 [4];

b)
shall include the configured parameter IdM client id as the client_id parameter specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

NOTE 1:
The configuration of client_id is specified in 3GPP TS 24.483 [11].

c)
shall include the remaining required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

3)
shall send the HTTP GET request method towards the IdM server.

NOTE 2:
The OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC Authentication request message using an HTTP POST request method which can be used in place of steps 1, 2, and 3 above.

Upon receipt of an HTTP 200 (OK) response from the IdM server, the IdM client:

1)
shall prompt the MCPTT user for their username and password;

NOTE 3:
Other types of authentication are supported and are not defined by the OIDC specifications. 3GPP TS 33.179 [2] has defined username and password as a mandatory authentication method to be supported, hence a procedure to realize that method is included here.

2)
shall generate an HTTP POST request method containing the MCPTT user's username and password; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Authentication Response message, the IdM client:

1)
shall establish a TLS tunnel to the token endpoint of the IdM server as specified in 3GPP TS 33.179 [2] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node defined in 3GPP TS 24.483 [11] and the clarifications in annex A;

2)
shall generate an OIDC Token Request message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4]; and

b)
shall include the grant_type parameter set to a value of "authorization_code" and the other required parameters in the entity body of the HTTP POST request method using the using the "application/x-www-form-urlencoded" format as specified in 3GPP TS 33.179 [2]; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Token Response message, the IdM client:
1)
shall validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [6] specification; and

2)
shall provide the id_token and access_token in the received OIDC Token Response message to the MCPTT client.

NOTE 4:
The method in which the IdM client provides the id_token and access_token to the MCPTT client is implementation specific.

***** Next change *****
A.1
Scope

This annex describes the functionality expected from the HTTP entities (i.e. the HTTP client, the HTTP proxy and the HTTP server) defined by 3GPP TS 23.280 [16] and 3GPP TS 33.179 [2].

***** End changes *****
