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***** First change *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CSK


Client-Server Key 

ECGI


E-UTRAN Cell Global Identification
IPEG


In-Progress Emergency Group
IPEPC


In-Progress Emergency Private Call
IPIG


In-Progress Imminent peril Group
MBMS


Multimedia Broadcast and Multicast Service
MBSFN


Multimedia Broadcast multicast service Single Frequency Network
MCPTT


Mission Critical Push To Talk

MCPTT group ID

MCPTT group IDentity

MEA


MCPTT Emergency Alert

MEG


MCPTT Emergency Group

MEGC


MCPTT Emergency Group Call
MEPC


MCPTT Emergency Private Call
MEPP


MCPTT Emergency Private Priority
MES


MCPTT Emergency State
MIME


Multipurpose Internet Mail Extensions

MIG


MCPTT Imminent peril Group

MIGC


MCPTT Imminent peril Group Call
MONP


MCPTT Off-Network Protocol
MPEA


MCPTT Private Emergency Alert
NAT


Network Address Translation
PLMN


Public Land Mobile Network
QCI


QoS Class Identifier

RTP


Real-time Transport Protocol

SAI


Service Area Identifier
SDP


Session Description Protocol

SIP


Session Initiation Protocol
SPK


Signalling Protection Key
SSRC


Synchronization SouRCe
TGI


Temporary MCPTT Group Identity

TMGI


Temporary Mobile Group Identity

UE


User Equipment

URI


Uniform Resource Identifier
XPK


XML Protection Key
***** Next change *****
4.8
Protection of sensitive application data.

In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:

-
MCPTT ID;
-
MCPTT group ID;
-
user location information;
-
emergency, alert and imminent-peril indicators; and
-
access token (containing the MCPTT ID).
The above data is transported as XML content in SIP messages. in XML elements or XML attributes.

Data is transported in attributes in the following circumstances in the procedures in the present document:

-
an MCPTT ID and an MCPTT Group ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a private call according to IETF RFC 5366 [20];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318 [36];

-
an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to IETF RFC 4575 [30]; and

-
an MCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the application/resource-lists+xml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62] contained in the Refer-To header field of the SIP REFER request);

3GPP TS 33.179 [46] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).

Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and

-
between MCPTT servers and between MCPTT domains, the XPK is a signalling protection key (SPK).

The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.

The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCPTT servers.

Configuration in the MCPTT client and MCPTT server is used to determine whether one or both of confidentiality protection and integrity protection are required.

The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.

EXAMPLE 1:
Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Encrypt data element using the CSK (XPK) by following TS 33.179;
       Include in an <EncryptedData> element of the XML MIME body according to TS 33.179:

         (1) the encryption method;

         (2) the key-id (XPK-ID);

         (3) the cipher data;

       Encrypt URIs in attribute using the CSK (XPK) by following subclause 6.6.2.3;

   ELSE

       include application data into XML MIME body in clear text;

   ENDIF;

EXAMPLE 2:
Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.

   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content as specified in TS 33.179;

       Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.179;
       Include within a <Signature> XML element of the XML MIME body according to TS 33.179:

          (1) a cannonicalisation method to be applied to the signed information;

          (2) the signature method used for generating the signature;

          (3) a reference to the content to be signed;

          (4) the hashing method used;

          (5) the hashed content;

          (6) the key-id (XPK-ID);

          (7) the signature value;

   ENDIF;

EXAMPLE 3:
Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Check that the XML content contains the <EncryptedData> element;
       Check that the XML document contains a URI with the domain name for MCPTT confidentiality protection;

       Return an error if the <EncryptedData> element or domain name for MCPTT confidentiality protection are not found;
       Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) for encrypted data in elements, decrypt the data elements using the CSK as specified in TS 33.179 as required;

          (3) for encrypted URIs in attributes, decrypt the URIs using the CSK as specified in subclause 6.6.2.3;

   ENDIF;

EXAMPLE 4:
Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.

   IF configuration is set for integrity protection of application data 
   THEN

      Check that the XML content contains the <Signature> element;

      Return an error if the <Signature> element is not found;

      Otherwise:
          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) verify the signature of the content using the CSK;

      Return an error if the validation of the signature fails;

      IF validation of the signature passes

      THEN 

         decrypt any data found in <EncryptedData> elements;

         decrypt any encrypted URIs found in attributes;

      ENDIF;
   ENDIF;
The content can be re-encrypted and signed again using the SPK between MCPTT servers.

The following examples show the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a prearranged group session.

EXAMPLE 5:
<mcptt-info> MIME body represented with data elements in the clear:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Normal">
         <mcpttURI>sip:group123@mcpttoperator1.com></mcpttURI>

       </mcptt-request-uri>
     </mcptt-Params>

   </mcptt-info>
EXAMPLE 6:
<mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Encrypted">

         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

          Type='http://www.w3.org/2001/04/xmlenc#Content'>

            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

            <ds:KeyInfo>

              <ds:KeyName>base64XpkId</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>A23B45C5657689090</CipherValue>

            </CipherData>

         </EncryptedData>

       </mcptt-request-uri>

     </mcptt-Params>

   </mcptt-info>
EXAMPLE 7:
pidf+xml MIME body represented with clear URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:somebody@mcptt.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:thegroup@mcptt.org"/>

    </status>

  </tuple>

</presence>

EXAMPLE 8:
pidf+xml MIME body represented with encrypted URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:c4Hrt45XG8IohRFT67vfdr3V;iv=45RtfVgHY23k8Ihy;xpk-id=b7UJv9;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:98yudFG45tx_89TYGedb4ujF ;iv=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org"/>

    </status>

  </tuple>

</presence>
***** Next change *****
6.6.2.2
Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the receiver of the encrypted information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in this subclause are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the encrypted content as described in subclause 4.8.

The procedures in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:
1)
MCPTT client sends confidentiality protected content to an MCPTT server; and

2)
MCPTT server sends confidentiality protected content to an MCPTT client.
The procedure in subclause 6.6.2.3 and subclause 6.6.2.4 are used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCPTT server sends confidentiality protected content to an MCPTT server in the same domain; and
2)
MCPTT server sends confidentiality protected content to an MCPTT server in another domain.
***** Next change *****
6.6.3.2
Keys used in integrity protection procedures

Integrity protection uses an XPK to sign the data which (depending on who is the sender and who is the receiver of the signed information) can be a CSK or an SPK as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in subclause 6.6.3.3 and subclause 6.6.3.4 are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in subclause 4.8.

The procedures in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCPTT client sends integrity protected content to an MCPTT server; and

2)
MCPTT server sends integrity protected content to an MCPTT client.
The procedure in subclause 6.6.3.3 and subclause 6.6.3.4 shall be used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCPTT server sends integrity protected content to an MCPTT server in the same domain; and

2)
MCPTT server sends integrity protected content to an MCPTT server in another domain.

***** Next change *****
7.2.1
SIP REGISTER request for service authorisation
When the MCPTT client performs SIP registration the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
The MCPTT client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:

1)
the g.3gpp.mcptt media feature tag; and

2)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt".
NOTE 1:
If the MCPTT client logs off from the MCPTT service but the MCPTT UE remains registered the MCPTT UE performs a re-registration as specified in 3GPP TS 24.229 [4] without both the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag in the Contact header field of the SIP REGISTER request.
If the MCPTT client supports MCPTT service continuity, then the MCPTT client shall follow the IMS registraton procedures for PS to PS service continuity as specified in subclause 6.2.2 of 3GPP TS 24.237 [58].
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has available an access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization;

4)
confidentiality protection is disabled as specified in subclause 6.6.2.3.1; and

5)
integrity protection is disabled as specified in subclause 6.6.3.3.1;
then the MCPTT client shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures, in the SIP REGISTER request.
NOTE 2:
the access-token contains the MCPTT ID of the user.
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has an available access-token;
3)
based on implementation decides to use SIP REGISTER for service authorization; and

4)
either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1;

then the MCPTT client:

1)
shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP REGISTER request;
2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the received access-token using the CSK and shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures; and
4)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.3.3.3.
***** Next change *****
7.2.2
SIP PUBLISH request for service authorisation and MCPTT service settings
If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49]; and

2)
has available an access-token;

then the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1 and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1 shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request;

4)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the received access-token using the CSK and shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.6.2.3.3;
5)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request;
6)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
7)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
***** Next change *****
 7.2.3
Sending SIP PUBLISH for MCPTT service settings only
To set, update, remove or refresh the MCPTT service settings, the MCPTT client shall generate a SIP PUBLISH request according 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 4354 [55]. In the SIP PUBLISH request, the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the targeted MCPTT ID using the CSK and shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-request-uri> element set to the encrypted targeted MCPTT ID, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-request-uri> set to the cleartext targeted MCPTT ID;
4)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
5)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
On receiving the SIP 200 (OK) response to the SIP PUBLISH request the MCPTT client may indicate to the MCPTT User the successful communication of the MCPTT service settings to the MCPTT server.
***** End of changes *****
