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	Reason for change:
	For floor control security for MBMS bearers, the UE and CF obtains the MKFC(s) and MKFC-ID(s) associated with the MCPTT group by subscribing to the GKTP document in the GMS for the MCPTT group identity. However, the PF needs to get the MKFC(s) and MKFC-ID(s).

It is not recommended for the PF to subscribe to the GKTP document for a MCPTT group identity because:

1) any MCPTT server can be a PF. So, in the method above, if a MCPTT user of MCPTT provider X is a member of an MCPTT group, then all PFs of the MCPTT provider X must be able to fetch MKFC of the MCPTT group.

2) PF does not know which MCPTT Groups the served MCPTT user will participate. So, PF subscribes to GMS for MKFC at the MCPTT group session setup and de-subscribes at MCPTT group session release 

a. PF will have to use unicast bearers at least for a short time at the beginning of the call

b. Creates additional signalling

Therefore, instead of the PF subscribing, on receipt of a SIP INVITE request containing a group identity, the CF transports the MKFC and MKFC-ID on the downlink to the originating PF in a SIP 200 (OK) response to the SIP INVITE request, and to the terminating PF in a SIP INVITE request containing an MCPTT ID for the invited users of the group call. The PF provides the media-floor control entity with the MKFC(s) and MKFC-ID(s).



	
	

	Summary of change:
	The process involves:

1. The CF validating and decrypting the I_MESSAGE(s) contained in the GKTP document that the CF has obtained from the GMS, for the group identity.

2. The CF re-generating the I_MESSAGE by:

a.  encrypting the I_MESSAGE with the originating PF URI, signing the I_MESSAGE and including it in a "mcptt-info" MIME body of a SIP 200 (OK) response to a SIP INVITE request containing a group identity.; 

b. encrypting the I_MESSAGE with the terminating PF URI, signing the I_MESSAGE and including it in a "mcptt-info" MIME body of a SIP INVITE request to an invited user of the group call; or

c. encrypting the I_MESSAGE with the non-controlling function URI, signing the I_MESSAGE and including it in a "mcptt-info" MIME body of a SIP INVITE request to an invited user of the group call

3. If the non-controlling function has an "mcptt-info" MIME body with the <MKFC-GKTPs> element, then the non-controlling function validates and decrypts the I_MESSAGE(s) contained in the <MKFC-GKTPs> element, then re-generates the I_MESSAGEs by encrypting with the terminating PF URI, and signing the I_MESSAGEs

4. The originating PF validating and decrypting the I_MESSAGE(s) contained in the "mcptt-info" MIME body of the SIP 200 (OK) response to the SIP INVITE request targetted to a group identity, and passing the MKFC(s) and MKFC-ID(s) to the media-floor control entity.

5. The terminating PF validating and decrypting the I_MESSAGE(s) contained in the "mcptt-info" MIME body of the SIP INVITE requested targetted to invited users of a group call, and passing the MKFC(s) and MKFC-ID(s) to the media-floor control entity.

Revision at CT1#101 to change MKFC-id to MKFC-ID and to shorten the NOTEs in 6.3.3.x.2 and 6.3.4.x.2
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	Other comments:
	This CR is related to a TS 24.380 and TS 24.381 CR required to Rel-13 to ensure that security keys are delivered to the correct entities for protection of the media stream and floor-control signalling stream.


***** First change: Originating participating MCPTT function processing SIP 200 (OK) response to SIP INVITE request containing group identity and terminating participating MCPTT function processing SIP INVITE request containing MCPTT ID, where the SIP request contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element. Note that the SIP INVITE request could have come from a controlling MCPTT function or a non-controlling MCPTT function. *****
6.3.2.x
Processing I_MESSAGEs containing MKFC and MKFC-ID
6.3.2.x.1
General

The procedures in this subclause are executed by:

-
the originating participating MCPTT function as a result of receiving a SIP 200 (OK) response to a SIP INVITE request targeted to a group identity, where the SIP 200 (OK) response contains an application/vnd.3gpp.mcptt-info+xml MIME body containing an <MKFC-GKTPs> element; and

-
the terminating participating MCPTT function as a result of receiving a SIP INVITE requested targeted to an MCPTT ID as part of a group call, where the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body containing an <MKFC-GKTPs> element.
The <MKFC-GKTPs> element contains one or more <GKTP> elements where each <GKTP> element represents an I_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in 3GPP TS 24.381 [31].
The participating MCPTT function validates each I_MESSAGE and if validation is successful, decrypts the I_MESSAGE, extracts the MKFC and MKFC-ID and transfers the MKFC and MKFC-ID to the media-floor control entity.
6.3.2.x.2
Processing an I_MESSAGE containing MKFC and MKFC-ID
The participating MCPTT function:

1)
shall extract the URI from the initiator field (IDRi) of the I_MESSAGE and use it together with the timer related parameter to check the signature of the I_MESSAGE as described in 3GPP TS 33.179 [46];
NOTE:
If the terminating participating MCPTT function receives the SIP INVITE request from a controlling MCPTT function, then the URI in the IDRi is the controlling MCPTT function URI. If the terminating participating MCPTT function receives the SIP INVITE request from a non-controlling MCPTT function, then the URI in the IDRi is the non-controlling MCPTT function URI.
2)
if the signature is not valid, shall exit this procedure. Otherwise shall validate that the contents of the receipient field (IDRr) of the I_MESSAGE to ensure it matches to the URI of the participating MCPTT function; and
3)
if the contents of the IDRr do not match to the participating MCPTT function URI, shall exit this procedure. Otherwise, shall use the contents of the IDRr to decrypt the I_MESSAGE and extract the MKFC and MKFC-ID.
After the MKFC(s) and MKFC-ID(s) have been extracted from the I_MESSAGE(s), the participating MCPTT function shall provide the media-floor control entity.with the MKFC(s) and MKFC-ID(s), by interacting with the media plane as specified in 3GPP TS 24.380 [5].
***** Next change: If the controlling MCPTT function has a MCPTT GKTP document for the group identity contained in the incoming INVITE request, and the GKTP document has an <MKFC-GKTPs> element then the controlling MCPTT function needs to validate and decrypt the I_MESSAGE(s) contained in the <GKTP> element(s) of the <MKFC-GKTPs> element, then re-generate the I_MESSAGE(s) for sending to either the non-controlling MCPTT function or the terminating participating MCPTT function in a SIP INVITE request for emergency group call. *****

6.3.3.1.7
Sending a SIP INVITE request for MCPTT emergency group call

This subclause is referenced from other procedures.

This subclause describes the procedures for inviting an MCPTT user to an MCPTT session associated with an MCPTT emergency group call or MCPTT imminent peril group call. The procedure is initiated by the controlling MCPTT function as the result of an action in subclause 10.1.2.4.1.1.

The controlling MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.3.1.2;

2)
shall set the Request-URI to the address of the terminating participating MCPTT function associated with the MCPTT ID of the targeted MCPTT user;
3)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element populated as follows:

a)
the <mcptt-request-uri> element set to the value of the MCPTT ID of the targeted MCPTT user;
b)
the <mcptt-calling-user-id> element set to the value of the MCPTT ID of the calling MCPTT user; and

c)
the <mcptt-calling-group-id> element set to the value of the MCPTT group ID of the emergency group call.
4)
shall include in the P-Asserted-Identity header field the public service identity of the controlling MCPTT function;

5)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating network according to the procedures specified in subclause 6.3.3.1.1; and
6)
if the in-progress emergency group state of the group is set to a value of "true" the controlling MCPTT function:

a)
shall include a Resource-Priority header field populated with the values for an MCPTT emergency group call as specified in subclause 6.3.3.1.19;

b)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a value of "true";

c)
if the <alert-ind> element is set to "true" in the received SIP INVITE request and the requesting MCPTT user and MCPTT group are authorised for the initiation of MCPTT emergency alerts as determined by the procedures of subclause 6.3.3.1.13.1, shall populate the application/vnd.3gpp.mcptt-info+xml MIME body and the application/vnd.3gpp.location-info+xml MIME body as specified in subclause 6.3.3.1.12. Otherwise, shall set the <alert-ind> element to a value of "false" in the application/vnd.3gpp.mcptt-info+xml MIME body; and

d)
if the in-progress imminent peril state of the group is set to a value of "true" shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <imminentperil-ind> element set to a value of "false"; and

NOTE:
If the imminent peril state of the group is true at this point, the controlling function will set it to false as part of the calling procedure.
7)
if the in-progress emergency state of the group is set to a value of "false" and the in-progress imminent peril state of the group is set to a value of "true", the controlling MCPTT function:
a)
shall include a Resource-Priority header field populated with the values for an MCPTT imminent peril group call as specified in subclause 6.3.3.1.19; and
b)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body with the <imminentperil-ind> element set to a value of "true".

8)
if:

a)
an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request; and

b)
the MCPTT GKTP document contains an <MKFC-GKTPs> element;

then:

a)
for each instance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:

i)
shall perform the procedure in subclause 6.3.3.x.2 to re-generate an I_MESSAGE; and

ii)
if the procedure in subclause 6.3.3.x.2 was successful, shall include the I_MESSAGE in a <GKTP> element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP INVITE request.
***** Next change: If the controlling MCPTT function has a MCPTT GKTP document for the group identity contained in the incoming INVITE request, and the GKTP document has an <MKFC-GKTPs> element then the controlling MCPTT function needs to validate and decrypt the I_MESSAGE(s) contained in the <GKTP> element(s) of the <MKFC-GKTPs> element, then re-generate the I_MESSAGE(s) for sending to the originating participating MCPTT function in the SIP 200 (OK) response to a the incoming INVITE request. *****
6.3.3.2.3.2
Final response

When sending a SIP 200 (OK) response to the initial SIP INVITE request, the controlling MCPTT function:

1)
shall generate the SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [4];

2)
shall include the Session-Expires header field and start supervising the SIP session according to rules and procedures of IETF RFC 4028 [7], "UAS Behavior". The "refresher" parameter in the Session-Expires header field shall be set to "uac";

3)
shall include the option tag "timer" in a Require header field;

4)
shall include a P-Asserted-Identity header field with the public service identity of the controlling MCPTT function;

5)
shall include a SIP URI for the MCPTT session identity in the Contact header field identifying the MCPTT session at the controlling MCPTT function;

6) shall include the following in the Contact header field:

a)
the g.3gpp.mcptt media feature tag;

b)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

c)
the isfocus media feature tag;

7)
shall include Warning header field(s) received in incoming responses to the SIP INVITE request;
8)
shall include the option tag "tdialog" in a Supported header field according to rules and procedures of IETF RFC 4538 [23];

9)
shall include the "norefersub" option tag in a Supported header field according to IETF RFC 4488 [22];

10) shall include the "explicitsub" and "nosub" option tags in a Supported header field according to IETF RFC 7614 [35]; 
11)
if:

a)
an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body of the initial SIP INVITE request; and
b)
the MCPTT GKTP document contains an <MKFC-GKTPs> element;
then:

a)
for each instance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:
i)
shall perform the procedure in subclause 6.3.3.x.2 to re-generate an I_MESSAGE; and
ii)
if the procedure in subclause 6.3.3.x.2 was successful, shall include the I_MESSAGE in a <GKTP> element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in a SIP 200 (OK) response; and

12)
shall interact with the media plane as specified in 3GPP TS 24.380 [5].
***** Next change: Procedures in the controlling MCPTT function to validate and decrypt the I_MESSAGE(s) contained in the <MKFC-GKTPs> element of the MCPTT GKTP document for the group identity contained in the incoming INVITE request, then re-generate the I_MESSAGE(s). Note that the controlling MCPTT function can send the I_MESSAGE(s) to the originating participating MCPTT function, the non-controlling MCPTT function or the terminating participating MCPTT function, so the IDRr field can either contain the URI of the originating participating MCPTT function, the URI of the non-controlling MCPTT function or the URI of the terminating participating MCPTT function. *****
6.3.3.x
Generation of I_MESSAGEs containing MKFC and MKFC-ID
6.3.3.x.1
General

This procedures in this subclause are executed by the controlling MCPTT function as a result of receiving SIP INVITE requests targeted to a group identity, where the controlling MCPTT function has subscribed to the MCPTT group key transport payloads (GKTP) document as specified in 3GPP TS 24.381 [31] for the group identity and the controlling MCPTT function has been notified of the GKTP document for the group identity containing a <MKFC-GKTPs> element. 
The <MKFC-GKTPs> element contains one or more <GKTP> elements where each <GKTP> element represents an I_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in 3GPP TS 24.381 [31].
6.3.3.x.2
Creation of an I_MESSAGE containing MKFC

The controlling MCPTT function:
1)
shall extract the GMS URI from the initiator field (IDRi) of the I_MESSAGE and use it together with the timer related parameter to check the signature of the I_MESSAGE as described in 3GPP TS 33.179 [46];
2)
if the signature is not valid, shall exit this procedure. Otherwise shall validate that the contents of the receipient field (IDRr) of the I_MESSAGE to ensure it matches to the URI of the controlling MCPTT function;
3)
if the contents of the IDRr do not match to the controlling MCPTT function URI, shall exit this procedure. Otherwise, shall use the contents of the IDRr to decrypt the I_MESSAGE and extract the MKFC and MKFC-ID;
4)
shall re-generate the I_MESSAGE containing a common header payload, a timestamp payload, an IDRi payload, an IDRr payload, an IDRkmsi payload, an IDRkmsr payload, a SAKKE payload, a SIGN payload, a security policy payload and a general extension payload containing the MKFC and MKFC-ID, as specified in the group key transport payload structure in subclause 7.4.2 in 3GPP TS 24.381 [31], but with the following clarifications:
NOTE:
The MKFC is treated as a GMK for transport, using the security procedures defined in subclause 7.3.1 of 3GPP TS 33.179 [46] and the encapsulation procedures of Annex E.2 of 3GPP TS 33.179 [46].

a)
the IDRi payload (or ID payload with ID role field set to the 'IDRuidi') contains the URI of the controlling MCPTT function;
b)
if the I_MESSAGE is to be sent to the participating MCPTT function, the IDRr payload (or ID payload with ID role fields set to 'IDRuidr') contains the URI of the participating MCPTT function;
c)
if the I_MESSAGE is to be sent to the non-controlling MCPTT function, the IDRr payload (or ID payload with ID role fields set to 'IDRuidr') contains the URI of the non-controlling MCPTT function;
d)
the ID data field of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the controlling MCPTT function;
e)
if the I_MESSAGE is to be sent to the participating MCPTT function, then the ID data field of the IDRkmsr is set to URI of the MCPTT KMS used by the participating MCPTT function; and
f)
if the I_MESSAGE is to be sent to the non-controlling MCPTT function, then the ID data field of the IDRkmsr is set to URI of the MCPTT KMS used by the participating MCPTT function;
5)
shall sign the I_MESSAGE using the controlling MCPTT function URI;
6)
if the I_MESSAGE is to be sent to the participating MCPTT function, shall encrypt the I_MESSAGE using the participating MCPTT function URI; and
7)
if the I_MESSAGE is to be sent to the non-controlling MCPTT function, shall encrypt the I_MESSAGE using the non-controlling MCPTT function URI.
***** Next change: Procedures in the non-controlling MCPTT function to validate and decrypt the I_MESSAGE(s) contained in the <MKFC-GKTPs> element of "mcptt-info" MIME body contained in the incoming INVITE request, then re-generate the I_MESSAGE(s) for sending onwards to the terminating participating MCPTT function. *****
6.3.4.x
Generating an I_MESSAGE containing MKFC

6.3.4.x.1
General

This procedure in this subclause are executed by the non-controlling MCPTT function as a result of receiving a SIP INVITE requests targeted to an MCPTT ID, containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element present. The <MKFC-GKTPs> element contains one or more <GKTP> elements where each <GKTP> element represents an I_MESSAGE(s) containing an MKFC and MKFC-ID, as specified in 3GPP TS 24.381 [31].

6.3.4.x.2
Creation of an I_MESSAGE containing MKFC

The non-controlling MCPTT function:

1)
shall extract the controlling MCPTT function URI from the initiator field (IDRi) of the I_MESSAGE and use it together with the timer related parameter to check the signature of the I_MESSAGE as described in 3GPP TS 33.179 [46];
2)
if the signature is not valid, shall exit this procedure. Otherwise shall validate that the contents of the receipient field (IDRr) of the I_MESSAGE to ensure it matches to the URI of the non-controlling MCPTT function;

3)
if the contents of the IDRr do not match to the non-controlling MCPTT function URI, shall exit this procedure. Otherwise, shall use the contents of the IDRr to decrypt the I_MESSAGE and extract the MKFC and MKFC-ID;

4)
shall re-generate the I_MESSAGE containing a common header payload, a timestamp payload, an IDRi payload, an IDRr payload, an IDRkmsi payload, an IDRkmsr payload, a SAKKE payload, a SIGN payload, a security policy payload and a general extension payload containing the MKFC and MKFC-ID, as specified in the group key transport payload structure in subclause 7.4.2 in 3GPP TS 24.381 [31], but with the following clarifications:

NOTE:
The MKFC is treated as a GMK for transport, using the security procedures defined in subclause 7.3.1 of 3GPP TS 33.179 [46] and the encapsulation procedures of Annex E.2 of 3GPP TS 33.179 [46].

a)
the IDRi payload (or ID payload with ID role field set to the 'IDRuidi') contains the URI of the non-controlling MCPTT function;

b)
the IDRr payload (or ID payload with ID role fields set to 'IDRuidr') contains the URI of the participating MCPTT function;
c)
the ID data field of the IDRkmsi payload is set to the URI of the MCPTT KMS used by the non-controlling MCPTT function; and
d)
the ID data field of the IDRkmsr is set to URI of the MCPTT KMS used by the participating MCPTT function;
4)
shall sign the I_MESSAGE using the non-controlling MCPTT function URI; and

5)
shall encrypt the I_MESSAGE using the participating MCPTT function URI.
***** Next change: Procedures in the non-controlling MCPTT function to send I_MESSAGE(s) in the <MKFC-GKTPs> element of "mcptt-info" MIME body in INVITE requests sent to the terminating participating MCPTT function. *****
6.3.4.1.2
Sending an INVITE request towards the MCPTT client
This subclause is referenced from other procedures.

The non-controlling MCPTT function of an MCPTT group shall generate initial SIP INVITE requests according to 3GPP TS 24.229 [4].
For each SIP INVITE request, the non-controlling MCPTT function of an MCPTT group:

1)
shall generate a new MCPTT session identity for the MCPTT session with the invited MCPTT client and include it in the Contact header field together with the g.3gpp.mcptt media feature tag, the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt", and the isfocus media feature tag according to IETF RFC 3840 [16];
2)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9] in the SIP INVITE request;

4)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

5)
shall set the Request-URI to the public service identity of the terminating participating MCPTT function associated to the MCPTT ID of the MCPTT user to be invited;

NOTE 1:
How the non-controlling MCPTT function finds the address of the terminating participating MCPTT function is out of the scope of the current release.

NOTE 2:
If the terminating MCPTT user is part of a partner MCPTT system, then the public service identity can identify an entry point in the partner network that is able to identify the terminating participating MCPTT function.
6)
shall copy the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request to the outgoing SIP INVITE request;

7)
shall update the application/vnd.3gpp.mcptt-info+xml MIME body with: a <mcptt-request-uri> element set to the MCPTT ID of the invited MCPTT user;

8)
shall include the public service identity of the non-controlling MCPTT function in the P-Asserted-Identity header field;

9)
shall include the received Referred-By header field with the public user identity of the inviting MCPTT client;

10)
should include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7]. The refresher parameter shall be omitted;

11)
shall include the Supported header field set to "timer";
12)
if the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request contains an <MKFC-GKTPs> element then:
a)
for each instance of <GKTP> element of the <MKFC-GKTPs> element of the application/vnd.3gpp.mcptt-info+xml MIME body:

i)
shall perform the procedure in subclause 6.3.4.x.2 to re-generate an I_MESSAGE; and

ii)
if the procedure in subclause 6.3.4.x.2 was successful, shall include the I_MESSAGE in a <GKTP> element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP INVITE request;
13)
shall include an unmodified Answer-Mode header field, if present in the incoming SIP INVITE request;and

14)
shall include the warning text set to "yyy MCPTT group is regrouped" in a Warning header field as specified in subclause 4.4.
NOTE 3:
As long as the MCPTT group is regrouped the floor control messages in the media plane includes a grouped regrouped indication as specified in 3GPP TS 24.380 [5].
***** Next change: For pre-arranged group call, procedures in the originating participating MCPTT function when receiving the SIP 200 (OK) response to the SIP INVITE request containing group identity from the controlling MCPTT function, to validate and decrypt the I_MESSAGE(s) in the <MKFC-GKTPs> element of "mcptt-info" MIME body in the SIP 200 (OK) response and deliver them to the media-floor control entity. *****
10.1.1.3.1.1
On demand prearranged group call

In the procedures in this subclause:

1)
group identity in an incoming SIP INVITE request refers to the group identity from the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request;

2)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body; and
3)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body.

Upon receipt of a "SIP INVITE request for originating participating MCPTT function" containing an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "prearranged", the participating MCPTT function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

NOTE 1:
if the SIP INVITE request contains an emergency indication or an imminent peril indication set to a value of "true" and this is an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1, the participating MCPTT function can according to local policy choose to accept the request.

2)
shall determine the MCPTT ID of the calling user from public user identity in the P-Asserted-Identity header field of the SIP INVITE request, and shall authorise the calling user;

NOTE 2:
The MCPTT ID of the calling user is bound to the public user identity at the time of service authorisation, as documented in subclause 7.3.

3)
if through local policy in the participating MCPTT function, the user identified by the MCPTT ID is not authorised to initiate prearranged group calls, shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "109 user not authorised to make prearranged group calls" in a Warning header field as specified in subclause 4.4;

4)
if the user identified by the MCPTT ID already has N2 simultaneous affiliations and the user is not affiliated to the group identified in the "SIP INVITE request for originating participating MCPTT function", shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 486 (Busy Here) response with warning text set to "102 too many simultaneous affiliations" in a Warning header field as specified in subclause 4.4;

NOTE 3:
N2 is the total number of MCPTT groups that an MCPTT User can be affiliated to simultaneously.

NOTE 4:
if the SIP INVITE request contains an emergency indication or an imminent peril indication, the participating MCPTT function can by means beyond the scope of this specification choose to allow an exception to the N2 limit. Alternatively, a lower priority affiliation of the MCPTT user could be cancelled to allow for the new affiliation.
5).
shall validate the media parameters and if the MCPTT speech codec is not offered in the SIP INVITE request shall reject the request with a SIP 488 (Not Acceptable Here) response. Otherwise, continue with the rest of the steps;
6)
shall check if the number of maximum simultaneous MCPTT group calls supported for the MCPTT user as specified in the <MaxSimultaneousCallsN6> element of the <MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.384 [50]) has been exceeded. If exceeded, the participating MCPTT function shall respond with a SIP 486 (Busy Here) response with the warning text set to "103 maximum simultaneous MCPTT group calls reached" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps;

NOTE 5:
If the SIP INVITE request contains an emergency indication or an imminent peril indication, the participating MCPTT function can by means beyond the scope of this specification choose to allow for an exception to the limit for the maximum simultaneous MCPTT sessions supported for the MCPTT user. Alternatively, a lower priority session of the MCPTT user could be terminated to allow for the new session.

7)
shall determine the public service identity of the controlling MCPTT function associated with the group identity in the SIP INVITE request;
NOTE 6:
The public service identity can identify the controlling MCPTT function in the primary MCPTT system or a partner MCPTT system.

NOTE 7:
How the participating MCPTT server discovers the public service identity of the controlling MCPTT function associated with the group identity is out of scope of the current release.

8)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.3;

9)
shall set the Request-URI to the public service identity of the controlling MCPTT function associated with the group identity which was present in the incoming SIP INVITE request;

10)
shall not copy the following header fields from the incoming SIP INVITE request to the outgoing SIP INVITE request, if they were present in the incoming SIP INVITE request:
a)
Answer-Mode header field as specified in IETF RFC 5373 [18]; and

b)
Priv-Answer-Mode header field as specified in IETF RFC 5373 [18];
11)
shall set the <mcptt-calling-user-identity> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request to the MCPTT ID of the calling user;

12)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the MCPTT client as specified in subclause 6.3.2.1.1.1;

13)
if the received SIP INVITE request contains an application/vnd.3gpp.location-info+xml MIME body as specified in clause F.3 and if not already copied, shall copy the contents of the application/vnd.3gpp.location-info+xml MIME body received in the SIP INVITE request into an application/vnd.3gpp.location-info+xml MIME body included in the outgoing SIP request;

14)
if a Resource-Priority header field was included in the received SIP INVITE request, shall include a Resource-Priority header field according to rules and procedures of 3GPP TS 24.229 [4] set to the value indicated in the Resource-Priority header field of the SIP INVITE request from the MCPTT client; and

NOTE 8:
The participating MCPTT function will leave verification of the Resource-Priority header field to the controlling MCPTT function.

15)
shall forward the SIP INVITE request, according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 302 (Moved Temporarily) response to the above SIP INVITE request in step 15), the participating MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.10;

2)
shall include an SDP offer based upon the SDP offer in the received SIP INVITE request from the MCPTT client as specified in subclause 6.3.2.1.1.1; and

3)
shall forward the SIP INVITE request according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 2xx response in response to the above SIP INVITE request in step 15), the participating MCPTT function:

1)
if the received SIP 2xx response contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element, shall perform the procedures in subclause 6.3.2.x.2;
2)
shall generate a SIP 200 (OK) response as in subclause 6.3.2.1.5.2;

3)
shall include in the SIP 200 (OK) response an SDP answer as specified in the subclause 6.3.2.1.2.1;

4)
shall include Warning header field(s) that were received in the incoming SIP 200 (OK) response;

5)
shall include the public service identity received in the P-Asserted-Identity header field of the incoming SIP 200 (OK) response into the P-Asserted-Identity header field of the outgoing SIP 200 (OK) response;

6)
shall include an MCPTT session identity mapped to the MCPTT session identity provided in the Contact header field of the received SIP 200 (OK) response;

7)
shall send the SIP 200 (OK) response to the MCPTT client according to 3GPP TS 24.229 [4];

8)
shall interact with Media Plane as specified in 3GPP TS 24.380 [5]; and

9)
shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [7].

***** Next change: Procedures in the terminating participating MCPTT function to validate the I_MESSAGE(s) received in the incoming SIP INVITE request and to deliver the MKFC(s) and MKFC-id(s) to the media-floor control entity. *****
10.1.1.3.2
Terminating Procedures

In the procedures in this subclause: 
1)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body; and

2)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body.

NOTE 1:
This subclause covers both on-demand session and pre-established sessions.

Upon receipt of a "SIP INVITE request for terminating participating MCPTT function", the participating MCPTT function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24], and shall not continue with the rest of the steps;

NOTE 2:
if the SIP INVITE request contains an emergency indication or an imminent peril indication set to a value of "true" and this is an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1, the participating MCPTT function can according to local policy choose to accept the request.

2)
shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not present then the participating MCPTT function shall reject the request with a SIP 403 (Forbidden) response with the warning text set to "104 isfocus not assigned" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;

3)
if the Answer-Mode Indication in the application/poc-settings+xml MIME body has not yet been received from the invited MCPTT client as defined in subclause 7.3.3 or subclause 7.3.4, shall reject the request with a SIP 480 (Temporarily Unavailable) response with the warning text set to "146 T-PF unable to determine the service settings for the called user" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;

4)
shall use the MCPTT ID present in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request to retrieve the binding between the MCPTT ID and public user identity;
5)
if the binding between the MCPTT ID and public user identity does not exist, then the participating MCPTT function shall reject the SIP INVITE request with a SIP 404 (Not Found) response. Otherwise, continue with the rest of the steps;

6)
if the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element, shall perform the procedures in subclause 6.3.2.x.2;
7)
shall perform the automatic commencement procedures specified in subclause 6.3.2.2.5.1 and according to IETF RFC 5373 [18] if the "SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the Answer-Mode Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT client as per subclause 7.3.3 or subclause 7.3.4 is set to "auto-answer"; and
8)
shall perform the manual commencement procedures specified in subclause 6.3.2.2.6.1 and according to IETF RFC 5373 [18] if the "SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the Answer-Mode Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT client as per subclause 7.3.3 or subclause 7.3.4 is set to "manual-answer".

***** Next change: Procedures in the controlling MCPTT function to send an INVITE (targetted to a client or non-controlling MCPTT function) containing I_MESSAGE(s) with the MKFC(s) and MKFC-id(s) present in the <MKFC-GKTPs> element of the MCPTT GKTP document for the group identity contained in the incoming INVITE request *****
10.1.1.4.1.1
INVITE targeted to an MCPTT client

This subclause describes the procedures for inviting an MCPTT user to an MCPTT session. The procedure is initiated by the controlling MCPTT function as the result of an action in subclause 10.1.1.4.2 or as the result of receiving a SIP 403 (Forbidden) response as described in this subclause.

The controlling MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.3.1.2;

2)
shall set the Request-URI to the public service identity of the terminating participating MCPTT function associated to the MCPTT user to be invited.;

NOTE 1:
How the controlling MCPTT function finds the address of the terminating participating MCPTT function is out of the scope of the current release.

NOTE 2:
If the terminating MCPTT user is part of a partner MCPTT system, then the public service identity can identify an entry point in the partner network that is able to identify the terminating participating MCPTT function.
3)
shall set the P-Asserted-Identity header field to the public service identity of the controlling MCPTT function;
4)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body in the outgoing SIP INVITE request:

a)
the <mcptt-request-uri> element set to the MCPTT ID of the terminating user; and

b)
the <mcptt-calling-group-id> element set to the group identity;

NOTE 3:
The <mcptt-calling-user-id> is already included in the MIME body as a result of calling subclause 6.3.3.1.2 in step 1).
5)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating network according to the procedures specified in subclause 6.3.3.1.1;
6)
if the in-progress emergency state of the group is set to a value of "true" the controlling MCPTT function:

a)
shall include a Resource-Priority header field populated with the values for an MCPTT emergency group call as specified in subclause 6.3.3.1.19;

b)
if the received SIP INVITE request contained an application/vnd.3gpp.mcptt-info+xml MIME body with the <emergency-ind> element set to a value of "true":

i)
shall include in the outgoing SIP INVITE request in the application/vnd.3gpp.mcptt-info+xml MIME body an <emergency-ind> element set to a value of "true"; and
ii)
if the <alert-ind> element is set to "true" in the received SIP INVITE request and the requesting MCPTT user and MCPTT group are authorised for the initiation of MCPTT emergency alerts as determined by the procedures of subclause 6.3.3.1.13.1, shall populate the application/vnd.3gpp.mcptt-info+xml MIME body and the application/vnd.3gpp.location-info+xml MIME body as specified in subclause 6.3.3.1.12. Otherwise, shall set the <alert-ind> element to a value of "false"; and

c)
if the in-progress imminent peril state of the group is set to a value of "true" shall include in the application/vnd.3gpp.mcptt-info+xml MIME body an <imminentperil-ind> element set to a value of "false";
7)
if the in-progress emergency state of the group is set to a value of "false" and the in-progress imminent peril state of the group is set to a value of "true", the controlling MCPTT function:
a)
shall include a Resource-Priority header field populated with the values for an MCPTT imminent peril group call as specified in subclause 6.3.3.1.19; and
b)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body with the <imminentperil-ind> element set to a value of "true";
8)
if:

a)
an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request; and

b)
the MCPTT GKTP document contains a <MKFC-GKTPs> element;

then:

a)
for each instance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:

i)
shall perform the procedure in subclause 6.3.3.x.2 to re-generate an I_MESSAGE; and

ii)
if the procedure in subclause 6.3.3.x.2 was successful, shall include the I_MESSAGE in a <GKTP> element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP INVITE request; and
9)
shall send the SIP INVITE request towards the terminating network in accordance with 3GPP TS 24.229 [4].

Upon receiving a SIP 183 (Session Progress) response containing a Require header field with the option tag "100rel" and containing a P-Answer-State header field with the value "Unconfirmed" in response to the SIP INVITE request the controlling MCPTT function:

1)
shall send a SIP PRACK request towards the MCPTT client according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response for the SIP INVITE request the controlling MCPTT function:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.3;

2)
shall send a SIP NOTIFY request to all participants with a subscription to the conference event package as specified in subclause 10.1.3.4; and

3)
shall increment the local counter of the number of SIP 200 (OK) responses received from invited members, by 1.
NOTE 4:
The notifications above could be sent prior to the SIP 200 (OK) response being sent to the inviting MCPTT client. These notifications received by MCPTT clients that are group members do not mean that the group session will be successfully established.

NOTE 5:
The procedures executed by the controlling MCPTT function prior to sending a response to the inviting MCPTT client are specified in subclause 10.1.1.4.2.

10.1.1.4.1.2
INVITE targeted to the non-controlling MCPTT function of an MCPTT group

The controlling MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.3.1.2;

2)
shall set the Request-URI to the public service identity of the non-controlling MCPTT function serving the group identity of the MCPTT group owned by the partner MCPTT system;

3)
shall set the P-Asserted-Identity to the public service identity of the controlling MCPTT function;
4)
shall include in the application/vnd.3gpp.mcptt-info+xml MIME body in the outgoing SIP INVITE request:
a)
the <mcptt-request-uri> element set to the group identity of the MCPTT group hosted by the non-controlling MCPTT function in the partner MCPTT system; and

b)
the <mcptt-calling-group-id> element set to the group identity of the group served by the controlling MCPTT function;
5)
shall include the Recv-Info header field set to g.3gpp.mcptt-floor-request;
6)
if:

a)
an MCPTT GKTP document exists for the group identity contained in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request; and

b)
the MCPTT GKTP document contains a <MKFC-GKTPs> element;

then:

a)
for each instance of <GKTP> element of the <MKFC-GKTPs> element of the MCPTT GKTP document:

i)
shall perform the procedure in subclause 6.3.3.x.2 to re-generate an I_MESSAGE; and

ii)
if the procedure in subclause 6.3.3.x.2 was successful, shall include the I_MESSAGE in a <GKTP> element of the <MKFC-GKTPs> element of an application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP INVITE request;
7)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating network according to the procedures specified in subclause 6.3.3.1.1; and

8)
shall send the SIP INVITE request towards the partner MCPTT system in accordance with 3GPP TS 24.229 [4].

Upon receiving SIP 403 (Forbidden) response for the SIP INVITE request, if according to local policy and if:

1)
the response contains a Warning header field with the MCPTT warning code "128"; and

2)
the response contains a P-Refused-URI-List header field and an application/resource-lists+xml MIME body as specified in IETF RFC 5318 [36];

NOTE 1:
The application/resource-lists+xml MIME body contains MCPTT IDs identifying MCPTT users in a partner MCPTT system that needs to be invited to the prearranged group call in case of group regrouping using interrogating method as specified in 3GPP TS 23.179 [3] subclause 10.6.2.4.2.

then the controlling MCPTT function:

1)
shall check if the number of members of the MCPTT group exceeds the value contained in the <on-network-max-participant-count> element of the group document as specified in 3GPP TS 24.381 [31]. If exceeded, the controlling MCPTT function shall invite only <on-network-max-participant-count> members from the application/resource-lists+xml MIME body; and

NOTE 2:
The <on-network-max-participant-count> element indicates the maximum number of participants allowed in the prearranged group session It is operator policy that determines which participants in the application/resource-lists+xml MIME body are invited to the group call.

2)
shall invite MCPTT users as specified in this subclause using the list of MCPTT IDs in URI-List.
Upon receiving a SIP 200 (OK) response for the SIP INVITE request the controlling MCPTT function:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.3;
NOTE 3:
The procedures executed by the controlling MCPTT function prior to sending a response to the inviting MCPTT client are specified in subclause 10.1.1.4.2.
2)
if at least one of the invited MCPTT clients has subscribed to the conference package, shall subscribe to the conference event package in the non-controlling MCPTT function as specified in subclause 10.1.3.4.3; and
3)
if the 200 (OK) response includes the <floor-state> element set to "floor-taken", shall wait for a SIP INFO request containing a floor request from the non-controlling MCPTT function.

Upon receiving a SIP INFO request containing a floor request where:

1)
the Request-URI contains an MCPTT session ID identifying an ongoing temporary group session; and
2)
the application/vnd.3gpp.mcptt-info+xml MIME body contains the <mcptt-calling-group-id> element with the MCPTT group ID of a MCPTT group invited to the temporary group session;

then the controlling MCPTT function:

1)
shall send a SIP 200 (OK) response to the SIP INFO request to the non-controlling MCPTT function as specified in 3GPP TS 24.229 [4]; and

2)
shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.3.
***** Next change: For chat session, procedures in the originating participating MCPTT function when receiving the SIP 200 (OK) response to the SIP INVITE request containing group identity from the controlling MCPTT function, to validate and decrypt the I_MESSAGE(s) in the <MKFC-GKTPs> element of "mcptt-info" MIME body in the SIP 200 (OK) response and deliver them to the media-floor control entity. *****
10.1.2.3.1.1
MCPTT chat session establishment

In the procedures in this subclause:

1)
group identity in an incoming SIP INVITE request refers to the group identity from the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request;

2)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body;

3)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcptt-info+xml MIME body.

Upon receipt of a "SIP INVITE request for originating participating MCPTT function" for a group identity identifying a chat MCPTT group containing an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "chat", the participating MCPTT function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

NOTE 1:
if the SIP INVITE request contains an emergency indication set to a value of "true" or an imminent peril indication set to a value of "true" and this is an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1, the participating MCPTT function can according to local policy choose to accept the request.

2)
shall determine the MCPTT ID of the calling user from public user identity in the P-Asserted-Identity header field of the SIP INVITE request, and authorise the calling user;

NOTE 2:
The MCPTT ID of the calling user is bound to the public user identity at the time of service authorisation, as documented in subclause 7.3.

3)
if through local policy in the originating participating MCPTT function, the user identified by the MCPTT ID is not authorised to make chat group calls, shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "108 user not authorised to make chat group calls" in a Warning header field as specified in subclause 4.4;

4)
if the MCPTT user is not affiliated with the chat MCPTT group identified by the group identity in the SIP INVITE request, and already has N2 simultaneous affiliations, shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 486 (Busy Here) response with the warning text set to "102 too many simultaneous affiliations" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the remaining steps;

NOTE 3:
N2 is the total number of MCPTT groups that an MCPTT user can be affiliated to simultaneously as specified in 3GPP TS 23.179 [3].

NOTE 4:
if the SIP INVITE request contains an emergency indication set to a value of "true" or an imminent peril indication set to a value of "true" and this is an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1, the participating MCPTT function can according to local policy choose to allow an exception to the N2 limit. Alternatively, a lower priority affiliation of the MCPTT user could be cancelled to allow for the new affiliation.
5)
shall determine if the media parameters are acceptable and the MCPTT speech codec is offered in the SDP offer and if not, reject the request with a SIP 488 (Not Acceptable Here) response. Otherwise, continue with the rest of the steps;

6)
shall check if the number of maximum simultaneous MCPTT group calls supported for the MCPTT user as specified in the <MaxSimultaneousCallsN6> element of the <MCPTT-group-call> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.384 [50]) has been exceeded. If exceeded, the MCPTT function shall respond with a SIP 486 (Busy Here) response with the warning text set to "103 maximum simultaneous MCPTT group calls reached" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps;

NOTE 5:
If the SIP INVITE request contains an emergency indication set to a value of "true" or an imminent peril indication set to a value of "true" and this is an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1, the participating MCPTT function can according to local policy choose to allow for an exception to the limit for the maximum simultaneous MCPTT sessions supported for the MCPTT user.

7)
shall determine the public service identity of the controlling MCPTT function associated with the group identity in the SIP INVITE request;
NOTE 6:
The public service identity can identify the controlling MCPTT function in the primary MCPTT system or a partner MCPTT system.

NOTE 7:
How the participating MCPTT server discovers the public service identity of the controlling MCPTT function associated with the group identity is out of scope of the current document.

8)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.3;

9)
shall set the Request-URI to the public service identity of the controlling MCPTT function associated with the group identity present in the incoming SIP INVITE request;

10)
shall include the MCPTT ID of the calling user in <mcptt-calling-user-id> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request;

11)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request as specified in subclause 6.3.2.1.1.1;

12)
if the received SIP INVITE request contains an application/vnd.3gpp.location-info+xml MIME body as specified in Annex F.3; and

a)
if not already included, shall include a Content-Type header field set to "application/vnd.3gpp.location-info+xml"; and
b)
if not already copied, shall copy the contents of the application/vnd.3gpp.location-info+xml MIME body received in the SIP INVITE request into an application/vnd.3gpp.location-info+xml MIME body included in the outgoing SIP request;

NOTE 8:
Note that the application/vnd.3gpp.mcptt-info+xml MIME body will already have been copied into the outgoing SIP INVITE request by subclause 6.3.2.1.3.

13) if a Resource-Priority header field was included in the received SIP INVITE request, shall include a Resource-Priority header field according to rules and procedures of IETF RFC 4412 [29] set to the value indicated in the Resource-Priority header field of the SIP INVITE request from the MCPTT client; and

NOTE 9:
The participating MCPTT function will leave verification of the Resource-Priority header field to the controlling MCPTT function.
14) shall forward the SIP INVITE request according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 302 (Moved Temporarily) response to the above SIP INVITE request in step 14), the participating MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.10;

2)
shall include an SDP offer based upon the SDP offer in the received SIP INVITE request from the MCPTT client as specified in subclause 6.3.2.1.1.1; and

3)
shall forward the SIP INVITE request according to 3GPP TS 24.229 [4];

Upon receipt of a SIP 2xx response to the above SIP INVITE request in step 14) the participating MCPTT function:

1)
if the SIP 2xx response contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element, shall perform the procedures in subclause 6.3.2.x.2;
2)
shall generate a SIP 200 (OK) response as specified in the subclause 6.3.2.1.5.2;

3)
shall include in the SIP 200 (OK) response an SDP answer as specified in the subclause 6.3.2.1.2.1;

4)
shall include Warning header field(s) that were received in the incoming SIP 200 (OK) response;

5)
shall include the public service identity received in the P-Asserted-Identity header field of the incoming SIP 200 (OK) response into the P-Asserted-Identity header field of the outgoing SIP 200 (OK) response;

6)
shall send the SIP 200 (OK) response to the MCPTT client according to 3GPP TS 24.229 [4]; and

7)
shall interact with the media plane as specified in 3GPP TS 24.380 [5].

Upon receipt of a SIP 403 (Forbidden) response to the above SIP INVITE request in step 14) the participating MCPTT function:

1)
shall generate a SIP 403 (Forbidden) response according to 3GPP TS 24.229 [4];

2)
shall include Warning header field(s) that were received in the incoming SIP 403 (Forbidden) response;

3)
shall forward the SIP 403 (Forbidden) response to the MCPTT client according to 3GPP TS 24.229 [4]; and

4)
shall interact with the media plane as specified in 3GPP TS 24.380 [5].

***** Next change: For chat session, procedures in the terminating participating MCPTT function when receiving a SIP INVITE request containing group identity, to validate and decrypt the I_MESSAGE(s) in the <MKFC-GKTPs> element of "mcptt-info" MIME body in the SIP 200 INVITE request and deliver them to the media-floor control entity. *****
10.1.2.3.1.3
Reception of a SIP INVITE request for terminating MCPTT client

This subclause covers both on-demand session and pre-established sessions.

Upon receipt of a "SIP INVITE request for terminating participating MCPTT function", for a terminating MCPTT client of a chat MCPTT group, the participating MCPTT function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

NOTE:
If the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <emergency-ind> element set to a value of "true", the participating MCPTT function can by means beyond the scope of this specification choose to accept the request.

2)
shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not present then the participating MCPTT function shall reject the request with a SIP 403 (Forbidden) response with the warning text set to "104 isfocus not assigned" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps;

3)
if the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element, shall perform the procedures in subclause 6.3.2.x.2;
4)
if:
a)
the invited MCPTT client has a pre-established session without an associated MCPTT session such that:

i)
the media-level section for the offered MCPTT speech media stream is the same as the media-level section for MCPTT speech media stream in the existing pre-established session; and

ii)
the media-level section of the offered media-floor control entity is the same as the media-level section for media-floor control entity in the existing pre-established session;


then the participating MCPTT function may according to local policy perform the actions specified in subclause 10.1.2.3.2.2 and skip the remaining steps of the current procedure;

5)
shall generate a SIP INVITE request as specified in subclause 6.3.2.2.3;
6)
shall set the Request-URI to the public user identity associated with the MCPTT ID of the MCPTT user to be invited based on the contents of the Request-URI of the received "SIP INVITE request for terminating participating MCPTT function";

7)
shall copy the contents of the P-Asserted-Identity header field of the incoming "SIP INVITE request for terminating participating MCPTT function" to the P-Asserted-Identity header field of the outgoing SIP INVITE request;

8)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received "SIP INVITE request for terminating participating MCPTT function" as specified in subclause 6.3.2.2.1;
9)
if the received SIP INVITE request contains a Resource-Priority header field, shall include a Resource-Priority header field with the contents set as in the received Resource-Priority header field;
10)
shall perform the procedures specified in subclause 6.3.2.2.9 to include any MIME bodies in the received SIP INVITE request; and

11)
shall send the SIP INVITE request towards the MCPTT client according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the above SIP INVITE request sent to the MCPTT client, the participating MCPTT function:

1)
shall generate a SIP 200 (OK) response as described in the subclause 6.3.2.2.4.2;

2)
shall include in the SIP 200 (OK) response an SDP answer based on the SDP answer in the received SIP 200 (OK) response as specified in subclause 6.3.2.2.2.1;

3)
shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and

4)
shall forward the SIP 200 (OK) response according to 3GPP TS 24.229 [4].

***** Next change: For chat session (pre-established session), procedures in the terminating participating MCPTT function when receiving a SIP INVITE request containing group identity, to validate and decrypt the I_MESSAGE(s) in the <MKFC-GKTPs> element of "mcptt-info" MIME body in the SIP 200 INVITE request and deliver them to the media-floor control entity. *****
10.1.2.3.2.2
MCPTT chat session establishment for terminating user within a pre-established session

Upon receipt of a SIP INVITE request, the participating MCPTT function:

1)
if the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with an <MKFC-GKTPs> element, shall perform the procedures in subclause 6.3.2.x.2.
Upon receipt of a SIP INVITE request or a SIP re-INVITE request for a terminating MCPTT client of a chat MCPTT group using a pre-established session, the participating MCPTT function:

1)
shall generate an outgoing SIP re-INVITE request as specified in subclause 6.3.2.2.10 to be sent within the dialog of the pre-established session;

2)
if the received SIP INVITE request or SIP re-INVITE request contains a Resource-Priority header field, shall include a Resource-Priority header field with the contents set as in the received Resource-Priority header field;

3)
shall include in the SIP re-INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request or SIP re-INVITE request as specified in subclause 6.3.2.1.1.2; and
NOTE:
The media-level section for the offered MCPTT speech media stream and the media-level section of the offered media-floor control entity are expected to be the same as in the existing pre-established session as per the conditions for pre-established session usage specified in subclause 10.1.2.3.1.3.
4)
shall send the SIP re-INVITE request towards the MCPTT client according to 3GPP TS 24.229 [4].

Upon receiving a SIP 200 (OK) response to the above SIP re-INVITE request sent to the MCPTT client, the participating MCPTT function:

1)
shall generate a SIP 200 (OK) response as described in the subclause 6.3.2.2.4.2;

2)
shall include in the SIP 200 (OK) response an SDP answer as specified in subclause 6.3.2.2.2.2; and

3)
shall send the SIP 200 (OK) response according to 3GPP TS 24.229 [4].

***** Next change: XML coding and semantic of the <MKFC-GKTPs> element in the "mcptt-info" MIME body:*****
F.1.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcpttInfo:1.0"

  xmlns:mcpttinfo="urn:3gpp:ns:mcpttInfo:1.0"
  elementFormDefault="qualified"

  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
  xmlns:mgktp="urn:3gpp:ns:mcpttGKTP:1.0">

  <xs:import namespace="http://www.w3.org/2001/04/xmlenc#"/>
  <xs:import namespace="urn:3gpp:ns:mcpttGKTP:1.0"/>
  <!-- root XML element -->
  <xs:element name="mpcttinfo" type="mcpttinfo:mcpttinfo-Type" id="info"/>

  <xs:complexType name="mcpttinfo-Type">

    <xs:sequence>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType> 

  <xs:element name="mcptt-Params" type="mcpttinfo:mcptt-ParamsType"/>

  <xs:complexType name="mcptt-ParamsType">

    <xs:sequence>
      <xs:element name="mcptt-access-token" type="mcpttinfo:contentType" minOccurs="0"/>
      <xs:element name="session-type" type="xs:string" minOccurs="0"/>

      <xs:element name="mcptt-request-uri" type="mcpttinfo:contentType" minOccurs="0"/>
      <xs:element name="mcptt-calling-user-id" type="mcpttinfo:contentType" minOccurs="0"/>
      <xs:element name="mcptt-called-party-id" type="mcpttinfo:contentType" minOccurs="0"/>
      <xs:element name="mcptt-calling-group-id" type="mcpttinfo:contentType" minOccurs="0"/>
      <xs:element name="required" type="mcpttinfo:contentType" minOccurs="0"/>

      <xs:element name="emergency-ind" type="mcpttinfo:contentType" minOccurs="0"/>

      <xs:element name="alert-ind" type="mcpttinfo:contentType" minOccurs="0"/>

      <xs:element name="imminentperil-ind" type="xs:boolean" minOccurs="0"/>

      <xs:element name="broadcast-ind" type="xs:boolean" minOccurs="0"/>
      <xs:element name="mc-org" type="xs:string" minOccurs="0"/>
      <xs:element name="floor-state" type="xs:string" minOccurs="0"/>
      <xs:element name="associated-group-id" type="xs:string" minOccurs="0"/>
      <xs:element name="originated-by" type="xs:string" minOccurs="0"/>
      <xs:element name="MKFC-GKTPs" type="mgktp:singleTypeGKTPType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:simpleType name="protectionType">

    <xs:restriction base="xs:string">

       <xs:enumeration value="Normal"/>

       <xs:enumeration value="Encrypted"/>

    </xs:restriction>

  </xs:simpleType>

  <xs:complexType name="contentType">

    <xs:choice>

      <xs:element name="mcpttURI" type="xs:anyURI"/>

      <xs:element name="mcpttString" type="xs:string"/>

      <xs:element name="mcpttBoolean" type="xs:boolean"/>

      <xs:any namespace="##other" processContents="lax"/>

      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>

    </xs:choice>

    <xs:attribute name="type" type="protectionType"/>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

F.1.3
Semantic

The <mcpttinfo> element is the root element of the XML document. The <mcpttinfo> element can contain subelements.

NOTE 1:
The subelements of the <mcptt-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcptt-info> element

If the <mcpttinfo> contains the <mcptt-Params> element then:

1)
the <mcptt-access-token>, <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id>, <mcptt-calling-group-id>, <emergency-ind>, <alert-ind> and <imminentperil-ind> can be included with encrypted content;

2)
for each element in 1) that is included with content that is not encrypted:

a)
the element has the "type" attribute set to "Normal";

b)
if the element is the <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id> or <mcptt-calling-group-id> then the <mcpttURI> element is included;

c)
if the element is the <mcptt-access-token>, then the <mcpttString> element is included; and

d)
if the element is <emergency-ind>, <alert-ind> or <imminentperil-ind> elements then the <mcpttBoolean> element is included;

3)
for each element in 1) that is included with content that is encrypted:

a)
the element has the "type" attribute set to "Encrypted";

b)
the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:

i)
can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";

ii)
can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";

iii)
can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and

iv)
includes a <CipherData> element with a <CipherValue> element containing the encrypted data.

NOTE 2:
When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcpttinfo> contains the <mcptt-Params> element then:
1)
the <mcptt-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.382 [49];
2)
the <session-type> can be included with:

a)
a value of "chat" to indicate that the MCPTT client wants to join a chat group call

b)
a value of "prearranged" to indicate the MCPTT client wants to make a prearranged group call; or

c)
a value of "private" to indicate the MCPTT client wants to make a private call;

3)
the <mcptt-request-uri> can be included with:

a)
a value set to an MCPTT group ID or temporary MCPTT group ID when the <session-type> is set to a value of "prearranged" or "chat"; and

b)
a value set to the MCPTT ID of the called MCPTT user when the <session-type> is set to a value of "private";

4)
the <mcptt-calling-user-id> can be included, set to MCPTT ID of the originating user;

5)
the <mcptt-called-party-id> can be included, set to the MCPTT ID of the terminating user;

6)
the <mcptt-calling-group-id> can be included to indicate the MCPTT group identity to the terminating user;

7)
the <required> can be included in a SIP 183 (Session Progress) from a non-controlling MCPTT function of an MCPTT group to inform the controlling MCPTT function that the group on the non-controlling MCPTT function has group members in the group document which are marked as <on-network-required>, as specified in 3GPP TS 24.381 [31];
8)
the <emergency-ind> can be:

a)
set to "true" to indicate that the call that the MCPTT client is initiating is an emergency MCPTT call; or

b)
set to "false" to indicate that the MCPTT client is cancelling an emergency MCPTT call (i.e. converting it back to a non-emergency call)

9)
the <alert-ind> can be:
a)
set to "true" in an emergency call initiation to indicate that an alert to be sent; or

b)
set to "false" when cancelling an emergency call which requires an alert to be cancelled also

10)
if the <session-type> is set to "chat" or "prearranged":

a)
the <imminentperil-ind> can be set to "true" to indicate that the call that the MCPTT client is initiating is an imminent peril group MCPTT call; 

11)
the <broadcast-ind> can be:

a)
set to "true" indicates that the MCPTT client is initiating a broadcast group call; or

b)
set to "false" indicates that the MCPTT client is initiating a non-broadcast group call;

12)
the <mc-org> can be:
a)
set to the MCPTT user's Mission Critical Organization in an emergency alert sent by the MCPTT server to terminating MCPTT clients;
13)
the <floor-state> can be:

a)
set to "floor-idle", if the floor is idle in a non-controlling MCPTT function; or

b)
set to "floor-taken" if the floor state in a non-controlling MCPTT function is taken;

14)
the <associated-group-id>:

a)
if the <mcptt-request-uri> element contains a group identity then this element can include an MCPTT group ID associated with the group identity in the <mcptt-request-uri> element. E.g. if the <mcptt-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCPTT group ID;
15)
the <originated-by>:

a)
can be included, set to the MCPTT ID of the originating user of an MCPTT emergency alert when being cancelled by another authorised MCPTT user; and
16)
the <MKFC-GKTPs>:

a)
contains a group key transport payload carrying one or more MKFC(s) and MKFC-ID(s) as described in3GPP TS 24.381 [31] subclause 7.4, to be used for protection of multicast floor control signalling when the UE operates on the network.
Absence of the <emergency-ind>, <alert-ind> and <imminentperil-ind> in a SIP INVITE request indicates that the MCPTT client is initiating a non-emergency private call or non-emergency group call.

Absence of the <broadcast-ind> in a SIP INVITE request indicates that the MCPTT client is initiating a non-broadcast group call.
Absence of the <floor-state> in a SIP 200 (OK) response from the non-controlling MCPTT function indicates that the floor is idle.

The recipient of the XML ignores any unknown element and any unknown attribute.

***** End all changes *****
