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* * * Next Change * * * *

4.2B.2
Media security

3GPP TS 33.328 [19C] defines mechanisms for support of security on the media plane.

This document defines the required elements for signalling the support of media security.

The media security mechanisms are summarised as shown in table 4-2.

Table 4-2: Summary of media security mechanisms to the IM CN subsystem

	Mechanism
	Applicable to media
	Support required by UE
	Support required by IM CN subsystem entities
	Network support outside IM CN subsystem entities

	End-to-access-edge media security using SDES.
	RTP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/34, A.317/36 and A.317/37.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/34, A.317/36 and A.317/37.

(NOTE)
	Not applicable.

	End-to-access-edge media security for MSRP using TLS and certificate fingerprints.
	MSRP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/40, A.317/40A, A.317/51 and A.317/37A.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/40, A.317/40A, A.317/51 and A.317/37A.

(NOTE)
	Not applicable.

	End-to-access-edge media security for BFCP using TLS and certificate fingerprints.
	BFCP based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/28, A.317/51 and A.317/37B.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/28, A.317/51 and A.317/37B.

(NOTE)
	Not applicable.

	End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.
	UDPTL based media only.
	Support RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/52, A.317/51 and A.317/37C.
	P-CSCF (IMS-ALG) is required.

P-CSCF support of RFC 3329 additions specified in subclause 7.2A.7 and SDP extensions specified in table A.317, items A.317/52, A.317/51 and A.317/37C.

(NOTE)
	Not applicable.

	End-to-end media security using SDES.
	RTP based media only.
	Support SDP extensions specified in table A.317, items A.317/34 and A.317/36.
	Not applicable.
	Not applicable.

	End-to-end media security using KMS.
	RTP based media only.
	Support SDP extensions specified in table A.317, items A.317/34 and A.317/35.
	Not applicable.
	GBA and KMS support required.

	End-to-end media security for MSRP using TLS and KMS.
	MSRP based media only.
	Support SDP extensions specified in table A.317, items A.317/40, A.317/40A and A.317/35, and support RFC 4279 [218].
	Not applicable.
	GBA and KMS support required.

	NOTE:
Support of end-to-access-edge media security is determined entirely by the network operator of the P-CSCF, which need not be the same network operator as that of the S-CSCF.


For RTP media security, the UE supports the SDES key management protocol and optionally the KMS key management protocol as defined in 3GPP TS 33.328 [19C] and SRTP as defined in RFC 3711 [169] for secure transport of media.
For end-to-access-edge media security for MSRP using TLS and certificate fingerprints, the UE supports MSRP over TLS as defined in RFC 4975 [178] and RFC 6714 [214] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-access-edge media security for BFCP using TLS and certificate fingerprints, the UE supports BFCP over TLS as defined in RFC 4583 [108] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, the UE supports UDPTL over DTLS as defined in RFC 7345 [217] and draft-ietf-mmusic-dtls-sdp [240], with certificate fingerprints as defined in 3GPP TS 33.328 [19C].
For end-to-end media security for MSRP using TLS and KMS, the UE supports MSRP over TLS as defined in RFC 4975 [178] and RFC 6714 [214] with pre-shared key ciphersuites as defined in RFC 4279 [218] and the KMS key management protocol as defined in 3GPP TS 33.328 [19C]. The certificate fingerprints are not indicated.

There is no support for media security in the MGCF, because there would be no end-to-end media security support on calls interworked with the CS domain and the CS user. In this release of this document, there is no support for media security in the MRF. End-to-access-edge media security is not impacted by this absence of support.

For emergency calls, it is not expected that PSAPs would support end-to-end media security and therefore the procedures of this document do not allow the UE to establish such sessions with end-to-end media security. End-to-access-edge media security is not impacted and can be used on emergency calls.

When the UE performs the functions of an external attached network (e.g. an enterprise network):

-
where end-to-access-edge media security is used, the UE functionality is expected to be in the gateway of the external attached network, and support for further media security is outside the scope of this document; and

-
where end-to-end media security is used, the UE functionality is expected to be supported by the endpoints in the attached network.

* * * Next Change * * * *

6.1.2
Handling of SDP at the originating UE

An INVITE request generated by a UE shall contain a SDP offer and at least one media description. This SDP offer shall reflect the calling user's terminal capabilities and user preferences for the session.

If the desired QoS resources for one or more media streams have not been reserved at the UE when constructing the SDP offer, the UE:

-
shall indicate the related local preconditions for QoS as not met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value either "optional" or as specified in RFC 3312 [30] and RFC 4032 [64] for the remote segment, if the UE supports the precondition mechanism (see subclause 5.1.3.1); and
-
if the UE supports the precondition mechanism (see subclause 5.1.3.1), shall not request confirmation for the result of the resource reservation (as defined in RFC 3312 [30]) at the terminating UE.
NOTE 1:
Previous versions of this document mandated the use of the SDP inactive attribute. This document does not prohibit specific services from using direction attributes to implement their service-specific behaviours.

If the UE supports the precondition mechanism (see subclause 5.1.3.1), and the desired QoS resources for one or more media streams are available at the UE when the SDP offer is sent, the UE shall indicate the related local preconditions as met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value either "optional" or as specified in RFC 3312 [30] and RFC 4032 [64] for the remote segment and shall not request confirmation for the result of the resource reservation (as defined in RFC 3312 [30]) at the terminating UE.
NOTE 2: 
If the originating UE does not support the precondition mechanism it will not include any precondition information in the SDP message body.

If the UE indicated support for end-to-access-edge media security using SDES during registration, and the P-CSCF indicated support for end-to-access-edge media security using SDES during registration, then upon generating an SDP offer with an RTP based media, for each RTP based media except those for which the UE requests an end-to-end media security mechanism, the UE shall:

-
offer SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include an SDP "a=3ge2ae:requested" attribute.

If the UE indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, then upon generating an SDP offer with an MSRP based media, for each MSRP based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP "a=3ge2ae:requested" attribute.

NOTE 3:
TLS client role and TLS server role are determined according to RFC 6135 [215] (referenced by RFC 6714 [214]). If the SDP answer contains the SDP setup attribute with "active" attribute value, the answerer performs the TLS client role. If the SDP answer contains the SDP setup attribute with "passive" attribute value, the offerer performs the TLS client role.

If the UE indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, then upon generating an SDP offer with an BFCP based media, for each BFCP based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP "a=3ge2ae:requested" attribute.

Unless a new TLS session is negotiated, subsequent SDP offers and answers shall not impact the previously negotiated TLS roles.

NOTE 4:
RFC 4583 [108] specifies that the SDP answerer will act as the TLS server but leaves the impact of SDP renegotiation on TLS unspecified.
If the UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, then upon generating an SDP offer with an UDPTL based media, for each UDPTL based media except those for which the UE requests an end-to-end security mechanism, the UE shall:

-
offer UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];

-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP "a=3ge2ae:requested" attribute; and
-
include the SDP dtls-association-id attribute according to draft-ietf-mmusic-dtls-sdp [240].
If the P-CSCF did not indicate support for end-to-access-edge media security using SDES during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any RTP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any MSRP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any BFCP based media in any SDP offer.

If the P-CSCF did not indicate support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, the UE shall not include an SDP "a=3ge2ae:requested" attribute in any UDPTL based media in any SDP offer.

The UE shall not include an SDP "a=3ge2ae:requested" attribute in any media other than RTP based, MSRP based, BFCP based and UDPTL based in any SDP offer.

Upon generating an SDP offer with an MSRP based media protected by the end-to-end media security for MSRP using TLS and KMS, the UE shall:

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP key-mgmt attribute according to RFC 4567 [167] and the profile defined in 3GPP TS 33.328 [19C];

NOTE 5:
SDP fingerprint attribute is not included.

Upon receiving an SDP answer to the SDP offer with the MSRP based media protected by the end-to-end media security for MSRP using TLS and KMS, and if the MSRP based media is accepted and associated with the SDP key-mgmt attribute as described in RFC 4567 [167] and the profile defined in 3GPP TS 33.328 [19C] in the SDP answer, then the UE indicate the pre-shared key ciphersuites according to RFC 4279 [218] and the profile defined in 3GPP TS 33.328 [19C] in TLS handshake of TLS connection transporting the MSRP based media.

When the UE detects that an emergency call is being made, the UE shall not include end-to-end media security on any media in the SDP offer.

Upon generating the SDP offer for an INVITE request generated after receiving a 488 (Not Acceptable Here) response, as described in subclause 5.1.3.1, the SDP offer shall contain a subset of the allowed media types, codecs and other parameters from the SDP message bodies of all 488 (Not Acceptable Here) responses so far received for the same session establishment attempt (i.e. a set of INVITE requests used for the same session establishment). For each media line, the UE shall order the codecs in the SDP offer according to the order of the codecs in the SDP message bodies of the 488 (Not Acceptable Here) responses.

NOTE 6:
The UE can attempt a session establishment through multiple networks with different policies and potentially can need to send multiple INVITE requests and receive multiple 488 (Not Acceptable Here) responses from different CSCF nodes. The UE therefore takes into account the SDP message bodies of all the 488 (Not Acceptable Here) responses received related to the same session establishment when building a new INVITE request.

Upon confirming successful local resource reservation, the UE shall create an SDP offer in which the related local preconditions are set to met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64].
Upon receiving an SDP answer, which includes more than one codec per media stream, excluding the in-band DTMF codec, as described in subclause 6.1.1, the UE shall send an SDP offer at the first possible time, selecting only one codec per media stream.

If the UE sends an initial INVITE request that includes only an IPv6 address in the SDP offer, and receives an error response (e.g., 488 (Not Acceptable Here) with 301 Warning header field) indicating "incompatible network address format", the UE shall send an ACK as per standard SIP procedures. Subsequently, the UE may acquire an IPv4 address or use an existing IPv4 address, and send a new initial INVITE request to the same destination containing only the IPv4 address in the SDP offer.

* * * Next Change * * * *

6.1.3
Handling of SDP at the terminating UE

Upon receipt of an initial SDP offer in which no precondition information is available, the terminating UE shall in the SDP answer:

-
if, prior to sending the SDP answer the desired QoS resources have been reserved at the terminating UE, set the related media streams in the SDP answer to:

-
active mode, if the offered media streams were not listed as inactive; or

-
inactive mode, if the offered media streams were listed as inactive.
If the terminating UE had previously set one or more media streams to inactive mode and the QoS resources for those media streams are now ready, the UE shall set the media streams to active mode by applying the procedures described in RFC 4566 [39] with respect to setting the direction of media streams.

Upon sending a SDP answer to an SDP offer (which included one or more media lines which was offered with several codecs) the terminating UE shall select exactly one codec per media line and indicate only the selected codec for the related media stream. In addition, the UE may indicate support of the in-band DTMF codec, as described in subclause 6.1.1.
Upon sending a SDP answer to an SDP offer, with the SDP answer including one or more media streams for which the originating side did indicate its local preconditions as not met, if the precondition mechanism is supported by the terminating UE, the terminating UE shall indicate its local preconditions and request the confirmation for the result of the resource reservation at the originating end point.
NOTE 1: 
If the terminating UE does not support the precondition mechanism it will ignore any precondition information received from the originating UE.

Upon receiving an initial INVITE request that includes the SDP offer containing an IP address type (in the "c=" parameter) that is not supported by the UE, the UE shall:

-
if the UE is a UE performing the functions of an external attached network and

1)
if the received SDP offer contains an "altc" SDP attribute indicating an alternative and supported IP address; and

2)
the UE supports the "altc" SDP attribute;


select an IP address type in accordance with RFC 6947 [228]; or

-
otherwise respond with a 488 (Not Acceptable Here) response including a 301 Warning header field indicating "incompatible network address format".

NOTE 2:
Upon receiving an initial INVITE request that does not include an SDP offer, the UE can accept the request and include an SDP offer in the first reliable response. The SDP offer will reflect the called user's terminal capabilities and user preferences for the session.
If the UE receives an SDP offer that specifies different IP address type for media (i.e. specify it in the "c=" parameter of the SDP offer) that the UE is using for signalling, and if the UE supports both IPv4 and IPv6 addresses simultaneously, the UE shall accept the received SDP offer. Subsequently, the UE shall either acquire an IP address type or use an existing IP address type as specified in the SDP offer, and include it in the "c=" parameter in the SDP answer.

NOTE 3:
Upon receiving an initial INVITE request, that includes an SDP offer containing connection addresses (in the "c=" parameter) equal to zero, the UE will select the media streams that is willing to accept for the session, reserve the QoS resources for accepted media streams, and include its valid connection address in the SDP answer.
If the UE supports the end-to-access-edge media security using SDES, upon receiving an SDP offer containing an RTP based media:

-
transported using the SRTP transport protocol as defined in RFC 3711 [169];
-
with an SDP crypto attribute as defined in RFC 4568 [168]; and

-
with the SDP "a=3ge2ae:applied" attribute;
and if the UE accepts the RTP based media, then the UE shall generate the SDP answer with the related RTP based media:

-
transported using the SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C]; and
-
including an SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C].

If the UE supports the end-to-access-edge media security for MSRP using TLS and certificate fingerprints, upon receiving an SDP offer containing an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [214];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the MSRP based media, then the UE shall generate the SDP answer with the related MSRP based media:

-
transported using the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C]; and

-
including the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

NOTE 4:
TLS client role and TLS server role are determined according to RFC 6135 [215] (referenced by RFC 6714 [214]). If the SDP answer contains the SDP setup attribute with "active" attribute value, the answerer performs the TLS client role. If the SDP answer contains the SDP setup attribute with "passive" attribute value, the offerer performs the TLS client role.

If the UE supports the end-to-access-edge media security for BFCP using TLS and certificate fingerprints, upon receiving an SDP offer containing an BFCP based media:

-
transported using the BFCP over TLS transport protocol as defined in RFC 4583 [108];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the BFCP based media, then the UE shall generate the SDP answer with the related BFCP based media:

-
transported using the BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C]; and

-
including the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

Unless a new TLS session is negotiated, subsequent SDP offers and answers shall not impact the previously negotiated TLS roles.

NOTE 5: 
RFC 4583 [108] specifies that the SDP answerer will act as the TLS server but leaves the impact of SDP renegotiation on TLS unspecified.

If the UE supports the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, upon receiving an SDP offer containing an UDPTL based media:

-
transported using the UDPTL over DTLS transport protocol as defined in RFC 7345 [217] and draft-ietf-mmusic-dtls-sdp [240];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:applied" attribute;

and if the UE accepts the UDPTL based media, then the UE shall generate the SDP answer with the related UDPTL based media:

-
transported using the UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];
-
including the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and
-
including the SDP dtls-association-id attribute according to draft-ietf-mmusic-dtls-sdp [240].
Upon receiving an SDP offer containing an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [214]; and

-
with the SDP key-mgmt attribute according to RFC 4567 [167] and the profile defined in 3GPP TS 33.328 [19C]; 

and if the UE accepts the MSRP based media, the UE shall:

1)
generate the SDP answer with the related MSRP based media:

a)
transported using the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C]; and

b)
include the SDP key-mgmt attribute according to RFC 4567 [167] and the profile defined in 3GPP TS 33.328 [19C]; and

NOTE 6:
SDP fingerprint attribute is not included.

2)
indicate the pre-shared key ciphersuites according to RFC 4279 [218] and the profile defined in 3GPP TS 33.328 [19C] in TLS handshake of TLS connection transporting the MSRP based media.

If the terminating UE uses the precondition mechanism (see subclause 5.1.4.1), if the desired QoS resources for one or more media streams have not been reserved at the terminating UE when constructing the SDP offer, the terminating UE shall indicate the related local preconditions for QoS as not met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value either "optional" or as specified in RFC 3312 [30] and RFC 4032 [64] for the remote segment.

NOTE 7:
It is out of scope of this specification which media streams are to be included in the SDP offer.

If the terminating UE uses the precondition mechanism (see subclause 5.1.4.1) and if the desired QoS resources for one or more media streams are available at the terminating UE when the SDP offer is sent, the UE shall indicate the related local preconditions as met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value either "optional" or as specified in RFC 3312 [30] and RFC 4032 [64] for the remote segment.

If the terminating UE sends an UPDATE request to remove one or more media streams negotiated in the session for which a final response to the INVITE request has not been sent yet, the terminating UE sets the ports of the media streams to be removed from the session to zero in the new SDP offer.
NOTE 8:
Upon receiving an initial INVITE request with one or more media streams which the terminating UE supports and one or more media streams which the UE does not support, the UE is not expected to reject the INVITE request just because of the presence of the unsupported media stream.

NOTE 9:
Previous versions of this document mandated the use of the SDP inactive attribute in the SDP offer if the desired QoS resources for one or more media streams had not been reserved at the originating UE when constructing the SDP offer unless the originating UE knew that the precondition mechanism was supported by the remote UE. The use can still occur when interoperating with devices based on earlier versions of this document.
* * * Next Change * * * *

6.7.2.2
IMS-ALG in P-CSCF for media plane security

When the P-CSCF acts as an IMS-ALG, it acts as a B2BUA and modifies the SDP as described as described in 3GPP TS 23.334 [7F].
If the P-CSCF indicated support for end-to-access-edge media security using SDES during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected RTP based media, i.e. a RTP media stream:

-
transported using the SRTP transport protocol as defined in RFC 3711 [169];
-
with an SDP crypto attribute as defined in RFC 4568 [168]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP crypto attribute from the end-to-access-edge protected RTP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected RTP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned and shall:

-
indicate the SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for end-to-access-edge media security using SDES, during registration, and the P-CSCF indicated support for end-to-access-edge 2ae-media security using SDES during registration:

1)
upon receiving an SDP offer from remote user with an RTP based media, for each end-to-access-edge protected RTP based media, i.e. a RTP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end media security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall:

-
remove any SDP crypto attribute;

-
offer SRTP transport protocol according to RFC 3711 [169] and the profile defined in 3GPP TS 33.328 [19C];

-
include a SDP crypto attribute according to RFC 4568 [168] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include a SDP "a=3ge2ae:applied" attribute; and:

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected RTP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and RTP is concerned, and shall remove the SDP crypto attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected MSRP based media, i.e. an MSRP based media:

-
transported using the MSRP over TLS transport protocol as defined in RFC 4975 [178] and RFC 6714 [214];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the end-to-access-edge protected MSRP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected MSRP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned and shall:

-
indicate the MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for MSRP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote user with an MSRP based media, for each end-to-access-edge protected MSRP based media, i.e. an MSRP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer MSRP over TLS transport protocol according to RFC 4975 [178], RFC 6714 [214] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and
2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected MSRP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and MSRP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected BFCP based media, i.e. a BFCP based media: 

-
transported using the BFCP over TLS transport protocol as defined in RFC 4583 [108];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241]; and

-
with the SDP "a=3ge2ae:requested" attribute;


the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the BFCP based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected BFCP based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned and shall:

-
indicate the BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C].

If the served UE indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for BFCP using TLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an BFCP based media, for each end-to-access-edge protected BFCP based media, i.e. a BFCP based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
offer BFCP over TLS transport protocol according to RFC 4583 [108] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and
-
include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected BFCP based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and BFCP is concerned, and shall remove the SDP fingerprint attribute.

If the P-CSCF indicated support for the end-to-access-edge media security for UDPTL over DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from the served UE containing an end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media: 

-
transported using the UDPTL over DTLS transport protocol as defined in RFC 7345 [217] and draft-ietf-mmusic-dtls-sdp [240];

-
with the SDP fingerprint attribute as defined in RFC 4572 [216] and draft-ietf-mmusic-4572-update [241];
-
with the SDP "a=3ge2ae:requested" attribute; and
-
with the SDP dtls-association-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240];

the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute and the SDP dtls-association-id attribute from the UDPTL based media of the received SDP offer; and

2)
upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected UDPTL based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned and shall:

-
indicate the UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [216] and draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C]; and

-
include the SDP dtls-association-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240].

If the served UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an UDPTL based media, for each end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF shall invoke IMS-ALG procedures, will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall:

-
remove any SDP fingerprint attribute;

-
remove any SDP dtls-association-id attribute;

-
offer UDPTL over DTLS transport protocol according to RFC 7345 [217], draft-ietf-mmusic-dtls-sdp [240] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP fingerprint attribute according to RFC 4572 [216], draft-ietf-mmusic-4572-update [241] and the profile defined in 3GPP TS 33.328 [19C];
-
include the SDP "a=3ge2ae:applied" attribute; and

-
include the SDP dtls-association-id attribute as defined in draft-ietf-mmusic-dtls-sdp [240]; and
2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected UDPTL based media, the P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and UDPTL is concerned, and shall remove the SDP fingerprint attribute and SDP dtls-association-id attribute.

* * * Next Change * * * *

A.3.2.1
Major capabilities

Table A.317: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	
	
	
	
	

	
	Extensions
	
	
	

	22
	integration of resource management and SIP?
	[30] [64]
	o
	c14

	23
	grouping of media lines?
	[53]
	c3
	c3

	24
	mapping of media streams to resource reservation flows?
	[54]
	o
	c1

	25
	SDP bandwidth modifiers for RTCP bandwidth?
	[56]
	o
	o (NOTE 1)

	26
	TCP-based media transport in the session description protocol?
	[83]
	o
	c2

	27
	interactive connectivity establishment?
	[99]
	o
	c4

	28
	session description protocol format for binary floor control protocol streams?
	[108]
	o
	o

	29
	extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF)?
	[135]
	o
	c5

	30
	SDP capability negotiation?
	[137]
	o
	c6

	31
	Session Description Protocol (SDP) extension for setting up audio media streams over circuit-switched bearers in the Public Switched Telephone Network (PSTN)?
	[155]
	o
	c7

	32
	miscellaneous capabilities negotiation in the Session Description Protocol (SDP)?
	[156]
	o
	c7

	33
	transport independent bandwidth modifier for the Session Description Protocol?
	[152]
	o
	c8

	34
	Secure Real-time Transport Protocol (SRTP)?
	[169]
	o
	c15

	35
	MIKEY-TICKET?
	[170]
	o
	c10

	36
	SDES?
	[168]
	o
	c9

	37
	end-to-access-edge media security using SDES?
	7.5.2
	n/a
	c16

	37A
	end-to-access-edge media security for MSRP using TLS and certificate fingerprints?
	7.5.2
	n/a
	c22

	37B
	end-to-access-edge media security for BFCP using TLS and certificate fingerprints?
	7.5.2
	n/a
	c23

	37C
	end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints?
	7.5.2
	n/a
	c24

	38
	SDP media capabilities negotiation?
	[172]
	o
	c12

	39
	Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party Call Control (3pcc)?
	[166]
	o
	c13

	40
	Message Session Relay Protocol?
	[178]
	o
	c17

	40A
	Connection establishment for media anchoring for the message session relay protocol?
	[214]
	o
	c26

	41
	a SDP offer/answer mechanism to enable file transfer?
	[185]
	o
	o

	42
	optimal media routeing
	[11D]
	n/a
	c18

	43
	ECN for RTP over UDP
	[188]
	o
	c19

	44
	T.38 FAX?
	[202]
	n/a
	c20

	45
	support for reduced-size RTCP?
	[204]
	o
	o

	46
	RTCP extended reports?
	[205]
	o
	o

	47
	maximum receive SDU size?
	[9B]
	o
	o

	48
	the SDP content attribute
	[206]
	o
	c21

	49
	a general mechanism for RTP header extensions?
	[210]
	o
	o

	50
	negotiation of generic image attributes in the session description protocol (SDP)?
	[211]
	o
	o

	51
	connection-oriented media transport over the TLS protocol in the SDP?
	[216], [241]
	o
	c25

	52
	UDPTL over DTLS?
	[217]
	o
	c27

	53
	telepresence?
	[7G]
	o
	o

	54
	SCTP over DTLS?
	[219]
	o
	c28

	55
	DTLS-SRTP?
	[222], [223]
	o
	c29

	56
	STUN Usage for Consent Freshness?
	[224]
	o
	c29

	57
	Alternate Connectivity (ALTC) Attribute?
	[228]
	o
	c30

	58
	3GPP MTSI RTCP-APP adaptation?
	[9B]
	n/a
	o

	59
	3GPP MTSI Pre-defined Region-of-Interest (ROI)?
	[9B]
	n/a
	o

	60
	3GPP MTSI Arbitrary Region-of-Interest (ROI)?
	[9B]
	n/a
	o

	61
	multiplexing RTP data and control packets on a single port
	[237]
	o
	o

	61A
	Exclusive RTP and RTCP multiplexed on one port (a=rtcp-mux-only)?
	[246]
	o
	c34

	62
	SDP-based data channel negotiation?
	[238]
	o
	c31

	63
	Media plane optimization for WebRTC?
	[8Z]
	n/a
	c32

	64
	Enhanced bandwidth negotiation mechanism?
	[9B]
	n/a
	o

	65
	an SDP offer/answer mechanism to negotiate DTLS protected media?
	[240]
	o
	c33

	c1:
IF A.3/1 THEN m ELSE n/a - - UE role.

c2:
IF A.3/9B AND A.3/13B THEN m ELSE IF A.3/1 OR A.3/2A OR A.3/6 OR A.3/7 THEN o ELSE n/a - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), UE, P-CSCF (IMS-ALG), MGCF, AS.
c3:
IF A.317/24 OR A.317/53 THEN m ELSE o - - mapping of media streams to resource reservation flows, telepresence.

c4:
IF A.3/9B OR A.3/13B THEN m ELSE IF A.3/1 OR A.3/6 THEN o ELSE n/a - - IBCF (IMS-ALG), application gateway function (IMS-ALG), UE, MGCF.

c5:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), ATCF (UA).

c6:
IF A.3A/50 OR A.3A/50A OR A.3/6 OR A.3/9B OR A.3/13B OR A.3A/89 THEN m ELSE o - - multimedia telephony service participant, multimedia telephony service application server, MGCF, IBCF (IMS-ALG), application gateway function (IMS-ALG), ATCF (UA).
c7:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c8:
IF A.317/25 AND (A.3/1 OR A.3/6 OR A.3A/89) THEN o ELSE n/a - - SDP bandwidth modifiers for RTCP bandwidth, UE, MGCF, ATCF (UA).

c9:
IF A.3D/30 OR A.3D/20 THEN m ELSE n/a - - end-to-access-edge media security using SDES, end-to-end media security using SDES.
c10:
IF A.3D/21 OR A.3D/22 THEN m ELSE n/a - - end-to-end media security using KMS, end-to-end media security for MSRP using TLS and KMS.

c12:
IF A.3A/82 OR A.3A/83 THEN m ELSE o - - ICS user agent, SCC application server.

c13:
IF IF A.3/7D OR A.3/8 THEN o else n/a - - AS performing 3rd party call control or MRFC.

c14:
IF A.4/2C THEN m ELSE o - - initiating a session which require local and/or remote resource reservation.
c15:
IF A.3D/20 OR A.3D/21 OR A.3D/30 THEN m ELSE n/a - - end-to-end media security using SDES, end-to-end media security using KMS, end-to-access-edge media security using SDES.

c16:
If A.3D/30 THEN m ELSE n/a - - end-to-access-edge media security using SDES.

c17:
IF A.3A/33B OR A.3A/34 THEN m ELSE IF A.3A/8 OR A.3A/9 OR A.3/2A THEN o ELSE n/a - - session-mode messaging participant, session-mode messaging intermediate node, IBCF, MRFC, P-CSCF (IMS-ALG).
c18:
IF A.3/2A OR A.3/6 OR A.3/7 OR A.3/9B OR A.3A/89 OR A.3/13B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, AS, IBCF (IMS-ALG), ATCF (UA), application gateway function (IMS-ALG).

c19:
IF A.3/2A OR A.3/6 OR A.3/8 OR A.3/9B OR A.3A/81 OR A.3A/89 OR A.3/13B OR A.3A/81A OR A.3A/81B THEN o ELSE n/a - - P-CSCF (IMS-ALG), MGCF, MRFC, IBCF (IMS-ALG), MSC Server enhanced for ICS, ATCF (UA), application gateway function (IMS-ALG), MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.

c20:
IF A.3/1 OR A.3/6 THEN o ELSE n/a - - UE, MGCF.
c21:
IF A.3A/57 OR A.3A/58 OR A.3A/59 OR A.3A/60 OR A.3/2A OR A.3/9B THEN m ELSE o - - Customized alerting tones application server, Customized alerting tones UA client, Customized ringing signal application server, Customized ringing signal UA client, P-CSCF (IMS-ALG), IBCF (IMS-ALG).

c22:
If A.3D/20A THEN m ELSE n/a - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints.

c23:
If A.3D/20B THEN m ELSE n/a - - end-to-access-edge media security for BFCP using TLS and certificate fingerprints.

c24:
If A.3D/20C THEN m ELSE n/a - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

c25:
IF (A.317/37A AND A.317/40) OR (A.317/37B AND A.317/28) OR (A.317/37C AND A.317/52) THEN m ELSE o - - end-to-access-edge media security for MSRP using TLS and certificate fingerprints, message session relay protocol, end-to-access-edge media security for BFCP using TLS and certificate fingerprints, session description protocol format for binary floor control protocol streams, end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, UDPTL over DTLS.

c26:
IF A.317/40 THEN m ELSE n/a - - message session relay protocol.

c27:
IF A.317/37C THEN m ELSE o - - end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.

c28:
IF (A.3/1 AND A.317/53) OR A.3/14 OR A.3A/95 THEN m ELSE o - - UE, telepresence, Gm based WIC, eP-CSCF.

c29:
IF A.3/14 OR A.3A/95 THEN m ELSE o - - Gm based WIC, eP-CSCF.

c30:
IF A.3A/81 OR A.3/9B OR A.3/2A THEN o ELSE n/a - - UE performing the functions of an external attached network, IBCF (IMS-ALG), P-CSCF (IMS-ALG).

c31: 
IF A.3/14 OR A.3A/95 THEN o ELSE n/a - - Gm based WIC, eP-CSCF.

c32: 
IF A.3A/95 OR A.3/9B THEN o ELSE n/a - -  eP-CSCF, IMS-ALG.

c33: 
IF A.317/52 OR A.317/54 OR A.317/55 THEN m ELSE n/a - -  UDPTL over DTLS, SCTP over DTLS, DTLS-SRTP.

c33
IF A.3/14 OR A.3A/95 THEN m ELSE n/a - -  Gm based WIC, eP-CSCF.

	NOTE 1:
For "video" and "audio" media types that utilise RTP/RTCP, if the RTCP bandwidth level for the session is different than the default RTCP bandwidth as specified in RFC 3556 [56], then, it shall be specified. For other media types, it may be specified.


Editor's note: [WI: IMS_WebRTC, CR#4943] In table A.317, items 55 and 56, it needs to be studied whether the P-CSCF needs to be considered, e.g. whether it needs to be described how a P-CSCF would handle a request for DTLS-SRTP.
* * * Next Change * * * *

A.3.3.1
Major capabilities

Table A.328: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	0A
	application of session policy?
	6.2, 6.3
	x
	c2

	
	Extensions
	
	
	

	1
	integration of resource management and SIP?
	[30] [64]
	o
	n/a

	2
	grouping of media lines?
	[53]
	c3
	x

	3
	mapping of media streams to resource reservation flows?
	[54]
	o
	x

	4
	SDP bandwidth modifiers for RTCP bandwidth?
	[56]
	o
	c1

	5
	TCP-based media transport in the session description protocol?
	[83]
	o
	c11

	6
	interactive connectivity establishment?
	[99]
	o
	c4

	7
	session description protocol format for binary floor control protocol streams?
	[108]
	o
	o

	8
	extended RTP profile for real-time transport control protocol (RTCP)-based feedback (RTP/AVPF)?
	[135]
	o
	c5

	9
	SDP capability negotiation?
	[137]
	o
	c9

	10
	Session Description Protocol (SDP) extension for setting up audio media streams over circuit-switched bearers in the Public Switched Telephone Network (PSTN)?
	[155]
	o
	c6

	11
	miscellaneous capabilities negotiation in the Session Description Protocol (SDP)?
	[156]
	o
	c6

	14
	Secure Real-time Transport Protocol (SRTP)?
	[169]
	o
	o

	15
	MIKEY-TICKET?
	[170]
	o
	o

	16
	SDES?
	[168]
	o
	o

	17
	end-to-access edge media security using SDES?
	7.5.2
	n/a
	n/a

	17A
	end-to-access-edge media security for MSRP using TLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	17B
	end-to-access-edge media security for BFCP using TLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	17C
	end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints?
	7.5.2
	n/a
	n/a

	18
	SDP media capabilities negotiation?
	[172]
	o
	c8

	19
	Transcoding Services Invocation in the Session Initiation Protocol (SIP) Using Third Party Call Control (3pcc)?
	[166]
	m
	i

	20
	Message Session Relay Protocol?
	[178]
	o
	o

	20A
	Connection establishment for media anchoring for the message session relay protocol?
	[214]
	o
	c12

	21
	a SDP offer/answer mechanism to enable file transfer?
	[185]
	o
	o

	22
	optimal media routeing?
	[11D]
	n/a
	o

	23
	ECN for RTP over UDP?
	[188]
	o
	c10

	24
	T.38 FAX?
	[202]
	n/a
	o

	25
	support for reduced-size RTCP?
	[204]
	o
	o

	26
	RTCP extended reports?
	[205]
	o
	o

	27
	maximum receive SDU size?
	[9B]
	o
	o

	28
	the SDP content attribute
	[206]
	o
	o

	29
	a general mechanism for RTP header extensions?
	[210]
	o
	o

	30
	negotiation of generic image attributes in the session description protocol (SDP)?
	[211]
	o
	o

	31
	connection-oriented media transport over the TLS protocol in the SDP?
	[216], [241]
	o
	o

	32
	UDPTL over DTLS?
	[217]
	o
	o

	33
	telepresence?
	[7G]
	o
	o

	34
	SCTP over DTLS?
	[219]
	o
	o

	35
	DTLS-SRTP?
	[222], [223]
	o
	o

	36
	STUN Usage for Consent Freshness?
	[224]
	o
	o

	38
	3GPP MTSI RTCP-APP adaptation?
	[9B]
	n/a
	o

	39
	3GPP MTSI Pre-defined Region of Interest (ROI)?
	[9B]
	n/a
	o

	40
	3GPP MTSI Arbitrary Region-of-Interest (ROI)?
	[9B]
	n/a
	o

	41
	multiplexing RTP data and control packets on a single port
	[237]
	o
	o

	42
	Media plane optimization for WebRTC
	7.5.4
	n/a
	o

	43
	Enhanced bandwidth negotiation mechanism
	[9B]
	n/a
	o

	45
	an SDP offer/answer mechanism to negotiate DTLS protected media?
	[240]
	o
	c13

	c1:
IF A.3/2 OR A.3A/88 THEN m ELSE n/a - - P-CSCF, ATCF (proxy).

c2:
IF A.3/2 OR A.3/4 THEN o ELSE x – P-CSCF, S-CSCF.
c3:
IF A.328/3 THEN m ELSE o - - mapping of media streams to resource reservation flows.

c4:
IF A.3/2 OR A.3/4 THEN m ELSE n/a - - P-CSCF, S-CSCF.

c5:
IF (A.3A/50A AND A.3/7C) OR A.3/2 OR A.3/4 OR A.3A/88 THEN m ELSE n/a - - multimedia telephony service application server as AS acting as a SIP proxy, P-CSCF, S-CSCF, ATCF (proxy).
c6: 
IF (A.3A/83 AND A.3/7C) OR A.3/4 THEN m ELSE IF A.3A/88 THEN i ELSE n/a - - SCC application server, AS acting as a SIP proxy, S-CSCF, ATCF (proxy).

c7:
IF A.328/18 THEN m ELSE o - - SDP media capabilities negotiation.

c8:
IF A.3/2 OR A.3/4 THEN m ELSE IF A.3A/88 THEN i ELSE o - - P-CSCF, S-CSCF, ATCF (proxy).
c9:

IF (A.3A/50A AND A.3/7C) OR A.3/2 OR A.3/4 OR A.328/18 OR A.3A/88 THEN m ELSE n/a - - multimedia telephony service application server as AS acting as a SIP proxy, P-CSCF, S-CSCF, SDP media capabilities negotiation, ATCF (proxy).
c10:

IF A.3A/88 THEN o ELSE i - - ATCF (proxy).

c11:
IF A.3/2 OR A.3/4 OR A.3A/88 THEN m ELSE n/a - - P-CSCF, S-CSCF, ATCF (proxy).

c12:
IF A.317/20 THEN m ELSE n/a - - message session relay protocol.

c13: 
IF A.328/32 OR A.328/34 OR A.328/35 THEN m ELSE n/a - -  UDPTL over DTLS, SCTP over DTLS, DTLS-SRTP.


* * * End of Changes * * * *

