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***** First change *****
7.2.2.2
Tunnel establishment not accepted by the network
If the UE receives the IKE_AUTH response message from an ePDG of the HPLMN including a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or PLMN_NOT_ALLOWED or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME as defined in subclause 8.1.2, then after the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEv2 security association states and shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is removed.
If the above Private Notify Message Type is received from the VPLMN's ePDG and the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15]:
-
If the received Notify Message Type is NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME, the UE may retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in subclause 7.2.1 and subclause 7.2.1A; or

-
If the received Private Notify Message Type is PLMN_NOT_ALLOWED, the UE should retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in subclause 7.2.1 and subclause 7.2.1A.

If the UE receives from the ePDG the IKE_AUTH response message, including a Notify payload with a Private Notify Message Type "NETWORK_FAILURE" as defined in subclause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and:

a)
if the received IKE_AUTH response message from ePDG contains a Notify payload with the BACKOFF_TIMER Notify payload as defined in subclause 8.2.9.1, the UE shall behave as follows:

i)
if the timer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not retry the authentication procedure to the same ePDG until timer Tw3 expires or the UE is switched off or the UICC containing the USIM is removed;
ii)
if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same ePDG until the UE is switched off or the UICC containing the USIM is removed; and

iii)
if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN; or
b)
if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from ePDG, the UE shall start an implementation specific backoff timer. The UE shall not re-try the authentication procedure with the same ePDG until the backoff timer expires or the UE is switched off or the UICC containing the USIM is removed.

If the UE receives from the ePDG an IKE_AUTH response message including a Notify Payload with a Private Notify Message Error Type NO_APN_SUBSCRIPTION as defined in subclause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and start an implementation-specific backoff timer. The UE shall not retry the authentication procedure with the same ePDG for the same APN until the backoff timer expires.

NOTE 1:
The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel establishment procedure to the ePDG is not accepted by the network.
NOTE 2: 
Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the same IP address while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, then after the UE authenticates the network, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, then after the UE authenticates the network, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections if one or more existing PDN connections are released.
***** Second change *****
7.4.1.2
Tunnel establishment not accepted by the network
During the tunnel establishment procedures, if the ePDG receives from the AAA Server the Authentication and Authorization Answer message with the Result code IE (as specified in 3GPP TS 29.273 [17]):

a)
DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED as defined in subclause 8.1.2;

b)
DIAMETER_ERROR_USER_UNKNOWN, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type USER_UNKNOWN as defined in subclause 8.1.2;

c)
DIAMETER_AUTHORIZATION_REJECTED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type AUTHORIZATION_REJECTED as defined in subclause 8.1.2;

d)
DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type RAT_TYPE_NOT_ALLOWED as defined in subclause 8.1.2;
e)
DIAMETER_UNABLE_TO_ COMPLY, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NETWORK_FAILURE as defined in subclause 8.1.2 and the ePDG may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message;

f)
DIAMETER_ERROR_ROAMING_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type PLMN_NOT_ALLOWED as defined in subclause 8.1.2;
g)
DIAMETER_ERROR_ USER_NO_APN_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify Payload with a Private Notify Message Type NO_APN_SUBSCRIPTION as defined in subclause 8.1.2; or

h)
DIAMETER_ERROR_ILLEGAL_EQUIPMENT, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type ILLEGAL_ME as defined in subclause 8.1.2.
NOTE:
In the cases a) through h), the ePDG still provides to the UE the information needed to authenticate the ePDG.

If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in subclause 7.2.2, and the ePDG needs to reject a PDN connection for example due to the corresponding PDN GW identity not received for the APN, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type "PDN_CONNECTION_REJECTION" as specified in subclause 8.1.2 and the Notification Data field with the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted.

If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN connection request with any APN can be accepted for the UE, the ePDG shall include in the IKE_AUTH response message containing the IDr payload a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2.
***** Third change *****
8.1.2.2
Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types

	Notify Message
	Value
(in decimal)
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED
	9000
	Corresponds to: 
- DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the UE is not allowed to use non-3GPP access to EPC.

	USER_UNKNOWN
	9001
	Corresponds to: 
- DIAMETER_ERROR_USER_UNKNOWN Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user identified by the IMSI is unknown.

	NO_APN_SUBSCRIPTION
	9002
	Corresponds to:

- DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the requested APN is not included in the user's profile, and therefore is not authorized for that user..

	AUTHORIZATION_REJECTED
	9003
	Corresponds to:

- DIAMETER_AUTHORIZATION_REJECTED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user is barred from using the non-3GPP access or the subscribed APN.

	NETWORK_FAILURE
	10500
	Corresponds to:

- DIAMETER_ERROR_UNABLE_TO_COMPLY Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the network has determined that the requested procedure cannot be completed successfully due to network failure. 

	RAT_TYPE_NOT_ALLOWED
	11001
	Corresponds to:

- DIAMETER_RAT_TYPE_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the access type is restricted to the user.

	PLMN_NOT_ALLOWED
	11011
	Corresponds to:

- DIAMETER_ERROR_ROAMING_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17];
- The ePDG performs PLMN filtering (based on roaming agreements) and rejects the request from the UE; or
- Other scenarios when the UE requests service in a PLMN where the UE is not allowed to operate.

	ILLEGAL_ME
	xxxxx
	Corresponds to: 
- DIAMETER_ERROR_ILLEGAL_EQUIPMENT Result code IE as specified in 3GPP TS 29.273 [17]; or
- Other scenarios when the ME used is not accepted by the network.


***** End of changes *****
