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***** Next change *****
13.3.5
The non-controlling MCPTT function

13.3.5.1
General

The non-controlling MCPTT function obtains the GMK and the GUK-ID from GMS as specified in 3GPP TS 24.381 [12].

The non-controlling MCPTT function encrypts and decrypts floor control messages.

13.3.5.2
Decryption of floor control messages

On receipt of an encrypted floor control message, the controlling MCPTT function shall decrypt the encrypted floor control message as specified IETF RFC 3711 [16] section 4.

13.3.5.3
Encryption of floor control messages

When a floor control message shall be sent encrypted, the non-controlling MCPTT function:

1.
shall encrypt floor control message using SRTCP as specified in IETF RFC 3711 [16] section 4.1; and

2.
shall include the SRTCP index, SRTCP MKI and an authentication tag in accordance with IETF RFC 3711 [16] section 3.4. 

13.3.5.4
Forwarding of encrypted RTP media streams

When the non-controlling MCPTT function receives an RTP media packet and the RTP media packet is already encrypted, the non-controlling MCPTT function shall distribute the received RTP media packet as specified in subclause 6.5 without decrypting the RTP media packet.

***** End changes *****
