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***** Begin 1st change *****
1
Scope

The present document specifies the session control protocols needed to support Mission Critical Push To Talk (MCPTT). The present document specifies both on-network and off-network protocols.

Mission critical communication services are services that require preferential handling compared to normal telecommunication services, e.g. in support of police or fire brigade.

The MCPTT service can be used for public safety applications and also for general commercial applications (e.g., utility companies and railways).

The present document is applicable to User Equipment (UE) supporting the MCPTT client functionality, and to application servers supporting the MCPTT server functionality.

***** Begin 2nd change *****
4.8
Protection of sensitive application data.

In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:

-
MCPTT ID;
-
MCPTT group ID;
-
user location information;
-
emergency, alert and imminent-peril indicators; and
-
access token (containing the MCPTT ID).
The above data is transported as XML content in SIP messages. 3GPP TS 33.179 [46] describes a method to provide confidentiality protection of sensitive application data by using XML encryption (i.e. xmlenc). Integrity protection can also be provided by using XML signatures (i.e. xmlsig).

Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and

-
between MCPTT servers and between MCPTT domains, the XPK is a SIP protection key (SPK).

The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.

The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCPTT servers.

Configuration in the MCPTT client and MCPTT server is used to determine whether one or both of confidentiality protection and integrity protection are required.

The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.

EXAMPLE 1:
Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Encrypt data element using the CSK (XPK) by following TS 33.179

       Include in an <EncryptedData> element of the XML MIME body according to TS 33.179:

         (1) the encryption method;

         (2) the key-id (XPK-ID);

         (3) the cipher data;

   ELSE

       include application data into XML MIME body in clear text;

   ENDIF;

EXAMPLE 2:
Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.

   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content as specified in TS 33.179;

       Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.179
       Include within a <Signature> XML element of the XML MIME body according to TS 33.179:

          (1) a cannonicalisation method to be applied to the signed information;

          (2) the signature method used for generating the signature;

          (3) a reference to the content to be signed;

          (4) the hashing method used;

          (5) the hashed content;

          (6) the key-id (XPK-ID);

          (7) the signature value;

   ENDIF;

EXAMPLE 3:
Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Check that the XML content contains the <EncryptedData> element.

       Return an error if the <EncryptedData> element is not found.

       Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) decrypt the data elements using the CSK as specified in TS 33.179;

   ENDIF;

EXAMPLE 4:
Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.

   IF configuration is set for integrity protection of application data 
   THEN

      Check that the XML content contains the <Signature> element;

      Return an error if the <Signature> element is not found;

      Otherwise 

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) verify the signature of the content using the CSK;

      Return an error if the validation of the signature fails;

      IF validation of the signature passes

      THEN 

         decrypt any data found in <EncryptedData> elements;

      ENDIF;
   ENDIF;
The content can be re-encrypted and signed again using the SPK between MCPTT servers.

The following examples show the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a prearranged group session.

EXAMPLE 5:
<mcptt-info> MIME body represented with data elements in the clear:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri xsd:type=Normal>sip:group123@mcpttoperator1.com</mcptt-request-uri>

     </mcptt-Params>

   </mcptt-info>
EXAMPLE 6:
<mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri xsd:type=Encrypted>

         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

          Type='http://www.w3.org/2001/04/xmlenc#Content'>

            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

            <ds:KeyInfo>

              <ds:KeyName>base64XpkId</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>A23B45C5657689090</CipherValue>

            </CipherData>

         </EncryptedData>

       </mcptt-request-uri>

     </mcptt-Params>

   </mcptt-info>
***** Begin 3rd change *****
6.3
MCPTT server procedures

6.3.1
Distinction of requests sent to the MCPTT server

6.3.1.1
SIP INVITE request

The MCPTT server needs to distinguish between the following initial SIP INVITE requests for originations and terminations:

-
SIP INVITE requests routed to the participating MCPTT function as a result of processing initial filter criteria at the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the Request-URI set to a public service identity of the participating MCPTT function that identifies the pre-established session set-up. Such requests are known as "SIP INVITE request for establishing a pre-established session" in the procedures in the present document;

-
SIP INVITE requests routed to the participating MCPTT function as a result of processing initial filter criteria at the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] and the Request-URI is set to a public service identity of the participating MCPTT function that does not identify the pre-established session set-up. Such requests are known as "SIP INVITE request for originating participating MCPTT function" in the procedures in the present document;

-
SIP INVITE requests routed to the participating MCPTT function as a result of processing initial filter criteria at the S-CSCF in accordance with the termination procedures as specified in 3GPP TS 24.229 [4] and the Request-URI contains a PSI of the terminating participating MCPTT function. Such requests are known as "SIP INVITE request for terminating participating MCPTT function" in the procedures in the present document;

-
SIP INVITE requests routed to the controlling MCPTT function as a result of PSI routing on the originating side in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as a result of direct PSI routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is set to a public service identity for MCPTT private call and the Contact header field does not contain the isfocus media feature tag specified in IETF RFC 3840 [16]. Such requests are known as "SIP INVITE request for controlling MCPTT function of a private call" in the procedures in the present document;

-
SIP INVITE requests routed to the controlling MCPTT function as a result of PSI routing on the originating side in accordance with the originating procedures as specified in 3GPP TS 24.229 [4], or as a result of direct PSI routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is set to a public service identity serving an MCPTT group and the Contact header field does not contain the isfocus media feature tag specified in IETF RFC 3840 [16]. Such requests are known as "SIP INVITE request for controlling MCPTT function of an MCPTT group" in the procedures in the present document; and
-
SIP INVITE requests routed to the non-controlling MCPTT function of an MCPTT group as a result of direct PSI routing, in accordance with the termination procedures as specified in 3GPP TS 24.229 [4], the Request-URI is set to a public service identity serving an MCPTT group and the Contact header field contains the isfocus media feature tag specified in IETF RFC 3840 [16]; Such requests are known as "SIP INVITE request for non-controlling MCPTT function of an MCPTT group" in the procedures in the present document.

6.3.1.2
SIP REFER request

The MCPTT server needs to distinguish between the following initial SIP REFER request for originations and terminations:

-
SIP REFER requests routed to the participating MCPTT function as a result of processing initial filter criteria at the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the Request-URI set to a public service identity identifying the pre-established session on the participating MCPTT function. Such requests are known as "SIP REFER request for a pre-established session" in the procedures in the present document.
6.3.1.3
SIP MESSAGE request

The MCPTT server needs to distinguish between the following SIP MESSAGE request for originations and terminations:

-
SIP MESSAGE requests routed to the participating MCPTT function as a result of processing initial filter criteria at the S-CSCF in accordance with the origination procedures as specified in 3GPP TS 24.229 [4] with the Request-URI set to the MBMS public service identity of the participating MCPTT function. Such requests are known as "SIP MESSAGE request for an MBMS listening status update" in the procedures in the present document;
-
SIP MESSAGE request routed to the participating MCPTT function as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml" and includes an XML body containing a Location root element containing a Report element. Such requests are known as "SIP MESSAGE request for location reporting" in the present document;
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml" and includes an XML body containing a Location root element containing a Configuration element. Such requests are known as "SIP MESSAGE request for location report configuration" in the present document; and
-
SIP MESSAGE request routed to the MCPTT client as a result of initial filter criteria containing a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml" and includes an XML body containing a Location root element containing a Request element. Such requests are known as "SIP MESSAGE request for location report request" in the present document.
Editor's Note [CT1#95-bis, C1-160453]: MESSAGE is assumed as the request carrying the XML body for the location information. This assumption can change if MESSAGE is deemed inappropriate.
***** Begin 4th change *****
Annex B (normative):
Timers

B.1
General

The following tables give a brief description of the timers used in the present document.

For the on-network timers described in the present document, the following timer families are used:

-
TNGx: Timer oN-network Group call x

For the off-network timers described in the present document, the following timer families are used:

-
TFGx:
Timer oFf-network Group call x

-
TFPy:
Timer oFf-network Private call y

-
TFBz:
Timer oFf-network Broadcast group call z

where x, y and z represent numbers.

***** Begin 5h change *****
Annex C (normative):
Counters

C.1
General

The following tables give a brief description of the timers used in the present document.

***** End changes *****
