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	*** First Change ***


7.2.6
Mobile identity signaling

During the IKEv2 authentication and security association establishment, if the UE:

-
receives IKE_AUTH response message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty;

-
successfully authenticates the network; and 

-
has Mobile Equipment Identity IMEI or IMEISV available,

the UE shall include the DEVICE_IDENTITY Notify payload in the the new IKE_AUTH request message.

At any time after successful tunnel establishment, if the UE:

-
receives INFORMATIONAL request message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty; and

-
has the UE's Mobile Equipment Identity IMEI or IMEISV available,

the UE shall send INFORMATIONAL response containing a  DEVICE_IDENTITY Notify payload.

The UE shall set the DEVICE_IDENTITY as follows:

-
if IMEISV is available, the UE shall include IMEISV in the DEVICE_IDENTITY Notify payload. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEISV': and
-
if IMEI is available and IMEISV is not available, the UE shall include IMEI in the DEVICE_IDENTITY attribute. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEI'.
The detailed coding of the DEVICE_IDENTITY Notify payload is described in subclause 8.2.x.y.

	*** Next Change ***


7.4.5
Mobile identity signaling

If the network supports Mobile Equipment Identity signalling over untrusted WLAN, the ePDG may request the UE to provide the Mobile Equipment Identity by including the DEVICE_IDENTITY Notify payload with the Identity Type field set to either 'IMEI' or 'IMEISV' and an empty Identity Value field in:

-
the IKE_AUTH response message to the initial IKE_AUTH request message received from the UE during the IKEv2 authentication and security association establishment; or

-
the INFORMATIONAL request message at any time after successful IPSec tunnel establishment.  

If the ePDG receives the following response message from the UE:

-
the IKE_AUTH request message with the DEVICE_IDENTITY Notify payload; or

-
the INFORMATIONAL response message with the DEVICE_IDENTITY Notify payload,

and the Identity Type field set to either 'IMEI' or 'IMEISV' and the Identity Value is not empty, the ePDG shall forward the received IMEI or IMEISV identity to the 3GPP AAA server as specified in 3GPP TS 29.273 [17] and to the PDN GW as specified in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50].
	*** Next Change ***


8.1.2.3
Private Notify Message - Status Types

The Private Notify Message, Status Types defined in table 8.1.2.3-1 are status notifications giving additional information in a Notify payload which may be added to an IKEV2 INFORMATIONAL message. Refer to table 8.1.2.3‑1 for more details on what each status type means.

Table 8.1.2.3-1: Private Status Types
	Notify Message
	Value
	Descriptions

	REACTIVATION_REQUESTED_CAUSE 
	40961
	The IPsec tunnel associated to a PDN connection is released with a cause requesting the UE to reestablish the IPsec tunnel for the same PDN Connection after its release. 

	DEVICE_IDENTITY
	xxxxx
	The device identity type and/or identity value are included in the DEVICE_IDENTITY Notify payload as specified in subclause 8.2.x.y.


	*** Next Change ***




	
	

	
	
	
	
	
	
	
	
	

	
	
	

	
	

	
	

	
	

	
	




	


	


	


	








































	


	


	*** Next Change ***


8.2.x
IKEv2 Notify payloads

8.2.x.y
DEVICE_IDENTITY Notify payload

The DEVICE_IDENTITY Notify payload is used to indicate the device identity. The DEVICE_IDENTITY Notify payload type is xxxxx (see subclause 8.1.2.3). 

The DEVICE_IDENTITY Notify payload is coded according to figure 8.2.x.y-1 and table 8.2.x.y-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length 
	5-6

	Identity Type
	7

	Identity Value
	8-n


Figure 8.2.x.y-1: DEVICE_IDENTITY Notify payload format

Table 8.2.x.y-1: DEVICE_IDENTITY Notify payload value

	Octet 1 is defined in IETF RFC 5996 [28]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value xxxxx to indicate the DEVICE_IDENTITY.


	Octet 5 and Octet 6 is the Length field. This field indicates the combined length in octets of the Identity Type and Identity Value fields. 



	Octet 7 is the Identity Type field. This field indicates the type of the device identity.

Identity Type (octet 7)

Bits

7

6

5

4

3

2

1

0

0

0

0

0

0

0

0

0

Reserved

0

0

0

0

0

0

0

1

IMEI

0

0

0

0

0

0

1

0

IMEISV

All other values are reserved.



	Octet 8-n is the Identity Value field indicating the value of the device identity. The Identity value field represents the device identity digits of the corresponding Identity type and is coded using BCD coding. The Identity Value field is optional.

For Identity Type 'IMEI' and 'IMEISV', Identity value digits are coded based on the IMEI and IMEISV structure defined in 3GPP TS 23.003 [3]. IMEI is 15 BCD digits and IMEISV is 16 BCD digits. Both IMEI and IMEISV are TBCD encoded. Bits 5 to 8 of octet i+5 (where i represents the octet of the IMEI(SV) being encoded) encodes digit 2i, bits 1 to 4 of octet i+5 encodes digit 2i-1 (i.e the order of digits is swapped in each octet compared to the digit order defined in 3GPP TS 23.003 [2]). Digits are packed contiguously with no internal padding. For IMEI, bits 5 to 8 of the last octet shall be filled with an end mark coded as '1111'.



	*** Next Change ***























	*** End Change ***


