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* * * First Change * * * *

Endorsement notice

The present document endorses 3GPP TS 24.229 (V7.9.0): "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 7)" [1].

The present document shows the modifications, additions and deletions through the use of underlined and strikethrough text.

For the purpose of the present document clause 1 of [1] applies.

For the purpose of the present document clause 3 of [1] applies except for subclauses 3.1, 3.2, which are replaced by the appropriate subclauses in clause 3 of the present document.

For the purpose of the present document clause 4 of [1] applies, except for clauses 4.1, 4.2 and 4.4.4, which are replaced by the appropriate clauses in clause 4 of the present document.
For the purpose of the present document clause 5 of [1] applies, except for clauses 5.1.1.1, 5.1.1.1A, 5.1.1.2, 5.1.1.3, 5.1.1.4, 5.1.1.5.1, 5.1.1.5.2, 5.1.1.5A, 5.1.1.6, 5.1.1.7, 5.1.2.1, 5.1.2A.1, 5.1.2.A2, 5.1.3.1, 5.1.6.1, 5.1.6.2, 5.1.6.8.1, 5.1.6.8.2, 5.1.6.8.3, 5.1.6.8.4, 5.2.1, 5.2.2, 5.2.4, 5.2.5.1, 5.2.5.2, 5.2.6.2, 5.2.6.3, 5.2.6.4, 5.2.7.2, 5.2.7.3, 5.2.8.1.1, 5.2.8.1.2, 5.2.8.1.4, 5.2.8.3, 5.2.10.1, 5.2.10.2, 5.2.10.3, 5.2.10.4, 5.3.2.1, 5.3.2.1A, 5.4.1.1, 5.4.1.2, 5.4.1.2.1, 5.4.1.2.2, 5.4.1.3, 5.4.1.4, 5.4.1.5, 5.4.1.6, 5.4.1.7, 5.4.2.1.2, 5.4.1.8, 5.4.3.2, 5.4.3.3, 5.4.4.2.1, 5.4.4.2.2, 5.4.6.1.2, 5.4.6.1.3, 5.4.7A.2, 5.4.8.2, 5.4.5.1.2A, 5.5.1, 5.7.1.9, 5.10.2.1, 5.10.2.2, 5.10.2.3, 5.10.3.1, 5.10.3.2, 5.10.3.3, 5.10.4.1, 5.10.4.2 and 5.10.6, which are replaced by the appropriate clauses in clause 5 of the present document. In addition clauses 5.1.1.1B, 5.1.1.2A, 5.1.1.4A, 5.1.1.5.1A, 5.1.1.5.1B, 5.1.1.6A, 5.2.2A 5.4.1.2A.1 and 5.10.5 are added.

For the purpose of the present document clause 6 of [1] applies, except for clauses 6.1.1, 6.1.2 and 6.2 , which are replaced by the appropriate clauses in clause 6 of the present document.

For the purpose of the present document clause 7 of [1] applies, except for clauses 7.2A.4, 7.2A.5.2.2, 7.2A.9.2, 7.2A.10.3, 7.2A.5.2.1, 7.2A.12, 7.2A.13, 7.6.1, 7.6.2, 7.6.3, 7.9.2, and 7.9.3, which is replaced by the appropriate clause in clause 7 of the present document.

For the purpose of the present document clause 9 of [1] applies.

For the purpose of the present document annex A of [1] applies, except for clauses A.1.3, A.2.1.2, A.2.1.3, A.2.1.4.1, A.2.1.4.4, A.2.1.4.6, A.2.1.4.7, A.2.1.4.7A, A.2.1.4.8, A.2.1.4.9, A.2.1.4.10, A.2.1.4.10A, A.2.1.4.11, A2.1.4.12, A.2.1.4.13, A.2.1.4.14, A.2.2.4.3, A.2.2.2, A.2.2.3, A.2.2.4.6, A.2.2.4.7A, A.2.2.4.8, A.2.2.4.9, A.2.2.4.11, A.2.2.4.12, A.2.2.4.13, A.2.2.14A.2.2.4.7 and A.3.2.1 and A.3.3.1 which are replaced by the appropriate clauses in annex A of the present document.

For the purpose of the present document annex B of [1] applies, except for subclause B.2.2.1 which is replaced by the appropriate subclause in annex B. In addition subclause B.2A.2 and B.2.2.6 are is added.
For the purpose of the present document annex C of [1] applies, except for the addition of clause C.4.

For the purpose of the present document annex F of [1] is replaced with annex F of the present document.

For the purpose of the present document annex G of [1] is replaced with annex G of the present document.

For the purpose of the present document annex I of [1] applies.

For the purpose of the present document annex J of [1] applies, except for clauses J.1 and J.2 which are replaced by the appropriate clauses in annex J of the present document. In addition clause J.9A is added.

For the purpose of the present document annex F of [1] applies, except for clauses F.2.1.2.2, F.2.1.2.4, F.4.1 and F.4.2 which are replaced as indicated in the appropriate clauses in annex F of the present document.
For the purpose of the present document annex F of [1] applies with the addition of clause F.4A.
* * * Next Change * * * *

5.4.1.2.2
Protected REGISTER

Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" parameter in the Authorization header set to "yes". 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initial REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; and

2)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall check whether the public user identity received in the To header is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 5 below. Otherwise, the S-CSCF shall proceed beginning with step 6 below.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2)
stop timer reg-await-auth;

3)
check whether an Authorization header is included, containing:

a)
the private user identity of the user in the username field;

b)
the algorithm which is AKAv1-MD5 in the algorithm field; and

c)
the authentication challenge response needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;

4)
check whether the received authentication challenge response and the expected authentication challenge response (calculated by the S-CSCF using XRES and other parameters as described in RFC 3310 [49]) match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if the challenge response received from the UE and the expected response calculated by the S-CSCF match;

5)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header and all associated URI parameters, with the exception of the URI "pub-gruu" and "temp-gruu" parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a +sip.instance header parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3.

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

7)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

8)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

9)
store the icid parameter received in the P-Charging-Vector header;

10)
if an orig-ioi parameter is received in the P-Charging-Vector header, store the value of the received orig-ioi parameter;

NOTE 5:
Any received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the network from which the request was sent.

11)
create a 200 (OK) response for the REGISTER request, including:

a)
the list of received Path headers;

b)
a P-Associated-URI header containing the list of the registered public user identity and its associated set of implicitly registered public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then it shall populate the P-Associated-URI header entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header;

NOTE 6:
The P-Associated-URI header lists only the public user identity and its associated set of implicitly registered public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in the RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities, the P-Associated-URI header lists only the registered public user identity itself, rather than an empty P-Associated-URI header as specified in RFC 3455 [52].
c)
a Service-Route header containing:

-
the SIP URI identifying the S-CSCF containing an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI; and,

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;
NOTE 7:
In accordance with the procedures described in RFC 3608 [38], an IBCF does not insert its own routable SIP URI to the Service-Route header field.
d)
a P-Charging-Function-Addresses header containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 1 term-ioi parameter. The S-CSCF shall set the type 1 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi;

f)
a Contact header listing all contact addresses for this public user identity, including all saved header and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request, and

g)
gruus in the Contact header. If the REGISTER request contained a Required or Supported header containing the value "gruu" then for each contact address in the contact header that has a +sip.instance header parameter, add "pub-gruu" and "temp-gruu" header parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header in the REGISTER request and the instance ID contained in the +sip.instance parameter.

NOTE 87:
There might be other contact addresses available, that other UEs have registered for the same public user identity.

12)
send the so created 200 (OK) response to the UE;

13)
for all service profiles in the implicit registration set send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event; and,

NOTE 98:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 109:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

14)
consider the public user identity being registered to be bound to the contact address specified in the Contact header for the duration indicated in the Expires header.

* * * Next Change * * * *

5.10.2.1
Registration

When IBCF receives a REGISTER request, the IBCF shall:

1)
voidif network topology hiding is required, then apply the encryption procedures for the Path header as described in subclause 5.10.4.1;

2)
if network topology hiding is required or IBCF is configured to perform application level gateway and/or transport plane control functionalities, then the IBCF shall add its own routeable SIP URI to the top of the Path header; and

NOTE 1:
The IBCF can include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF can encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 2:
Any subsequent request that includes the direction indicator (in the Route header) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

NOTE 3:
In accordance with the procedures described in RFC 3608 [38], an IBCF does not insert its own routeable SIP URI to the Service-Route header.

3)
select an entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the IBCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the IBCF shall select a new entry point and forward the original REGISTER request. 

NOTE 34:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the IBCF. The entry point can be an IBCF or an I-CSCF.
If the IBCF fails to forward the REGISTER request to any entry point, the IBCF shall send back a 504 (Server Time-Out) response to the P-CSCF, in accordance with the procedures in RFC 3261 [26].

* * * Next Change * * * *

5.10.3.1
Registration

When IBCF receives a REGISTER request, the IBCF shall:

1)
verify if it arrived from a trusted domain or not. If the request arrived from an untrusted domain, respond with 403 (Forbidden) response;

NOTE 1:
The IBCF can find out whether the request arrived from a trusted domain or not, from the procedures described in 3GPP TS 33.210 [19A].

2)
if network topology hiding, or screening of SIP signalling, is required or IBCF is configured to perform application level gateway and/or transport plane control functionalities, add its own routeable SIP URI to the top of the Path header; and

NOTE 2:
The IBCF can include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF can encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 3:
Any subsequent request that includes the direction indicator (in the Route header) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

NOTE 4:
In accordance with the procedures described in RFC 3608 [38], an IBCF does not insert its own routable SIP URI to the Service-Route header.

3)
If IBCF is colocated with an I-CSCF, or it has a preconfigured I-CSCF to be contacted, forward the request to that I-CSCF. Otherwise select an I-CSCF and forward the request to that I-CSCF.

NOTE 45: The selection of an I-CSCF can lead to additional delays.

If the selected I-CSCF:

-
does not respond to the REGISTER request and its retransmissions by the IBCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the IBCF shall select a new I-CSCF and forward the original REGISTER request. 

NOTE 5:
The list of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or provisioned in the IBCF.
If the IBCF fails to forward the REGISTER request to any I-CSCF, the IBCF shall send back a 504 (Server Time-Out) response towards the P-CSCF, in accordance with the procedures in RFC 3261 [26].

* * * Next Change * * * *

5.10.4.1
General

NOTE 1:
THIG functionality is performed in I-CSCF in Release-5 and Release-6 and is compatible with the procedures specified in this subclause.

The following procedures shall only be applied if network topology hiding is required by the network. The network requiring network topology hiding is called the hiding network.

NOTE 2:
Requests and responses are handled independently therefore no state information is needed for that purpose within an IBCF.

The IBCF shall apply network topology hiding to all headers which reveal topology information, such as Via, Route, and Record-Route, Service-Route, and Path.

NOTE 3:
If the P-CSCF is located in the visited network and in order to allow the subscription initiated by the P-CSCF to the user's registration-state event package, the IBCF cannot apply network topology hiding on the Path header field contained in the REGISTER request.

NOTE 4:
In order to allow the roaming UE to perform restoration procedures when the S-CSCF rejects the served user initiated request, the IBCF cannot apply network topology hiding on the Service-Route header field contained in a 200 (OK) response for the REGISTER request.

Upon receiving an incoming REGISTER request for which network topology hiding has to be applied and which includes a Path header, the IBCF shall add the routeable SIP URI of the IBCF to the top of the Path header. The IBCF may include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF may encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 53:
Any subsequent request that includes the direction indicator (in the Route header) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

Upon receiving an incoming initial request for which network topology hiding has to be applied and which includes a Record-Route header, the IBCF shall add its own routeable SIP URI to the top of the Record-Route header.

* * * Next Change * * * *

5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
construct a hostname that is the encrypted string;

5)
append a "tokenized-by" parameter and set it to the value of the encrypting network's name, after the constructed hostname;

6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Path, Service-Route, Route and Record-Route headers;

7)
if the IBCF encrypted an entry in the Route header, then it also inserts its own URI before the topmost encrypted entry; and

8)
if the IBCF encrypted an entry in the Via header, then it also inserts its own URI before the topmost encrypted entry.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr);











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route:
sip:ibcf1.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr);tokenized-by=home1.net

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,





sip:ibcf1.home1.net;lr,





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net

* * * End of Changes * * * *

