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* * * First Change * * * *

5.20.2
End-to-end security for TCP-based media using TLS

The e2e protection of the TCP based media relies on the usage of TLS (see IETF RFC 5246 [32]), according to the TLS profile specified in Annex E of 3GPP TS 33.310 [47] and Annex M of 3GPP TS 33.328 [31].

The end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP) is based on the pre-shared key ciphersuites for TLS (specified in IETF RFC 4279 [34] and with the profile defined in Annex H of 3GPP TS 33.328 [31]) and the MIKEY-TICKET mechanism (specified in IETF RFC 6043 [33] with the profiling of the tickets and procedures given in 3GPP TS 33.328 [31].

The Pre-Shared Key (PSK) is the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that shall be used in the TLS handshake.

NOTE 1:
The Security Parameters Index (SPI) in the CS points to a TEK Generation Key (TGK) that is used to derive the TEK for the crypto session using the CS ID (and some other parameters). The SPI could also point to a TEK directly.

If the MRFC and the MRFP support and are configured to use the e2e protection of the TCP based media using the pre-shared key ciphersuites for TLS and the MIKEY-TICKET mechanism, the following functional requirements apply.

The list of pre-shared key ciphersuites for TLS supported by the MRFP shall be preconfigured in the MRFC.

According to the TLS profile specified in Annex E of 3GPP TS 33.310 [47], the MRFP shall accept TLS renegotiation only if it is secured according to IETF RFC 5746 [46].

NOTE 2:
IETF RFC 5746 [46] defines a "TLS secure renegotiation" procedure, which leaves the definition of a basic TLS renegotiation still open. H.248 based support to enable the MRFC to allow or not allow the MRFP to perform client initiated or server initiated TLS renegotiation is not addressed in the present release. The behaviour of the MRFP for "TLS session renegotiation" procedure is hence not further defined in the present release.

The MRFC acting as the session initiator shall:

-
prepare the media security offer in the SDP body of the SIP INVITE request;

-
include a single crypto session of type TLS in the TRANSFER_INIT message according to procedures specified in 3GPP TS 33.328 [31]; and

NOTE 3:
Depending on the KMS and a local policy, the MRFC will either interact with the KMS to obtain keys and the MIKEY-TICKET ticket usable for the served UE or will create the ticket by itself. In the latter case, MIKEY-TICKET mode 3 as specified in IETF RFC 6043 [33] is used, and the MRFC will then perform all key and ticket generation functions otherwise performed by the KMS.

-
insert in the SDP offer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [35] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message.

Upon receipt of the SIP response with the SDP answer the MRFC shall check that the responder is authorized before completing the media security setup. If the MRFC notices that the other endpoint is not as expected, the MRFC shall abort the session setup. Otherwise the MRFC shall derive the PSK and shall send it to the MRFP.

Upon receipt of the SIP INVITE request with the SDP offer containing the media security offer and the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [35] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message the MRFC shall:

-
check if it is authorized to resolve the ticket and if that is the case the MRFC interacts with the KMS to resolve the ticket and receive keys;

-
include the MIKEY-TICKET response in the generated TRANSFER_RESP message;

-
insert in the SDP answer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [35] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_RESP message; and

-
shall derive the PSK and shall send it to the MRFP.

The MRFC acting as the session initiator or the session responder shall:

-
determine via SDP negotiation as specified in IETF RFC 4145 [36] if the MRFP needs to act as TCP client or server;

-
request the MRFP to start the TCP connection establishment if the MRFP needs to act as TCP client;

-
determine via SDP negotiation if the MRFP needs to act as TLS client or server as specified in the subclauses below;

NOTE 4: 
The determination of the TLS client/server role relies on different rules for MSRP and BFCP.

-
if the MRFP needs to act as TLS client, request the MRFP to start the TLS session setup once the TCP connection is established towards the served UE; and

-
apply additional specific procedures specified for the MSRP in subclause 5.20.3 or for the BFCP in subclause 5.20.4.

The MRFP shall:

-
upon request from the MRFC, start a TCP connection establishment by sending a TCP SYN;

-
release the underlying TCP bearer connection as soon as the TLS session is released;

-
be capable to support both the TLS server and TLS client roles;

-
when being instructed to start the TLS session setup, act as a TLS client and establish the TLS session as soon as the underlying TCP bearer connection is established;

-
uniquely associate the PSK received from the MRFC with the corresponding TCP based media stream;

-
use the received PSK in the TLS handshake; and

-
apply additional specific procedures specified for the MSRP in subclause 5.20.3 or for the BFCP in subclause 5.20.4.

* * * End of Changes * * * *

