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[bookmark: _Toc374706381]* * * First Change * * * *
[bookmark: _Toc381009153]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[6]	IETF RFC 5447 "Diameter Mobile IPv6: Support for Network Access Server to Diameter Server Interaction".
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[13]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
[14]	3GPP TS 23.003: "Numbering, addressing and identification".
[15]	IETF RFC 4282: "The Network Access Identifier".
[16]	3GPP TS 33.203: "3G security; Access security for IP-based services".
[17]	3GPP TS 29.230: "Diameter applications; 3GPP specific codes and identifiers".
[18]	IETF RFC 4004: "Diameter Mobile IPv4 Application".
[19]	3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".
[20]	IETF RFC 4006: "Diameter Credit-Control Application".
[21]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; System description".
[22]	3GPP TS 29.228: "IP multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and Message Elements".
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[24]	3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; Protocol details".
[25]	3GPP2 X. S0057-B: "EUTRAN – eHRPD Connectivity and Interworking: Core Network Aspects".
[26]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks".
[27]	IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[28]	IETF RFC 6611: "Mobile IPv6 (MIPv6) Bootstrapping for the Integrated Scenario".
[29]	3GPP TS 29.272: "Evolved Packet System; MME and SGSN Related Interfaces Based on Diameter Protocol".
[30]	3GPP TS 32.299: "Charging management; Diameter charging applications".
[31]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[32]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[33]	3GPP TS 29.234: "3GPP System to Wireless Local Area Network (WLAN) interworking".
[34]	3GPP TS 29.303: "Domain Name System Procedures; Stage 3".
[35]	IETF RFC 1035: "Domain Names - Implementation and Specification".
[36]	Void. 
[37]	IETF RFC 5729: "Clarifications on the Routing of Diameter Requests Based on the Username and the Realm".
[38]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".
[39]	3GPP TS 23.139: "3GPP System-Fixed Broadband Access Network Interworking; Stage 2".
[40]	IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[41]	Void.
[42]	Void.
[43]	3GPP TS 24.139: "3GPP system - fixed broadband access network interworking".
[44]	IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)". 
[45]	3GPP TS 23.203: "Policy and Charging Control Architecture".
[46]	IETF RFC 5580: "Carrying Location Objects in RADIUS and Diameter".
[xx] 	IETF draft-ietf-dime-ovli-02: "Diameter Overload Indication Conveyance".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
* * * Next Change * * * *
[bookmark: _Toc381009363]8.2.2.1	Authentication Procedure
The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. This corresponds to section 8.1.2.1.
Message Format
< Multimedia-Auth-Request > ::=  < Diameter Header: 303, REQ, PXY, 16777265 >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ User-Name }
[ RAT-Type ]
[ ANID ]
[ Visited-Network-Identifier]
[ Terminal-Information ]
{ SIP-Auth-Data-Item }
{ SIP-Number-Auth-Items } 
[AAA-Failure-Indication ]
[ OC-Supported-Features ]
*[ Supported-Features ]
…
*[ AVP ]


The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the 'R' bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].
Message Format
< Multimedia-Auth-Answer > ::=  < Diameter Header: 303, PXY, 16777265 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ User-Name}
[ SIP-Number-Auth-Items ]
*[ SIP-Auth-Data-Item ]
[ 3GPP-AAA-Server-Name ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
…
*[ AVP ]


* * * Next Change * * * *
8.2.2.3	Non-3GPP IP Access Registration Procedure
The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS; this corresponds to section 8.1.2.2.2. This command is also sent by the 3GPP AAA Server to restore the registration data and the dynamic data previously stored in HSS, which may have been lost after a restart; this corresponds to section 8.1.2.4.2.
Message Format

< Server-Assignment-Request > ::= 	< Diameter Header: 301, REQ, PXY, 16777265 >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm }
[ Service-Selection ]
[ Context-Identifier ]
[ MIP6-Agent-Info ] 
[ Visited-Network-Identifier ]
{ User-Name}
{ Server-Assignment-Type }
*[ Active-APN ]
[ OC-Supported-Features ]
*[ Supported-Features ]
…
*[ AVP ]

[bookmark: SAA]The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de‑registration, user profile download or restoration procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].
Message Format
< Server-Assignment-Answer > ::=		< Diameter Header: 301, PXY, 16777265 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ User-Name}
[ Non-3GPP-User-Data ]
[ 3GPP-AAA-Server-Name ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
…
*[ AVP ]

* * * Next Change * * * *
[bookmark: _Toc381009365][bookmark: _Toc381009368]8.2.3.0	General
The following table describes the Diameter AVPs defined for the SWx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 8.2.3.0/1: Diameter SWx AVPs
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	Non-3GPP-User-Data
	1500
	8.2.3.1
	Grouped
	M,V
	
	
	P

	Non-3GPP-IP-Access
	1501
	8.2.3.3
	Enumerated
	M,V
	
	
	P

	Non-3GPP-IP-Access-APN
	1502
	8.2.3.4
	Enumerated
	M,V
	
	
	P

	ANID
	1504
	5.2.3.7
	UTF8String
	M,V
	
	
	P

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M,P

	PPR-Flags
	1508
	8.2.3.17
	Unsigned32
	V
	
	
	M,P

	TWAN-Default-APN-Context-Id
	1512
	8.2.3.18
	Unsigned32
	V
	
	
	M,P

	TWAN-Access-Info
	1510
	8.2.3.19
	Grouped
	V
	
	
	M,P

	Access-Authorization-Flags
	1511
	8.2.3.20
	Unsigned32
	V
	
	
	M,P

	WLAN-Identifier
	1509
	5.2.3.18
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	AAA-Failure-Indication
	1518
	8.2.3.21
	Unsigned32
	V
	
	
	M,P

	Access-Network-Info
	1524
	5.2.3.24
	Grouped
	V
	
	
	M,P

	NOTE 1:	The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



The following table describes the Diameter AVPs re-used by the SWx interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWx. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 
Table 8.2.3.0/2: SWx re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Name
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	MIP6-Feature-Vector
	IETF RFC 5447 [6]
	
	

	Service-Selection
	IETF RFC 5778 [11]
	
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	
	

	RAT-Type
	3GPP TS 29.212 [23]
	
	

	Visited-Network-Identifier
	3GPP TS 29.229 [24]
	
	

	SIP-Number-Auth-Items
	3GPP TS 29.229 [24]
	
	

	SIP-Item-Number
	3GPP TS 29.229 [24]
	
	

	SIP-Auth-Data-Item
	3GPP TS 29.229 [24]
	
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [24]
	
	

	SIP-Authenticate
	3GPP TS 29.229 [24]
	
	

	SIP-Authorization
	3GPP TS 29.229 [24]
	
	

	Confidentiality-Key
	3GPP TS 29.229 [24]
	
	

	Integrity-Key
	3GPP TS 29.229 [24]
	
	

	Server-Assignment-Type
	3GPP TS 29.229 [24]
	
	

	Deregistration-Reason
	3GPP TS 29.229 [24]
	
	

	Supported-Features
	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	
	

	Feature-List
	3GPP TS 29.229 [24]
	
	

	APN-Configuration
	3GPP TS 29.272 [29]
	
	

	Context-Identifier
	3GPP TS 29.272 [29]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	AMBR
	3GPP TS 29.272 [29]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Trace-Reference
	3GPP TS 29.272 [29]
	
	

	Trace-Data
	3GPP TS 29.272 [29]
	
	

	Active-APN
	3GPP TS 29.272 [29]
	
	

	3GPP-AAA-Server-Name
	3GPP TS 29.234 [33]
	
	

	TWAN-BSSID
	3GPP TS 32.299 [30]
	
	

	Location-Information
	IETF RFC 5580 [46]
	
	

	Location-Data
	IETF RFC 5580 [46]
	
	

	Operator-Name
	IETF RFC 5580 [46]
	
	

	Local-Time-Zone
	3GPP TS 29.272 [29]
	
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-02 [xx]
	See section 8.2.3.x
	Must not set

	OC-OLR
	IETF draft-ietf-dime-ovli-02 [xx]
	See section 8.2.3.y
	Must not set

	NOTE 1: 	The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.

* * * Next Change * * * *
[bookmark: _Toc374706203]8.2.3.x	OC-Supported-Features
The OC-Supported-Features AVP is of type Grouped and it is defined in IETF draft-ietf-dime-ovli-02 [xx]. This AVP is used to support Diameter overload control mechanism, see Annex X for more information.
8.2.3.y	OC-OLR
The OC-OLR AVP is of type Grouped and it is defined in IETF draft-ietf-dime-ovli-02 [xx]. This AVP is used to support Diameter overload control mechanism, see Annex X for more information.

* * * Next Change * * * *
Annex X (normative):
Diameter overload control mechanism
X.1	General
IETF draft-ietf-dime-ovli-02 [xx] specifies a Diameter overload control mechanism which includes the definition and the transfer of related AVPs between Diameter nodes.
X.2	SWx interface
X.2.1	General
The Diameter overload control mechanism is an optional feature over the SWx interface.
It is recommended to make use of IETF draft-ietf-dime-ovli-02 [xx] on the SWx interface where, when applied, the 3GPP AAA server shall behave as a reacting node and the HSS as a reporting node.
X.2.2	HSS behaviour
The HSS requests traffic reduction from the 3GPP AAA server when it is in an overload situation, by including OC-OLR AVP in answer commands as described in IETF draft-ietf-dime-ovli-02 [xx].
The HSS identifies that it is in an overload situation by implementation specific means. For example, the HSS may take into account the traffic over the SWx interfaces or other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources etc.
The HSS determines the specific contents of the OC-OLR AVP in overload reports and the HSS decides when to send OC-OLR AVPs by implementation specific means.
X.2.3	3GPP AAA server behaviour
The 3GPP AAA server applies required traffic reduction received in answer commands to subsequent applicable requests, as per IETF draft-ietf-dime-ovli-02 [xx].
Requested traffic reduction is achieved by the 3GPP AAA server by implementation specific means. For example, it may implement message throttling with prioritization.
The 3GPP AAA server, when requested to apply traffic reduction over the SWx interface, may request traffic reduction over the interfaces (e.g STa, SWm, S6b) towards the access nodes if the Diameter overload control mechanism is supported on these interfaces. 
Annex Z gives guidance on message prioritisation over the SWx interface.
* * * Next Change * * * *
Annex Z (Informative):
Diameter overload control node behaviour
Z.1	Introduction
Annex Z gives guidance on the Diameter overload control node behaviours regarding message prioritisation over non 3GPP access interfaces.
Z.2		Message prioritization over SWx
This clause gives an analysis of possible behaviours of the 3GPP AAA server regarding message prioritisation as guidance and for an informative purpose.
When the HSS is overloaded, the 3GPP AAA server will receive overload reports from the HSS requesting a reduction of the requests sent by the 3GPP AAA server. This will apply to MAR and SAR requests.
The 3GGP AAA server can consider some messages with a lower or a higher priority; lower priority messages will be candidates for throttling before higher priority messages.
The 3GGP AAA server can take into account   if it has already registered the user:
· if the user is not already registered in the 3GGP AAA server, the 3GGP AAA server gives a lower priority to  the MAR command to be sent to the HSS. This will correspond to the following cases:
-	 the user is not registered for non 3GPP access  in the HSS and is doing an attach on a non 3GPP access;
-	 the user is not registered for non 3GPP access  in the HSS and is doing an hand over from a 3GPP access; if the MAR command is throttled, the PDN connection will be then maintained  in  the 3GPP access;
- 	the user is registered in the HSS but with another  3GPP AAA server, apart a restoration case (see further), this relates to a new session. There is nevertheless a limitation for an inter RAT mobility between non 3GPP accesses when such a MAR is throttled, this is considered as acceptable;
-	after a not throttled and successful MAR, the subsequent requests (SARs) have a higher priority, otherwise it would mean that the initial MAR command processed by the (overloaded) HSS has been useless. An example is the call flow described in 3GPP TS 29.273 [yy] Annex Y;
-	if the user is registered in the 3GPP AAA server, the 3GGP AAA server gives a higher  priority to the MAR or SAR commands to be sent to the HSS as to maintain the service to the user;
-	nevertheless, if a SAR indicates a PGW_UPDATE and  is related to an additional Diameter session over S6b for the user, so to establish an additional PDN connection, a lower priority may be given to this SAR; 
-	in a restoration procedure due to the failure of the old 3GGP AAA server, the new 3GPP AAA server is informed of such a restoration procedure by the presence of the AAA-Failure-Indication AVP in the request received from the access.  As restoration procedures may be a source of a high signalling traffic and contribute to a HSS overload, the new 3GPP AAA server may give a lower priority to such MAR messages; 
-	the deregistration of the user by the 3GPP AAA server has a higher priority as releasing resources in the HSS.

* * * End of Changes * * * *
