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7.2.3
Update-Location-Request (ULR) Command

The Update-Location-Request (ULR) command, indicated by the Command-Code field set to 316 and the "R" bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Update-Location-Request> ::=
< Diameter Header: 316, REQ, PXY, 16777251 >

< Session-Id >
[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ User-Name }

 [ OC-Supported-Features ]
*[ Supported-Features ]

[ Terminal-Information ]

{ RAT-Type }
{ ULR-Flags }

[UE-SRVCC-Capability  ]

{ Visited-PLMN-Id }

[ SGSN-Number ] 
[ Homogeneous-Support-of-IMS-Voice-Over-PS-Sessions ] 
[ GMLC-Address ]
*[ Active-APN ] 
[ Equivalent-PLMN-List ]
[ MME-Number-for-MT-SMS ]
[ SMS-Register-Request ]
[ SGs-MME-Identity ]

[ Coupled-Node-Diameter-ID ]
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

7.2.4
Update-Location-Answer (ULA) Command

The Update-Location-Answer (ULA) command, indicated by the Command-Code field set to 316 and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Update-Location-Answer> ::=
< Diameter Header: 316, PXY, 16777251 >


< Session-Id >

[ Vendor-Specific-Application-Id ]

[ Result-Code ]

[ Experimental-Result ] 

[ Error-Diagnostic ] 

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
[  ULA-Flags ]
[ Subscription-Data ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

7.2.5
Authentication-Information-Request (AIR) Command

The Authentication-Information-Request (AIR) command, indicated by the Command-Code field set to 318 and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Authentication-Information-Request> ::=
< Diameter Header: 318, REQ, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }
[ OC-Supported-Features ]
*[Supported-Features]

[ Requested-EUTRAN-Authentication-Info ]
[ Requested-UTRAN-GERAN-Authentication-Info ]
{ Visited-PLMN-Id }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

7.2.6
Authentication-Information-Answer (AIA) Command

The Authentication-Information-Answer (AIA) command, indicated by the Command-Code field set to318 and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Authentication-Information-Answer> ::=
< Diameter Header: 318, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]
[ Result-Code ]

[ Experimental-Result ] 

[ Error-Diagnostic ] 

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ OC-Supported-Features ]
[ OC-OLR ]
* [Supported-Features] 

[ Authentication-Info ]*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *

7.2.13
Purge-UE-Request (PUR) Command

The Purge-UE-Request (PUR) command, indicated by the Command-Code field set to 321 and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Purge-UE-Request> ::=
< Diameter Header: 321, REQ, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }
[ OC-Supported-Features ]
[ PUR-Flags ]
*[ Supported-Features ]
[ EPS-Location-Information ]
*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

7.2.14
Purge-UE-Answer (PUA) Command

The Purge-UE-Answer (PUA) command, indicated by the Command-Code field set to 321 and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Purge-UE-Answer> ::=
< Diameter Header: 321, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]
*[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ OC-Supported-Features ]
[ OC-OLR ]
[ PUA-Flags ]
*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

7.2.17
Notify-Request (NOR) Command

The Notify-Request (NOR) command, indicated by the Command-Code field set to 323 and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Notify-Request> ::=
< Diameter Header: 323, REQ, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }
[ OC-Supported-Features ]
* [ Supported-Features ]

[ Terminal-Information ]

[ MIP6-Agent-Info ] 
[ Visited-Network-Identifier ]
[ Context-Identifier ]
[Service-Selection]
[ Alert-Reason ]
[ UE-SRVCC-Capability ]
[ NOR-Flags ]

[ Homogeneous-Support-of-IMS-Voice-Over-PS-Sessions ]
*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *
7.2.18
Notify-Answer (NOA) Command

The Notify-Answer (NOA) command, indicated by the Command-Code field set to 323 and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Notify-Answer> ::=
< Diameter Header: 323, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]
[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *

7.3.1
General
The following table specifies the Diameter AVPs defined for the S6a/S6d interface protocol, the S7a/S7d interface protocol and the S13/S13' interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32, e.g., ULR-Flags, DSR-Flags, PUA-Flags, etc., bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used.
Table 7.3.1/1: S6a/S6d, S7a/S7d and S13/S13' specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Subscription-Data
	1400
	7.3.2
	Grouped
	M, V
	
	
	
	No

	Terminal-Information
	1401
	7.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	1402
	7.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	1403
	7.3.5
	UTF8String
	M, V
	
	
	
	No

	QoS-Subscribed
	1404
	7.3.77
	OctetString
	M, V
	
	
	
	No

	ULR-Flags
	1405
	7.3.7
	Unsigned32
	M, V
	
	
	
	No

	ULA-Flags
	1406
	7.3.8
	Unsigned32
	M, V
	
	
	
	No

	Visited-PLMN-Id
	1407
	7.3.9
	OctetString
	M, V
	
	
	
	No

	Requested-EUTRAN-Authentication-Info
	1408
	7.3.11
	Grouped
	M, V
	
	
	
	No

	Requested-UTRAN- GERAN-Authentication-Info
	1409
	7.3.12
	Grouped
	M, V
	
	
	
	No

	Number-Of-Requested-Vectors
	1410
	7.3.14
	Unsigned32
	M, V
	
	
	
	No

	Re-Synchronization-Info
	1411
	7.3.15
	OctetString
	M, V
	
	
	
	No

	Immediate-Response-Preferred
	1412
	7.3.16
	Unsigned32
	M, V
	
	
	
	No

	Authentication-Info
	1413
	7.3.17
	Grouped
	M, V
	
	
	
	No

	E-UTRAN-Vector
	1414
	7.3.18
	Grouped
	M, V
	
	
	
	No

	UTRAN-Vector
	1415
	7.3.19
	Grouped
	M, V
	
	
	
	No

	GERAN-Vector
	1416
	7.3.20
	Grouped
	M, V
	
	
	
	No

	Network-Access-Mode
	1417
	7.3.21
	Enumerated
	M, V
	
	
	
	No

	HPLMN-ODB
	1418
	7.3.22
	Unsigned32
	M, V
	
	
	
	No

	Item-Number
	1419
	7.3.23
	Unsigned32
	M, V
	
	
	
	No

	Cancellation-Type
	1420
	7.3.24
	Enumerated
	M, V
	
	
	
	No

	DSR-Flags
	1421
	7.3.25
	Unsigned32
	M, V
	
	
	
	No

	DSA-Flags
	1422
	7.3.26
	Unsigned32
	M, V
	
	
	
	No

	Context-Identifier
	1423
	7.3.27
	Unsigned32
	M, V
	
	
	
	No

	Subscriber-Status
	1424
	7.3.29
	Enumerated
	M, V
	
	
	
	No

	Operator-Determined-Barring
	1425
	7.3.30
	Unsigned32
	M, V
	
	
	
	No

	Access-Restriction-Data
	1426
	7.3.31
	Unsigned32
	M, V
	
	
	
	No

	APN-OI-Replacement
	1427
	7.3.32
	UTF8String
	M, V
	
	
	
	No

	All-APN-Configurations-Included-Indicator
	1428
	7.3.33
	Enumerated
	M, V
	
	
	
	No

	APN-Configuration-Profile
	1429
	7.3.34
	Grouped
	M, V
	
	
	
	No

	APN-Configuration
	1430
	7.3.35
	Grouped
	M, V
	
	
	
	No

	EPS-Subscribed-QoS-Profile
	1431
	7.3.37
	Grouped
	M, V
	
	
	
	No

	VPLMN-Dynamic-Address-Allowed
	1432
	7.3.38
	Enumerated
	M, V
	
	
	
	No

	STN-SR
	1433
	7.3.39
	OctetString
	M, V
	
	
	
	No

	Alert-Reason
	1434
	7.3.83
	Enumerate
	M, V
	
	
	
	No

	AMBR
	1435
	7.3.41
	Grouped
	M, V
	
	
	
	No

	CSG-Subscription-Data
	1436
	7.3.78
	Grouped
	M. V
	
	
	
	No

	CSG-Id
	1437
	7.3.79
	Unsigned32
	M, V
	
	
	
	No

	PDN-GW-Allocation-Type
	1438
	7.3.44
	Enumerated
	M, V
	
	
	
	No

	Expiration-Date
	1439
	7.3.80
	Time
	M, V
	
	
	
	No

	RAT-Frequency-Selection-Priority-ID
	1440
	7.3.46
	Unsigned32
	M, V
	
	
	
	No

	IDA-Flags
	1441
	7.3.47
	Unsigned32
	M, V
	
	
	
	No

	PUA-Flags
	1442
	7.3.48
	Unsigned32
	M, V
	
	
	
	No

	NOR-Flags
	1443
	7.3.49
	Unsigned32
	M, V
	
	
	
	No

	User-Id
	1444
	7.3.50
	UTF8String
	V
	
	
	M
	No

	Equipment-Status
	1445
	7.3.51
	Enumerated
	M, V
	
	
	
	No

	Regional-Subscription-Zone-Code
	1446
	7.3.52
	OctetString
	M, V
	
	
	
	No

	RAND
	1447
	7.3.53
	OctetString
	M, V
	
	
	
	No

	XRES
	1448
	7.3.54
	OctetString
	M, V
	
	
	
	No

	AUTN
	1449
	7.3.55
	OctetString
	M, V
	
	
	
	No

	KASME
	1450
	7.3.56
	OctetString
	M, V
	
	
	
	No

	Trace-Collection-Entity
	1452
	7.3.98
	Address
	M, V
	
	
	
	No

	Kc
	1453
	7.3.59
	OctetString
	M, V
	
	
	
	No

	SRES
	1454
	7.3.60
	OctetString
	M, V
	
	
	
	No

	PDN-Type
	1456
	7.3.62
	Enumerated
	M, V
	
	
	
	No

	Roaming-Restricted-Due-To-Unsupported-Feature
	1457
	7.3.81
	Enumerated
	M, V
	
	
	
	No

	Trace-Data
	1458
	7.3.63
	Grouped
	M, V
	
	
	
	No

	Trace-Reference
	1459
	7.3.64
	OctetString
	M, V
	
	
	
	No

	Trace-Depth
	1462
	7.3.67
	Enumerated
	M, V
	
	
	
	No

	Trace-NE-Type-List
	1463
	7.3.68
	OctetString
	M, V
	
	
	
	No

	Trace-Interface-List
	1464
	7.3.69
	OctetString
	M, V
	
	
	
	No

	Trace-Event-List
	1465
	7.3.70
	OctetString
	M, V
	
	
	
	No

	OMC-Id
	1466
	7.3.71
	OctetString
	M, V
	
	
	
	No

	GPRS-Subscription-Data
	1467
	7.3.72
	Grouped
	M, V
	
	
	
	No

	Complete-Data-List-Included-Indicator
	1468
	7.3.73
	Enumerated
	M, V
	
	
	
	No

	PDP-Context
	1469
	7.3.74
	Grouped
	M, V
	
	
	
	No

	PDP-Type
	1470
	7.3.75
	OctetString
	M, V
	
	
	
	No

	3GPP2-MEID
	1471
	7.3.6
	OctetString
	M, V
	
	
	
	No

	Specific-APN-Info
	1472
	7.3.82
	Grouped
	M, V
	
	
	
	No

	LCS-Info
	1473
	7.3.84
	Grouped
	M, V
	
	
	
	No

	GMLC-Number
	1474
	7.3.85
	OctetString
	M, V
	
	
	
	No

	LCS-PrivacyException
	1475
	7.3.86
	Grouped
	M, V
	
	
	
	No

	SS-Code
	1476
	7.3.87
	OctetString
	M, V
	
	
	
	No

	SS-Status
	1477
	7.3.88
	Grouped
	M, V
	
	
	
	No

	Notification-To-UE-User
	1478
	7.3.89
	Enumerated
	M, V
	
	
	
	No

	External-Client
	1479
	7.3.90
	Grouped
	M, V
	
	
	
	No

	Client-Identity
	1480
	7.3.91
	OctetString
	M, V
	
	
	
	No

	GMLC-Restriction
	1481
	7.3.92
	Enumerated
	M, V
	
	
	
	No

	PLMN-Client
	1482
	7.3.93
	Enumerated
	M, V
	
	
	
	No

	Service-Type
	1483
	7.3.94
	Grouped
	M, V
	
	
	
	No

	ServiceTypeIdentity
	1484
	7.3.95
	Unsigned32
	M, V
	
	
	
	No

	MO-LR
	1485
	7.3.96
	Grouped
	M, V
	
	
	
	No

	Teleservice-List
	1486
	7.3.99
	Grouped
	M, V
	
	
	
	No

	TS-Code
	1487
	7.3.100
	OctetString
	M, V
	
	
	
	No

	Call-Barring-Info
	1488
	7.3.101
	Grouped
	M, V
	
	
	
	No

	SGSN-Number
	1489
	7.3.102
	OctetString
	M, V
	
	
	
	No

	IDR-Flags
	1490
	7.3.103
	Unsigned32
	M, V
	
	
	
	No

	ICS-Indicator
	1491
	7.3.104
	Enumerated
	V
	
	
	M
	No

	IMS-Voice-Over-PS-Sessions-Supported
	1492
	7.3.106
	Enumerated
	V
	
	
	M
	No

	Homogeneous-Support-of-IMS-Voice-Over-PS-Sessions
	1493
	7.3.107
	Enumerated
	V
	
	
	M
	No

	Last-UE-Activity-Time
	1494
	7.3.108
	Time
	V
	
	
	M
	No

	EPS-User-State
	1495
	7.3.110
	Grouped
	V
	
	
	M
	No

	EPS-Location-Information
	1496
	7.3.111
	Grouped
	V
	
	
	M
	No

	MME-User-State
	1497
	7.3.112
	Grouped
	V
	
	
	M
	No

	SGSN-User-State
	1498
	7.3.113
	Grouped
	V
	
	
	M
	No

	User-State
	1499
	7.3.114
	Enumerated
	V
	
	
	M
	No

	MME-Location Information
	1600
	7.3.115
	Grouped
	V
	
	
	M
	No

	SGSN-Location-Information
	1601
	7.3.116
	Grouped
	V
	
	
	M
	No

	E-UTRAN-Cell-Global-Identity
	1602
	7.3.117
	OctetString
	V
	
	
	M
	No

	Tracking-Area-Identity
	1603
	7.3.118
	OctetString
	V
	
	
	M
	No

	Cell-Global-Identity
	1604
	7.3.119
	OctetString
	V
	
	
	M
	No

	Routing-Area-Identity
	1605
	7.3.120
	OctetString
	V
	
	
	M
	No

	Location-Area-Identity
	1606
	7.3.121
	OctetString
	V
	
	
	M
	No

	Service-Area-Identity
	1607
	7.3.122
	OctetString
	V
	
	
	M
	No

	Geographical-Information
	1608
	7.3.123
	OctetString
	V
	
	
	M
	No

	Geodetic-Information
	1609
	7.3.124
	OctetString
	V
	
	
	M
	No

	Current-Location-Retrieved
	1610
	7.3.125
	Enumerated
	V
	
	
	M
	No

	Age-Of-Location-Information
	1611
	7.3.126
	Unsigned32
	V
	
	
	M
	No

	Active-APN
	1612
	7.3.127
	Grouped
	V
	
	
	M
	No

	Error-Diagnostic
	1614
	7.3.128
	Enumerated
	V
	
	
	M
	No

	Ext-PDP-Address
	1621
	7.3.129
	Address
	V
	
	
	M
	No

	
	
	
	
	
	
	
	
	

	UE-SRVCC-Capability
	1615
	7.3.130
	Enumerated
	V
	
	
	M
	No

	MPS-Priority
	1616
	7.3.131
	Unsigned32
	V
	
	
	M
	No

	VPLMN-LIPA-Allowed
	1617
	7.3.132
	Enumerated
	V
	
	
	M
	No

	LIPA-Permission
	1618
	7.3.133
	Enumerated
	V
	
	
	M
	No

	Subscribed-Periodic-RAU-TAU-Timer
	1619
	7.3.134
	Unsigned32
	V
	
	
	M
	No

	Ext-PDP-Type
	1620
	7.3.75A
	OctetString
	V
	
	
	M
	No

	SIPTO-Permission
	1613
	7.3.135
	Enumerated
	V
	
	
	M
	No

	MDT-Configuration
	1622
	7.3.136
	Grouped
	V
	
	
	M
	No

	Job-Type
	1623
	7.3.137
	Enumerated
	V
	
	
	M
	No

	Area-Scope
	1624
	7.3.138
	Grouped
	V
	
	
	M
	No

	List-Of-Measurements
	1625
	7.3.139
	Unsigned32
	V
	
	
	M
	No

	Reporting-Trigger
	1626
	7.3.140
	Unsigned32
	V
	
	
	M
	No

	Report-Interval
	1627
	7.3.141
	Enumerated
	V
	
	
	M
	No

	Report-Amount
	1628
	7.3.142
	Enumerated
	V
	
	
	M
	No

	Event-Threshold-RSRP
	1629
	7.3.143
	Unsigned32
	V
	
	
	M
	No

	Event-Threshold-RSRQ
	1630
	7.3.144
	Unsigned32
	v
	
	
	M
	No

	Logging-Interval
	1631
	7.3.145
	Enumerated
	V
	
	
	M
	No

	Logging-Duration
	1632
	7.3.146
	Enumerated
	V
	
	
	M
	No

	Relay-Node-Indicator
	1633
	7.3.147
	Enumerated
	V
	
	
	M
	No

	MDT-User-Consent
	1634
	7.3.148
	Enumerated
	V
	
	
	M
	No

	PUR-Flags
	1635
	7.3.149
	Unsigned32
	V
	
	
	M
	No

	Subscribed-VSRVCC
	1636
	7.3.150
	Enumerated
	V
	
	
	M
	No

	Equivalent-PLMN-List

	1637
	7.3.151
	Grouped
	V
	
	
	M
	No

	CLR-Flags
	1638
	7.3.152
	Unsigned32
	V
	
	
	M
	No

	UVR-Flags
	1639
	7.3.153
	Unsigned32
	M, V
	
	
	
	No

	UVA-Flags
	1640
	7.3.154
	Unsigned32
	M, V
	
	
	
	No

	VPLMN-CSG-Subscription-Data
	1641
	7.3.155
	Grouped
	M, V
	
	
	
	No

	Time-Zone
	1642
	7.3.163
	UTF8String
	V
	
	
	M
	No

	A-MSISDN
	1643
	7.3.157
	OctetString
	V
	
	
	M
	No

	MME-Number-for-MT-SMS
	1645
	7.3.159
	OctetString
	V
	
	
	M
	No

	SMS-Register-Request
	1648
	7.3.162
	Enumerated
	V
	
	
	M
	No

	Local-Time-Zone
	1649
	7.3.156
	Grouped
	V
	
	
	M
	No

	Daylight-Saving-Time
	1650
	7.3.164
	Enumerated
	V
	
	
	M
	No

	Subscription-Data-Flags
	1654
	7.3.165
	Unsigned32
	V
	
	
	M
	No

	Measurement-Period-UMTS
	1655
	7.3.166
	Enumerated
	V
	
	
	M
	No

	Measurement-Period-LTE
	1656
	7.3.167
	Enumerated
	V
	
	
	M
	No

	Collection-Period-RRM-LTE
	1657
	7.3.168
	Enumerated
	V
	
	
	M
	No

	Collection-Period-RRM-UMTS
	1658
	7.3.169
	Enumerated
	V
	
	
	M
	No

	Positioning-Method
	1659
	7.3.170
	OctetString
	V
	
	
	M
	No

	Measurement-Quantity
	1660
	7.3.171
	OctetString
	V
	
	
	M
	No

	Event-Threshold-Event-1F
	1661
	7.3.172
	Integer32
	V
	
	
	M
	No

	Event-Threshold-Event-1I
	1662
	7.3.173
	Integer32
	V
	
	
	M
	No

	Restoration-Priority
	1663
	7.3.174
	Unsigned32
	V
	
	
	M
	No

	SGs-MME-Identity
	1664
	7.3.175
	UTF8String
	V
	
	
	M
	No

	SIPTO-Local-Network-Permission
	1665
	7.3.176
	Unsigned32
	V
	
	
	M
	No

	Coupled-Node-Diameter-ID
	1666
	7.3.177
	DiameterIdentity
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6a/S6d interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6a and S6d. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 7.3.1/2, but they may be re-used for the S6a/S6d protocol, the S7a/S7protocol and the S13/S13' protocol.
Table 7.3.1/2: S6a/S6d, S7a/S7d and S13/S13' re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Service-Selection
	IETF RFC 5778 [20]
	See section 7.3.36
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [21]
	See 3GPP TS 32.251 [33] Annex A and 3GPP TS 32.298 [22] section 5.1.2.2.7
This attribute holds the EPS PDN Connection Charging Characteristics data for an EPS APN Configuration, or the PDP context Charging Characteristics for GPRS PDP context, or the Subscribed Charging Characteristics data for the subscriber level 3GPP Charging Characteristics; refer to 3GPP TS 23.008 [30].
	

	Supported-Features
	3GPP TS 29.229 [9]
	
	

	Feature-List-ID
	3GPP TS 29.229 [9]
	
	

	Feature-List
	3GPP TS 29.229 [9]
	See section 7.3.10
	

	Served-Party-IP-Address
	3GPP TS 32.299 [8]
	holds the PDN IP Address of the user
	

	QoS-Class-Identifier
	3GPP TS 29.212 [10]
	
	

	Allocation-Retention-Priority
	3GPP TS 29.212 [10]
	See section 7.3.40
	

	Priority-Level
	3GPP TS 29.212 [10]
	
	

	Pre-emption-Capability
	3GPP TS 29.212 [10]
	
	

	Pre-emption-Vulnerability
	3GPP TS 29.212 [10]
	
	

	Max-Requested-Bandwidth-DL
	3GPP TS 29.214 [11]
	
	

	Max-Requested-Bandwidth-UL
	3GPP TS 29.214 [11]
	
	

	RAT-Type
	3GPP TS 29.212 [10]
	See section 7.3.13
	Must set

	MSISDN
	3GPP TS 29.329 [25]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [26]
	
	

	MIP-Home-Agent-Address
	IETF RFC 4004 [27]
	
	

	MIP-Home-Agent-Host
	IETF RFC 4004 [27]
	
	

	PDP-Address
	3GPP TS 32.299 [8]
	
	

	Confidentiality-Key
	3GPP TS 29.229 [9]
	See section 7.3.57
	

	Integrity-Key
	3GPP TS 29.229 [9]
	See section 7.3.58
	

	Visited-Network-Identifier
	3GPP TS 29.229 [9]
	See section 7.3.105
	Must not set

	GMLC-Address
	3GPP TS 29.173 [37]
	See section 7.3.109
	Must not set

	User-CSG-Information
	3GPP TS 32.299 [8]
	
	Must not set

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-02 [xx]
	See section 7.3.x.
	Must not set

	OC-OLR
	IETF draft-ietf-dime-ovli-02 [xx]
	See section 7.3.y.
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *

7.3.x
OC-Supported-Features
The OC-Supported-Features AVP is of type Grouped and it is defined in IETF draft-ietf-dime-ovli-02 [xx]. This AVP is used to support Diameter overload control mechanism, see Annex X for more information.
* * * Next Change * * * *

7.3.y
OC-OLR
The OC-OLR AVP is of type Grouped and it is defined in IETF draft-ietf-dime-ovli-02 [xx]. This AVP is used to support Diameter overload control mechanism, see Annex X for more information.
* * * Next Change * * * *

Annex A (normative):
MME mapping table for S6a and NAS Cause Code values

When the UE initiates Attach, Tracking Area Update or Service Request, there may be the need for the MME to communicate with the HSS via S6a to retrieve authentication data and/or subscription data. If this retrieval is rejected by the HSS, the received Diameter-Result-Code values or Experimental-Result values need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table A.1.

If the retrieval is successful, not needed (e.g. because data are already available) or not possible (e.g. because HSS is unavailable or overloaded), detected error conditions need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table A.2.

Table A.1: Mapping from S6a error code to NAS Cause Code values
	Reject indication received at MME over S6a
	NAS Cause Code sent to UE

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	#8 "EPS services and non-EPS services not allowed"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) without Error Diagnostic, or with Error Diagnostic of GPRS_DATA_SUBSCRIBED


	#15 "No suitable cells in tracking area"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) with Error Diagnostic of NO_GPRS_DATA_SUBSCRIBED
	#7 "EPS services not allowed"

	DIAMETER_ERROR_RAT_NOT_ALLOWED (5421)
	#15 "No suitable cells in tracking area", or

#13 "Roaming not allowed in this tracking area", or

#12 "Tracking area not allowed"
(NOTE 1)



	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) , without Error Diagnostic
	#11 "PLMN not allowed"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_HPLMN_APN or ODB_VPLMN_APN
	#14 "EPS services not allowed in this PLMN"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_ALL_APN
	#19 "ESM failure"

	DIAMETER_AUTHORIZATION_REJECTED (5003) DIAMETER_UNABLE_TO_DELIVER (3002) 
DIAMETER_REALM_NOT_SERVED (3003)


	#15 "No suitable cells in tracking area"

	DIAMETER_UNABLE_TO_COMPLY (5012),

DIAMETER_INVALID_AVP_VALUE (5004)

DIAMETER_AVP_UNSUPPORTED (5001)

DIAMETER_MISSING_AVP (5005)

DIAMETER_RESOURCES_EXCEEDED (5006)

DIAMETER_AVP_OCCURS_TOO_MANY_TIMES (5009) 

DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE (4181) 
(NOTE 2)


	#17 "Network failure" or #42 "Severe network failure"

(NOTE 1)



	NOTE 1:
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice.

NOTE 2: 
Any other permanent errors from the diameter base protocol, not listed here, should be mapped to NAS Cause Code #17 "Network failure". 




Table A.2: Mapping from detected error condition to NAS Cause Code values

	Condition
	NAS cause code sent to UE

	The MME receives a SGsAP-LOCATION-UPDATE-REJECT message from the VLR indicating in the reject cause "IMSI unknown in HLR" or if the UE has packet only subscription. Only used in the Combined Tracking and Location Area Update procedure.

	#2 "IMSI Unknown in HSS"



	The MME receives in Update-Location-Answer message an indication of Roaming restricted in MME due to unsupported feature

	#14 "EPS services not allowed in this PLMN"



	The MME cannot service an UE generated request because CS domain is not available and SMS in MME is not supported.


	#18 "CS domain not available"



	The value OPERATOR_DETERMINED_BARRING is received in the Subscriber-Status AVP


	#19 "ESM failure"



	The HSS indicates that due to subscription to a "regionally restricted service" the UE is not allowed to operate in the tracking area.

	#12 "Tracking area not allowed"



	The CSG ID of the cell from where the UE has sent the TRACKING AREA UPDATE REQUEST message is not contained in the Allowed CSG list.

	#25 "Not authorized for this CSG"

	The MME detects that it cannot communicate with the HSS in the HPLMN of the subscriber. How the MME detect this is implementation specific.

	#15 "No suitable cells in tracking area"

#14 "EPS services not allowed in this PLMN"

NOTE: 
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice / configuration, e.g. NAS Cause Code #14 is to be sent to the UE if the network is an LTE only network.

	The MME detects by internal configuration that roaming is not allowed.
	#11 "PLMN not allowed"

	The MME detects that it cannot send a request to the HSS due to HSS overload (see Annex X).
	#22 "Congestion"
#42 "Severe network failure"
NOTE 1: Cause #22 should be used. In addition, the MME may ask the UE not to retry before a backoff timer expires, based on an operator policy. The eventual timer value may take into account the value received in the corresponding active overload report and operator policy.
NOTE 2: Cause #42 may be used, for attach requests, in case of severe overload, according to operator policy. 


* * * Next Change * * * *

Annex B(normative):
SGSN mapping table for S6d and NAS Cause Code values

When the UE initiates Attach, Routing Area Update or Service Request, there may be the need for the SGSN to communicate with the HSS via S6d to retrieve authentication data and/or subscription data. If this retrieval is rejected by the HSS, the received Diameter-Result-Code values or Experimental-Result valuesneed to be mapped to appropriate cause codes over NAS to the UE.

NOTE:
Mapping from MAP Gr error codes to NAS Cause Code values  is described in the 3GPP TS 29.010 [45].

This mapping shall be as shown in Table B.1.

If the retrieval is successful, not needed (e.g. because data are already available) or not possible (e.g. because HSS is unavailable or overloaded), detected error conditions need to be mapped to appropriate cause codes over NAS to the UE.

This mapping shall be as shown in Table B.2.

Table B.1: Mapping from S6d error code to NAS Cause Code values
	Reject indication received at SGSN over S6d
	NAS Cause Code sent to UE

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	#8 "GPRS services and non-GPRS services not allowed"


	DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (5420) 
	#7 "GPRS services not allowed"

	DIAMETER_ERROR_RAT_NOT_ALLOWED (5421)
	#15 "No suitable cells in location area", or

#13 "Roaming not allowed in this location area", or

#12 "Location area not allowed"
(NOTE 1)

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004) , without Error Diagnostic
	#11 "PLMN not allowed"

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004), with Error Diagnostic of ODB_HPLMN_APN or ODB_VPLMN_APN
	#14 "GPRS services not allowed in this PLMN"

	DIAMETER_AUTHORIZATION_REJECTED (5003) 

DIAMETER_UNABLE_TO_DELIVER (3002) 

	#15 "No suitable cells in location area"

	DIAMETER_UNABLE_TO_COMPLY (5012),

DIAMETER_INVALID_AVP_VALUE (5004) 

DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE (4181) and no retry takes place
(NOTE 2)


	#17 "Network failure"

	NOTE 1:
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice.

NOTE 2: 
Any other permanent errors from the diameter base protocol, not listed here, should be also mapped to NAS Cause Code #17 "Network failure". 




Table B.2: Mapping from detected error condition to NAS Cause Code values

	Condition
	NAS cause code to UE

	The SGSN receives a BSSAP+-LOCATION-UPDATE-REJECT message from the VLR indicating in the reject cause "IMSI unknown in HLR" or if the UE has packet only subscription. Only used in the Combined Routing and Location Area Update procedure.

	#2 "IMSI Unknown in HLR"



	The SGSN receives in Update-Location-Answer message an indication of Roaming restricted in SGSN due to unsupported feature

	#14 "GPRS services not allowed in this PLMN"



	The HLR indicates that due to subscription to a "regionally restricted service" the MS is not allowed to operate in the location area.

	#12 "Location area not allowed"



	The CSG ID of the cell from where the UE has sent the ROUTING AREA UPDATE REQUEST message is not contained in the Allowed CSG list.

	#25 "Not authorized for this CSG"

	The SGSN indicates that the MS has requested "SMS-only services" and the SMS services are provided by the SGSN in the PS domain. 
	#28 "SMS provided via GPRS in this routing area"



	The SGSN detects that it cannot communicate with the HLR in the HPLMN of the subscriber. How the SGSN detect this is implementation specific.

	#15 "No suitable cells in routing area"

#14 "GPRS services not allowed in this PLMN"

NOTE: 
Any of those NAS Cause Code values may be sent to the UE, depending on operator's choice / configuration, e.g. NAS Cause Code #14 is to be sent to the UE if the network is an LTE only network.

	The SGSN detects by internal configuration that roaming is not allowed.
	#11 "PLMN not allowed"

	The SGSN detects that it cannot send a request to the HSS due to HSS overload (see Annex X).
	#22 "Congestion".

In addition, the MME may ask the UE not to retry before a backoff timer expires, based on an operator policy. The eventual timer value may take into account the value received in the corresponding active overload report and operator policy.




* * * Next Change * * * *

Annex X (normative):
Diameter overload control mechanism

X.1
General

IETF draft-ietf-dime-ovli-02 [xx] specifies a Diameter overload control mechanism which includes the definition and the transfer of related AVPs between Diameter nodes. 
X.2
S6a/S6d interfaces
X.2.1
General 

Diameter overload control mechanism is an optional feature.

It is recommended to make use of IETF draft-ietf-dime-ovli-02 [xx] on the S6a/S6d interfaces where, when applied, the MME or the SGSN shall behave as reacting nodes and the HSS as a reporting node.
X.2.2
HSS behaviour

The HSS requests traffic reduction from its clients when it is in an overload situation, including OC-OLR AVP in answer commands as described in IETF draft-ietf-dime-ovli-02 [xx]. 
The HSS identifies that it is in an overload situation by implementation specific means. For example, the HSS may take into account the traffic over the S6a/d interfaces or other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources, etc. 
The HSS determines the specific contents of OC-OLR AVP in overload reports and the HSS decides when to send OC-OLR AVPs by implementation specific means.  
X.2.3
MME/SGSN behaviour

The MME/SGSN applies required traffic reduction received in answer commands to subsequent applicable requests, as per [xx].

Requested traffic reduction is achieved by the MME/SGSN by implementation specific means. For example, it may implement message throttling with prioritization or a message retaining mechanism for operations that can be postponed.
Throttling of requests regarding emergency cases or high priority (eMPS) users should be avoided.
As a result of the need to throttle traffic, the MME or SGSN may reject Attach, Tracking Area Update or Service Requests initiated by UEs. The possible NAS causes are described in the Annex A and B. 
* * * End of Changes * * * *

