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* * * First Change * * * *

5.5
Protocol Zpn between NAF and BSF based on Web Services

The procedures in the NAF and in the BSF related Web Services [13] based Zpn interface are the same as specified in clause 5.4, but instead of Diameter messages a Web Services procedures shall be used to communicate over Zpn interface. Annex G specifies the GBA Service for Web Services, i.e., it contains the Web Services Definition Language (WSDL) [14] specification for GBA Service. Below are the attributes that are defined for GBA Service request, response, and fault cases.
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3. requestGbaPushInfoResponse   ( IMPI , GPI, Ks_(ext)_NAF,  Ks_int_NAF  , USS, …)  
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Figure 5.5: The Web Services based GAA application procedure

The possible attribute value definitions and restrictions for the request, response, and fault messages are the same as in clause 6 unless explicitly specified in this clause. The steps of the GAA application procedure in Figure 5.4 are:

Step 1


The NAF shall send a "requestGbaPushInfoRequest" message to the BSF.  The WSDL schema of this message is included in Annex G.

Following elements are included into this message:

· "ptid"

This is P-TID and it is given to the BSF so that it can be included in the encrypted "gbaPushInfo" element in the response. Description in subclause 6.3.1.19 applies.

· "nafid"

This is the NAF-Id. Description in subclause 6.3.1.3 applies.

· "gsid"

This element contains the GAA Services Identifiers. Description in subclause 6.3.1.4 applies while the GAA Service Type Codes for 3GPP standardized services are defined in Annex B.

· "gbaUAware"

This element is optionally included. It indicates whether NAF is GBA_U aware, and is capable of using and handling the "uiccKeyMaterial". The default value for "gbaUAware" is false. Description and values defined for the corresponding Diameter AVP in subclause 6.3.1.8 apply.

· "userId"

This element indicates the user identity. Description in subclause 6.3.1.12 applies.

· "userIdType"

This element indicates the user identity type, i.e. private or public. Description and values defined for the corresponding Diameter AVP in subclause 6.3.1.13 apply.

· "uiccAppLabel"

This element includes the UICC application identity to be used. Description in subclause 6.3.1.14 applies.

· "uiccOrMe"

This element indicates the BSF whether GBA_ME or GBA_U is to be used for GBA push. Description and values defined for the corresponding Diameter AVP in subclause 6.3.1.15 apply.

· "requestedLifeTime"

This element indicates the requested key lifetime for the NAF keys. Description in subclause 6.3.1.16 applies.

· "privateIdRequest"

If this element is present it indicates that the NAF requests the BSF to send the private user identity of the user. Description and values defined for the corresponding Diameter AVP in subclause 6.3.1.17 apply.


The NAF may use one or more "extension" elements to include additional data to the request, but the BSF may ignore the additional data.
This SOAP message shall be sent to BSF, then the URI of the message shall contain the BSF address.

In the case the NAF is in a visited network, the NAF contacts the subscriber's home BSF through a GBA-Proxy that is located in the same network as the NAF. The local BSF and the GBA-Proxy may be co-located. See 3GPP TS 33.220 [6].

Step 2


The procedures for step 2 are the same as in step 2 in clause 5.4.

If any of the error situations described in step 2 in clause 5.4 arises, the BSF shall respond with a requestGbaPushInfoFault message, as defined in Annex G. The "errorCode" element shall contain the corresponding Diameter error code (see clause 6.2.2). If the "errorText" is included, it shall contain a human-readable description of the error.

Step 3


After that, the "requestGbaPushInfoResponse" message is sent back to the NAF. The WSDL schema of this message is included in Annex G.

Following elements are included into this message:

· "impi"

This element is optionally included according to BSF configuration. It is only returned if requested and public user identity was used in "requestGbaPushInfoRequest" message. Description for User-Name AVP from 3GPP TS 29.229 [3] applies.
· "meKeyMaterial"

It includes the mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF). Description in subclause 6.3.1.6 applies.
· "uiccKeyMaterial"

This element is the common key material with the UICC (Ks_int_NAF). It is optionally sent only if the "uiccType" tag in "bsfInfo" (received by BSF from the HSS over Zh) is set to "GBA_U". Description in subclause 6.3.1.7 applies.

· "keyExpiryTime"

It contains the expiry time of the Bootstrapping information in the BSF according its configuration. If a special key lifetime value is given in the "lifeTime" tag inside the "bsfInfo" (received by BSF from the HSS over Zh) in bootstraping procedure, it shall be used instead of the BSF default configuration value when the expiry time is calculated. Description in subclause 6.3.1.5 applies.

· "bootstrappingInfoCreationTime"

This element contains the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF. Description in subclause 6.3.1.9 applies.

· "gbaType"

This element indicates the type of used authentication in the bootstrapping procedure to the NAF in "gbaType" element. It shall be included if other than 3G GBA type has been performed. Description and values defined for the corresponding Diameter AVP in subclause 6.3.1.11 apply.

· "ussList"

This element is optionally included. The BSF shall select the appropriate User Security Settings (if any) into the "ussList" element from stored GAA-UserSecSettings in Bootstrapping information according "gsid" elements in the request message. The "ussList" element contains a standalone XML document whose root element shall be "ussList" element as specified in Annex A and which contains the User Security Settings selected by the BSF. Description in subclause 6.3.1.1 applies. 

· "gbaPushInfo"

This element includes the GPI. Description in subclause 6.3.1.18 applies.


The BSF may use one or more "extension" elements to include additional data to the request, but the NAF may ignore the additional data.

When the NAF receives the "requestGbaPushInfoResponse" message, the NAF shall check the value of the "gbaType" element if it is included in the message. If the NAF does not support the GBA type the NAF shall stop processing the message and should indicate an error via the O&M subsystem. The further procedure in the NAF when the "requestGbaPushInfoResponse" message is received is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and optionally in GAA service type specific TSs.
* * * Next Change * * * *
Annex G (normative): 
Web Services Definition for Zpn interface

This annex contains the Web Services Definition Language (WSDL) [14] for Zpn interface:

<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions name="GBAService"

                  targetNamespace="urn:3gpp:gba:GBAService:2007-05"

                  xmlns:typens="urn:3gpp:gba:GBAService:2007-05"

                  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 

                  xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 

                  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

                  xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"> 

  <wsdl:types>

    <xsd:schema targetNamespace="urn:3gpp:gba:GBAService:2007-05">

      <!-- Extension element definition -->

      <xsd:complexType name="tExtension">

        <xsd:sequence>

          <xsd:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xsd:sequence>

      </xsd:complexType>

      <!-- Request Bootstrapping info request parameter definitions -->

      <xsd:element name="requestGbaPushInfoRequest">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="ptid" type="xsd:string"/>

            <xsd:element name="nafid" type="xsd:base64Binary"/>

            <xsd:element name="gsid" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>

            <xsd:element name="gbaUAware" type="xsd:boolean" minOccurs="0"/>




<xsd:element name="userId" type="xsd:string"/>




<xsd:element name="userIdType" type="xsd:boolean"/>

            <xsd:element name="uiccAppLabel" type="xsd:string"/>




<xsd:element name="uiccOrMe" type="xsd:boolean"/>

            <xsd:element name="requestedLifeTime" type="xsd:dateTime"/>


<xsd:element name="privateIdRequest" type="xsd:boolean" minOccurs="0"/>
            <xsd:element name="extension" type="typens:tExtension" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request Bootstrapping info response parameter definitions -->

      <xsd:element name="requestGbaPushInfoResponse">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="impi" type="xsd:string" minOccurs="0"/>

            <xsd:element name="meKeyMaterial" type="xsd:base64Binary"/>

            <xsd:element name="uiccKeyMaterial" type="xsd:base64Binary" minOccurs="0"/>

            <xsd:element name="keyExpiryTime" type="xsd:dateTime"/>

            <xsd:element name="bootstrappingInfoCreationTime" type="xsd:dateTime"/>

            <xsd:element name="gbaType" type="xsd:string" minOccurs="0"/>

            <xsd:element name="ussList" type="xsd:string" minOccurs="0"/>

            <xsd:element name="gbaPushInfo" type="xsd:string" minOccurs="0"/>




<xsd:element name="extension" type="typens:tExtension" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request Bootstrapping info fault parameter definitions -->

      <xsd:element name="requestGbaPushInfoFault">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="errorCode" type="xsd:integer"/>

            <xsd:element name="errorText" type="xsd:string" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

    </xsd:schema>

  </wsdl:types>

  <wsdl:message name="requestGbaPushInfoRequestMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoRequest"/>

  </wsdl:message>

  <wsdl:message name="requestGbaPushInfoResponseMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoResponse"/>

  </wsdl:message>

  <wsdl:message name="requestGbaPushInfoFaultMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoFault"/>

  </wsdl:message>

  <wsdl:portType name="GBAServicePortType">

    <wsdl:operation name="requestGbaPushInfo">

      <wsdl:input message="typens:requestGbaPushInfoRequestMessage"/>

      <wsdl:output message="typens:requestGbaPushInfoResponseMessage"/>

      <wsdl:fault name="FaultName" message="typens:requestGbaPushInfoFaultMessage"/>

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="GBAServiceBinding" type="typens:GBAServicePortType">

    <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

    <wsdl:operation name="requestGbaPushInfo">

      <soap:operation soapAction="urn:3gpp:gba:GBAServiceAction:2007-05"/>

      <wsdl:input>

        <soap:body use="literal"/>

      </wsdl:input>

      <wsdl:output>

        <soap:body use="literal"/>

      </wsdl:output>

      <wsdl:fault name="FaultName">

        <soap:fault name="FaultName" use="literal"/>

      </wsdl:fault>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="GBAService">

    <wsdl:port name="GBAServicePort" binding="typens:GBAServiceBinding">

      <!-- add SOAP address location URI below -->

      <soap:address location="http://add.here.uri.to/GBAService"/>

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>

* * * End of Changes * * * *
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