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	Reason for change:
(

	It has been observed in the field that some networks are requiring the use of the null integrity protection algorithm (EAI0) in cases which  are not unauthenticated emergency call.

EIA0 was added to the specifications in Rel-9 for allowing unathenticated emergency call and any other use in live network should not be allowed. This is clearly stated in stage 2 on security (TS 33.401) quote “EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM”. Hence, per stage 2 requirements it has to be guaranteed that the triggering of using no integrity protection is done only in appropriate cases in live networks (No integrity protection is not used intentionally when protection can be provided). Lack of integrity protection can cause major problems, e.g., if tampered, loss of communication.
In TS 24.301 is clear enough that the UE will not accept a security mode control procedure requiring EIA0 in any other case than emergency call, quote of 5.4.3.3:

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm only if the message is received for a UE that has a PDN connection for emergency bearer services established or a UE that is establishing a PDN connection for emergency bearer services
However, unfortunately when considering the MME side TS 24.301 does actually not exclude the use of EIA0 outside the unauthenticated emergency call scenario and this leads to problem in the field when UEs are required to activate EIA0 for other cases than (unathenticated) emergency call. This is not aligned with stage 2 and results in problems since UE vendors can be requested to allow the use of EIA0 when integrity protection has to be provided. 
Finally, note that the use of the term “unauthenticated UE” in 4.4.4.1 requires clarification seems is not aligned with stage 2 in TS 33.401 in order to make clear that is only for the case of allowing establishing bearer for emergency services and not any other case. Quote of TS 33.401:

7.2.4a     Algorithm negotiation for unauthenticated UEs in LSM

UEs that are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may still be allowed to establish emergency calls by sending the emergency attach request message. It shall be possible to configure whether the MME allows unauthenticated UEs in LSM to establish bearers for emergency calls or not. If an MME allows unauthenticated UEs in LSM to establish bearers for an emergency call, the MME shall for the NAS protocol use EIA0 and EEA0 as the integrity and ciphering algorithm respectively.
If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls after it has received the emergency attach request message from the UE, the MME shall:

-     Select EIA0 and EEA0 as the NAS algorithms and signal this to the UE via the NAS security mode command procedure when activating the EPS NAS security context.

	
	

	Summary of change:
(

	The MME will require to use the EIA0 integrity algorithm only for unauthenticated emergercy call. 

	
	

	Consequences if 
(

not approved:
	The specification does not prohibit the network to use of EIA0 outside the unauthenticated emergency call scenario and this leads to problem in the field when UEs are required to activate EIA0 for other cases than (unauthenticated) emergency call.
The use of EIA0 in cases when integrity protection can and must be provided results in a security breach which can be exploited for attacks, and therefore compromise the operator and the subscriber.

Additionally, the specification is not aligned with stage 2 on security where is clear that the use of EIA0 is only allowed for unauthenticated emergency call.
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***** Next change *****
4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

The use of "null integrity protection algorithm" EIA0 (see subclause 9.9.3.23) in the current security context is only allowed for an unauthenticated UE for which establishment of emergency bearer services is allowed. For setting the security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the security context.
If the "null integrity protection algorithm" EIA0 has been selected as a integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.
Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.401 [19].
When both ciphering and integrity protection are activated, the NAS message is first encrypted and then the encrypted NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When only integrity protection is activated, and ciphering is not activated, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during the EPS attach procedure an ESM message is piggybacked in an EMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.

***** Next change *****
5.4.3.2
NAS security mode control initiation by the network

The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).

The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:

-
to take into use the EPS security context created after a successful execution of the EPS authentication procedure;

-
upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).

The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".

The MME shall create a locally generated KASME and send the SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:

-
during an attach procedure for emergency bearer services if no shared EPS security context is available;

-
during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-
during a service request procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available; or

-
after a failed authentication procedure for a UE that has a PDN connection for emergency bearer services or that is establishing a PDN connection for emergency bearer services, if continued usage of a shared security context is not possible.

The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:

-
during an attach procedure for emergency bearer services;

-
during a tracking area updating procedure when the UE has a PDN connection for emergency bearer services;

-
during a service request procedure when the UE has a PDN connection for emergency bearer services; or

-
after an authentication procedure when the UE has a PDN connection for emergency bearer services or is establishing a PDN connection for emergency bearer services.

NOTE 1:
The process for creation of the locally generated KASME by the MME and the UE is implementation dependent.

Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:

-
indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or

-
set the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms if the UE has a PDN connection for emergency bearer services.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.

The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed nonceUE when creating a mapped EPS security context and if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI).

The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.

The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE 2:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
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Figure 5.4.3.2.1: Security mode control procedure
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