Page 1



3GPP TSG CT6 Meeting #65 
(
 C6-120451
Helsinki, Finland, 20 - 23 August 2012
	CR-Form-v10

	CHANGE REQUEST

	

	(

	31.116
	CR
	0021
	(

rev
	2
	(

Current version:
	10.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (

	UICC apps(

	X
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Enhancements to the security of the SMS OTA download mechanisms.

	
	

	Source to WG:
(

	Research In Motion UK Limited, Vodafone, AT&T, Orange

	Source to TSG:
(

	C6

	
	

	Work item code:
(

	TEI11
	
	Date: (

	2012-08-23

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
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	As documented in C6-120262, C6-120267 and S3-120385 the OTA USIM update mechanisms using SMS can be used by an attacker to produce a Denial of Service (DoS) and fraud attacks.  

Using the Proof of Receipt function in combination with an invalid security fields (KIc, KID and TAR) in the command header an attacker can trigger the USIM to transmit Reponse Packets as a result of receiving these invalid commands.  

These error responses can trigger a queueing of undeliverable messages at the SMSC (DoS). Furthermore, these error responses can be targgetted to specific destinations which may result in the unwanted subscription to certain SMS services by the subscriber (fraud).

	
	

	Summary of change:
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	In order to address the potential for a DoS attack on the SMSC, removed the option allowing the (U)SIM to transmit an RP-ERROR.
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	Security vulnerabilities in the specification will remain unaddressed.
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4.2.1
(U)SIM specific behaviour for Response Packets (Using SMS-PP)

If PoR is not requested, no data shall be returned by the (U)SIM’s RE/RA and the (U)SIM’s RE/RA shall indicate to the terminal to issue a RP-ACK.

If PoR is requested, data shall be returned by the (U)SIM’s RE/RA. The (U)SIM’s RE/RA shall indicate to the terminal to issue
 an RP-ACK
.

The data returned by the (U)SIM is the complete Response Packet to be included in the User Data part of the SMS-DELIVER-REPORT.

Because the (U)SIM is unable to indicate to the Terminal that the TP-UDHI bit is to be set, the Sending Entity receiving the Response Packet shall expect the UDH structure in any event.

If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote Management Application shall be formatted according to ETSI TS 102 226 [4].
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