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4.2.69
EFMMSICP (MMS Issuer Connectivity Parameters) 

If service n°52 is "available", this file shall be present.
This EF contains values for Multimedia Messaging Connectivity Parameters as determined by the issuer, which can be used by the ME for MMS network connection. This file may contain one or more sets of Multimedia Messaging Issuer Connectivity Parameters. The first set of Multimedia Messaging Issuer Connectivity Parameters is used as the default set. Each set of Multimedia Messaging Issuer Connectivity Parameters may consist of one or more Interface to Core Network and Bearer information TLV objects, but shall contain only one MMS implementation TLV object, one MMS Relay/Server TLV object and one Gateway TLV object. The order of the Interface to Core Network and Bearer information TLV objects in the MMS Connectivity TLV object defines the priority of the Interface to Core Network and Bearer information, with the first TLV object having the highest priority.

	Identifier: '6FD0'
	Structure: Transparent
	Optional

	File Size: X1+…+ Xn bytes 
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X1
	MMS Connectivity Parameters TLV object
	M
	X1 bytes

	X1+1 to X1 + X2
	MMS Connectivity Parameters TLV object
	O
	X2 bytes

	…
	…
	
	

	X1+…+ Xn-1+1 to X1+…+ Xn
	MMS Connectivity Parameters TLV object
	O
	Xn bytes


MMS Connectivity Parameters tags

	Description
	Tag Value

	MMS Connectivity Parameters Tag
	'AB'

	       MMS Implementation Tag
	‘80’

	MMS Relay/Server Tag
	‘81’

	Interface to Core Network and Bearer Information Tag
	'82'

	GatewayTag
	'83'

	Reserved for 3GPP2: MMS Authentication Mechanism Tag
	'84'

	Reserved for 3GPP2: MMS Authentication User Name Tag
	'85'


-
MMS Connectivity Parameters contents

	Description
	Value
	M/O
	Length (bytes)

	MMS Connectivity Parameters Tag
	'AB'
	M
	1

	Length
	Note 1
	M
	Note 2

	MMS Implementation Tag
	'80'
	M
	1

	Length
	1
	M
	1

	MMS Implementation Information
	--
	M
	1

	MMS Relay/Server Tag
	'81'
	M
	1

	Length
	X1
	M
	Note 2

	MMS Relay/Server Address
	--
	M
	X1

	MMS Authentication Mechanism Tag
	'84'
	C1
	1

	Length
	X2
	C1
	Note 2

	MMS Authentication Mechanism
	--
	C1
	X2

	MMS Authentication User Name Tag
	'85'
	C1
	1

	Length
	X3
	C1
	Note 2

	MMS Authentication User Name
	--
	C1
	X3

	1st Interface to Core Network and Bearer Information Tag (highest priority)
	'82'
	C2
	1

	Length
	Y1
	C2
	Note 2

	1st Interface to Core Network and Bearer information
	--
	C2
	Y1

	2nd Interface to Core Network and Bearer Information Tag
	'82'
	C2
	1

	Length
	Y2
	C2
	Note 2

	2nd Interface to Core Network and Bearer information
	--
	C2
	Y2

	…
	
	
	

	Nth Interface to Core Network and Bearer Information Tag (lowest priority)
	'82'
	C2
	1

	Length
	Y3
	C2
	Note 2

	Nth Interface to Core Network and Bearer information
	--
	C2
	Y3

	GatewayTag
	'83'
	O
	1

	Length
	Z
	O
	Note 2

	Gateway Information
	--
	O
	Z

	Note 1:
This is the total size of the constructed TLV object.

Note 2:
The length is coded according to ISO/IEC 8825-1 [35].

C1:
Reserved for 3GPP2: only present if M-IMAP or SIP indicated in tag 80.

C2:
Only present if WAP is indicated in tag 80.


-
MMS Implementation Tag '80'

See section 4.2.67 for contents and coding.

-
MMS Relay/server Tag '81'

Contents:

The MMS relay/server contains the address of the associated MMS relay/server.

Coding: 

The MMS relay/server address is coded according to the guideline provided in TS 23.140 [38].

-
MMS Authentication Mechanism Tag '84'

Contents:

The MMS authentication mechanism contains the authentication mechanism used for M-IMAP and SIP.

Coding: 

The MMS authentication mechanism is coded according to the guidelines provided in X.S0016‑000‑A v1.0 [45].

-
MMS Authentication User Name Tag '85'

Contents:

The MMS Authentication User Name contains the authentication user name used for M-IMAP and SIP.

Coding: 

The MMS authentication User Name is coded according to the guidelines provided in X.S0016‑000‑A v1.0 [45].

-
Interface to Core Network and Bearer Information Tag '82'

Contents: 

The Interface to Core Network and Bearer Information may contain the following information to set up the bearer: Bearer, Address, Type of address, Speed, Call type, Authentication type, Authentication id, Authentication password.

Coding: 

The coding is according to the guideline provided in TS 23.140 [38].

-
Gateway Tag '83'

Contents: 

The Gateway may contain the following information; Address, Type of address, Port, Service, Authentication type, Authentication id and Authentication password.

Coding: 

The coding is according to the guideline provided in TS 23.140 [38].

Unused bytes shall be set to 'FF'.
An Example for the coding of these parameters can be found in Annex J.2.

4.2.70
EFMMSUP (MMS User Preferences) 

If service n°52 is "available", this file shall be present.
This EF contains values for Multimedia Messaging Service User Preferences, which can be used by the ME for user assistance in preparation of mobile multimedia messages (e.g. default values for parameters that are often used). 

	Identifier: '6FD1'
	Structure: Linear Fixed
	Optional

	Record Length:  X bytes 
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	MMS User Preference TLV Objects
	M
	X bytes


MMS User Preference  tags

	Description
	Tag Value

	MMS Implementation  Tag
	'80'

	MMS  User preference profile name  Tag
	'81'

	MMS User Preference information Tag
	'82'


MMS User Preference information

	Description
	Value
	M/O
	Length (bytes)

	MMS Implementation Tag
	'80'
	M
	1

	Length
	1
	M
	Note

	MMS Implementation information
	--
	M
	1

	MMS User preference profile name Tag
	'81'
	M
	1

	Length
	X
	M
	Note

	MMS User profile name
	--
	M
	X

	MMS User Preference information Tag
	'82'
	M
	1

	Length
	Y
	M
	Note

	MMS User Preference information
	--
	M
	Y

	Note:
The length is coded according to ISO/IEC 8825-1 [35]


-
MMS Implementation Tag '80'

For contents and coding see 4.2.67

-
MMS User preference profile name Tag '81'

Contents:

Alpha tagging of the MMS user preference profile.

Coding:

this alpha‑tagging shall use either:

-
the SMS default 7‑bit coded alphabet as defined in TS 23.038 [5] with bit 8 set to 0. The alpha identifier shall be left justified.

or:

-
one of the UCS2 coded options as defined in the annex of TS 31.101 [11].

-
MMS User Preference information Tag '82'

Contents:

The following information elements may be coded; Sender Visibility, Delivery Report, Read-Reply, Priority, Time of Expiry and Earliest Delivery Time.

Coding:

Depending upon the MMS implementation as indicated in Tag '80'.

An Example for the coding of these parameters can be found in Annex J.1.
[…]

4.2.81
EFMUK (MBMS User Key)

If service n°69 is "available", this file shall be present.

This EF contains the identifier of the MBMS User Key (MUK) that is used to protect the transfer of MBMS Service Keys (MSK). The file also contains the Time Stamp Counter associated with the MUK, which is used for Replay Protection in MSK transport messages. This EF shall not contain MUK IDs with the same IDi part.

	 Identifier: '6FD8'
	Structure:  linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Bytes

	1 to Z
	MBMS User Key TLV objects
	M
	1 to Z


MBMS User Key tags

	Description
	Tag Value

	MUK ID  Tag
	'A0'

	Time Stamp Counter Tag
	'81'


MBMS User Key information

	Description
	Value
	M/O
	Length (bytes)

	MUK ID Tag
	'A0'
	M
	1

	Length
	X
	M
	Note

	MUK IDr Tag
	'80'
	M
	1

	Lenght
	A
	M
	Note

	MUK IDr value
	--
	M
	A

	MUK IDi Tag
	'82'
	M
	1

	Lenght
	W
	M
	Note

	MUK IDi Value
	-
	M
	W

	Time Stamp Counter Tag
	'81'
	M
	1

	Length
	Y
	M
	Note

	Time Stamp Counter value
	--
	M
	Y

	Note:
The length is coded according to ISO/IEC 8825-1 [35]


-  MUK ID Tag 'A0'. This constructed data object consists of the IDr, and the IDi

- IDr Tag '80'

Content: 

IDr part of MBMS User Key (MUK).

Coding: 

As defined in TS 33.246 [43]

- IDi Tag '82'

Content:

IDi part of MBMS User Key (MUK). 

Coding: 

As defined in TS 33.246 [43]
- Time Stamp Counter Tag '81'

Content: 

Counter for MIKEY replay protection in MSK delivery. The counter is associated with the particular MUK. The length value is defined in TS 33.246 [43].

Coding: 

As defined in TS 33.246 [43]
Unused bytes shall be set to 'FF'.
[…]

4.2.83
EFGBANL (GBA NAF List)

If service n°68 is "available", this file shall be present.

This EF contains the list of NAF_ID and B-TID associated to a GBA NAF derivation procedure.

	Identifier: '6FDA'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Identifier TLV objects
	M
	Z bytes


NAF Key Identifier tags

	Description
	Tag Value

	NAF_ID  Tag
	'80'

	B-TID Tag
	'81'


NAF Key Identifier information

	Description
	Value
	M/O
	Length (bytes)

	NAF_ID Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF_ID value
	--
	M
	X

	B-TID Tag
	'81'
	M
	1

	Length
	Y
	M
	Note

	B-TID value
	--
	M
	Y

	Note:
The length is coded according to ISO/IEC 8825-1 [35]


-  NAF_ID Tag '80'

Contents: 

Identifier of Network Application Function used in the GBA_U NAF Derivation procedure. 

Coding: 

As defined in TS 33.220 [42]
-  B-TID Tag '81'

Content: 

Bootstrapping Transaction Identifier of the GBA_U bootstrapped key

Coding: 

As defined in TS 33.220 [42]

Unused bytes shall be set to 'FF'
[…]

4.2.87
EFNAFKCA (NAF Key Centre Address)

If service n°68 and service n°76 are "available", this file shall be present.

This EF contains one or more NAF Key Centre addresses. The first record in the EF shall be considered to be of the highest priority. The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6FDD'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Centre TLV object
	M
	Z bytes


Unused bytes shall be set to 'FF'.

NAF Key Centre tags

	Description
	Tag Value

	NAF Key Centre address Tag
	'80'


NAF Key Centre information

	Description
	Value
	M/O
	Length (bytes)

	NAF Key Centre address Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF Key Centre address value
	--
	M
	X

	Note:
The length is coded according to ISO/IEC 8825-1 [35].


-
NAF Key Centre Address value (Tag '80')


Contents:
Fully qualified Domain Name (FQDN) of the NAF Key Centre used in the Local Key Establishment procedures (see TS 33.110 [47]). 


Coding:
Encoded to an octet string according to UTF-8 encoding rules as described in IETF RFC 3629 [48].
[…]

7.1.2.6
Local Key Establishment security context (All Modes)

The Local Key Establishment Control TLV is included in the command data to indicate the security context mode. The Local Key Establishment Control TLV is also included in the response data to indicate the operation status.

Table 3: Coding of the Local Key Establishment Control TLV

	Tag Value
	Length
	Value / Meaning

	'80'
	Coded according to ISO/IEC 8825-1 [35]
	Local Key Establishment context:


'01': Key Derivation mode


'02': Key Availability Check mode

Operation Status:


'DB': Successful Operation


[…]

7.1.2.6.1
Local Key Establishment security context (Key Derivation mode)

Command parameters/data:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to A+1 bytes (A ≤ 4)
	Key Derivation Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Derivation Data Object
	
	L


-
Key Derivation Data Object content: The TLVs defined in table 4 are included in the Key Derivation Data Object.

Table 4: Coding of the Key Derivation Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.6. The value field shall be set to '01'
	M
	B

	Counter Limit tag
	'81'
	M
	1

	Length
	C
	M
	Note 1

	Counter Limit
	Coded as defined in TS 33.110 [47]
	M
	C

	Request MAC tag
	'82'
	M
	1

	Length
	D
	M
	Note 1

	Request MAC
	Coded as defined in TS 33.110 [47]
	M
	D (see Note 3)

	Key Identifier tag
	'A0' 
	M
	1

	Length
	E (see Note 2)
	M
	Note 1

	NAF_ID tag
	'83'
	M
	1

	Length
	F
	M
	Note 1

	NAF_ID
	Coded as defined in TS 33.220 [42]
	M
	F

	Terminal_ID tag
	'84'
	M
	1

	Length
	G
	M
	Note 1

	Terminal_ID
	Coded as defined in TS 33.110 [47]
	M
	G

	Terminal_appli_ID tag
	'85'
	M
	1

	Length
	H
	M
	Note 1

	Terminal_appli_ID
	Coded as defined in TS 33.110 [47]
	M
	H

	UICC_appli_ID tag
	'86'
	M
	1

	Length
	I
	M
	Note 1

	UICC_appli_ID
	Coded as defined in TS 33.110 [47]
	M
	I

	RANDx tag
	'87'
	M
	1

	Length
	J
	M
	Note 1

	RANDx
	Coded as defined in TS 33.110 [47]
	M
	J (see Note 4)

	Note 1:
The length is coded according to ISO/IEC 8825-1 [35].

Note 2:
The Key Identifier TLV is a constructed TLV containing the following primitive TLVs: NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID and RANDx. E is the length of the constructed Key Identifier value.

Note 3:
The most significant bit of the request MAC is coded on bit 8 of the first byte following the MAC Length.

Note 4:
The most significant bit of the RANDx is coded on bit 8 of the first byte following the RANDx Length.


Response parameters/data, Local Key Establishment security context (Key Derivation mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to A1+1 bytes (A1 ≤ 4)
	Key Derivation Operation Response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Derivation Operation Response Data Object
	
	L1


Key Derivation Operation Response Data Object content: The TLVs defined in table 5 are included in the Key Derivation Operation Response Data Object.

Table 5: Coding of the Key Derivation Operation Response Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.6. The value field shall be set to 'DB'
	M
	B

	Response MAC tag
	'82'
	M
	1

	Length
	C
	M
	Note 1

	Response MAC
	Coded as defined in TS 33.110 [47]
	M
	C (see Note 2)

	Note 1:
The length is coded according to ISO/IEC 8825-1 [35].

Note 2:
The most significant bit of the response MAC is coded on bit 8 of the first byte following the MAC length.


[…]

Annex D (informative):
Tags defined in 31.102

	Tag
	Name of Data Element
	Usage

	'A0'
	GSM cell information

The following tags are encapsulated within 'A0':


'80' 
GSM Camping Frequency data object


'81' 
GSM Neighbour Frequency Information data object
	Network Parameters (EFNETPAR)

	'A1'
	FDD cell information

The following tags are encapsulated within 'A1':


'80' 
FDD Intra Frequency data object


'81' 
FDD Inter Frequency Information data object
	Network Parameters (EFNETPAR)

	'A2'
	TDD cell information

The following tags are encapsulated within 'A2':


'80' 
TDD Intra Frequency data object


'81' 
TDD Inter Frequency Information data object
	Network Parameters (EFNETPAR)

	'A3'
	Service provider display information

The following tags are encapsulated within 'A3':


'80' 
Service provider PLMN list 
	Service Provider Display Information (EFSPDI)

	'A8'
	Indicator for type 1 EFs (amount of records equal to master EF)

The following tags are encapsulated within 'A8':

'C0'
EFADN data object


'C1'
EFIAP data object


'C3'
EFSNE data object


'C4'
EFANR data object


'C5'
EFPBC data object


'C6'
EFGRP data object


'C9'
EFUID data object


'CA'
EFEMAIL data object
	Phone Book Reference File (EFPBR)

	'A9'
	Indicator for type 2 EFs (EFs linked via the index administration file)
The following tags are encapsulated within 'A9':

'C3'
EFSNE data object


'C4'
EFANR data object


'CA'
EFEMAIL data object
	Phone Book Reference File (EFPBR)

	'AA'
	Indicator for type 3 EFs (EFs addressed inside an object using a record identifier as a pointer)

The following tags are encapsulated within 'AA':


'C2'
EFEXT1 data object


'C7'
EFAAS data object


'C8'
EFGAS data object


'CB'
EFCCP1 data object
	Phone Book Reference File (EFPBR)

	'AB'
	MMS Connectivity Parameters:

The following are encapsulated under ‘AB’:

              ‘80’        MMS Implementation Tag

              ‘81’        MMS Relay/Server Tag

              ‘82’        Interface to core network and bearer Tag

              ‘83’        Gateway Tag
	MMS Connectivity Parameters (EFMMSICP / EFMMSUCP)

	'DB'
	Successful 3G authentication
	Response to AUTHENTICATE

	'DC'
	Synchronisation failure
	Response to AUTHENTICATE

	'DD'
	Access Point Name
	APN Control List (EFACL)


NOTE:
the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [35]
[…]

J.2
Coding Example for MMS Issuer/User Connectivity Parameters 

0xAB  MMS Connectivity Parameters Tag

0x81 0x88 (Length = "136") (Length bytes greater than 127 are coded onto 2 bytes according to ISO/IEC 8825-1 [35])

0x80  MMS Implementation Tag

0x01 (Length = "1")

0x01 (MMS implementation information = "WAP"; 1 Byte)
0x81  MMS Relay/Server Tag

0x17 (Length = "23")

0x68 0x74 0x74 0x70 0x3A 0x2F 0x2F 0x6D 0x6D 0x73 0x2D 0x6F 0x70 0x65 0x72 0x61 0x74 0x6F 0x72 0x2E 0x63 0x6F 0x6D
(MMS Relay/Server information = "http://mms-operator.com"; 23 characters; 23 Bytes)

0x82  Interface to Core Network and Bearer Tag
0x32 (Length = "50")

0x10  0xAA (bearer = "GSM-CSD"; 2 Bytes)

0x08  0x2B 0x34 0x39 0x35 0x33 0x34 0x31 0x39 0x30 0x36 0x00
(address = "+495341906", 12 Bytes)

0x09  0x87 (type of address = "E164"; 2 Bytes)

0x25  0xC5 (speed = "autobauding"; 2 Bytes)

0x0A  0x90 (call type = "ANALOG_MODEM"; 2 Bytes)

0x9A (authentication type = "PAP"; 2 Bytes)

0x0D  0x64 0x75 0x6D 0x6D 0x79 0x5F 0x6E 0x61 0x6D 0x65 0x00
(authentication id = "dummy_name"; 12 Bytes)

0x0E  0x64 0x75 0x6D 0x6D 0x79 0x5F 0x70 0x61 0x73 0x73 0x77 0x6F 0x72 0x64 0x00
(authentication pw = "dummy_password"; 16 Bytes)

0x83  Gateway Tag
0x36 (Length  = "54")

0x20  0x31 0x37 0x30 0x2E 0x31 0x38 0x37 0x2E 0x35 0x31 0x2E 0x33 0x00
(address = "170.187.51.3"; 14 Bytes)

0x21  0x85 (type of address = "IPv4"; 2 Bytes)

0x23  0x39 0x32 0x30 0x33 0x00 (port = "9203"; 6 Bytes)

0x24  0xCB (service = "CO-WSP"; 2 Bytes)

0x19  0x9C (authentication type = "HTTP BASIC"; 2 Bytes)

0x1A  0x64 0x75 0x6D 0x6D 0x79 0x5F 0x6E 0x61 0x6D 0x65 0x00
(authentication id = "dummy_name"; 12 Bytes)

0x1B  0x64 0x75 0x6D 0x6D 0x79 0x5F 0x70 0x61 0x73 0x73 0x77 0x6F 0x72 0x64 0x00
(authentication pw = "dummy_password"; 16 Bytes)
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