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In particular Gx & Gxx do not require the new RAT type since the PCRF has enough information to find out that the user is connecting via a Fixed Broadband Access Network. 
Since the setting of the RAT-Type value needs to be consistent on all interfaces (i.e. a non-3GPP access network should not report different RAT-Type values over different interfaces e.g. "BBF" over SWa but "WLAN" over S2b), it is inappropriate/confusing to report a RAT-Type value "BBF" on two specific interfaces. 
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This is also backward incompatible with legacy 3GPP AAA Server that use the RAT-Type during their authorization process: cf TS 29.273 clause 5.1.2.1.2: 
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-     the access type indicates any value not described in 3GPP TS 29.212 [23] or

-     the received RAT-Type is listed in the user's disallowed RAT-Types, 

this shall be treated as error and the Result-Code DIAMETER_UNABLE_TO_COMPLY shall be returned.
Per above requirements a legacy 3GPP AAA Server does not grant authorization for an unsupported RAT-Type. 

The RAT-Type indicates the radio access technology (to distinguish WLAN from satellite or Wimax or any other Non 3gpp access technology defined in the future) and the nature of the Location information (evolutions are under study in Rel-12 to provide new location information for  RAT-Type WLAN, e.g.  SSID/BSSID/…)
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* * * First Change * * * *

4.1.2.1.1
General
This procedure follows the STa Authentication and Authorization procedure, with the following differences:

-
Information elements that would reflect information about the user's service request and about the access network are not included or are optional in the authentication and authorization request.

-
The information elements that describe the user's subscription profile are not downloaded to the non-3GPP access network.

Table 4.1.2.1/1: SWa Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in the IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	This IE shall contain the Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE shall be used in this case.

	UE Layer-2 address
	Calling-Station-ID
	M
	This IE shall carry the Layer-2 address of the UE.

	Access Type 
	RAT-Type
	C
	If present, this IE shall contain the untrusted non-3GPP access network technology type that is serving the UE.



	Access Network Identity 
	ANID
	O
	If present, this IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24.302 [26] for all possible values)

It shall be included if the non-3GPP access network selects the EAP-AKA' authentication method.

	Full Name for Network
	Full-Network-Name
	O
	If present, this IE shall contain the full name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network 

	Short Name for Network
	Short-Network-Name
	O
	If present, this IE shall contain the short name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network 

	Transport Access Type 
	Transport-Access-Type
	C
	For interworking with Fixed Broadband access networks (see 3GPP TS 23.139 [39]), if the access network needs to receive the IMSI of the UE in the authentication response, then this information element shall be present, and it shall contain the value "BBF" (see subclause 5.2.3.x).

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.


Table 4.1.2.1/2: SWa Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	EAP payload
	EAP payload
	M
	This IE shall contain the Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication.

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].

	Result code
	Result-Code /

Experimental- Result
	M
	This IE shall contain the result of the operation. Result codes are as in Diameter Base Protocol (IETF RFC 3588 [7]). Experimental-Result AVP shall be used for SWa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	This AVP may be present if the Result-Code AVP is set to DIAMETER _SUCCESS. If present, it shall contain the maximum number of seconds the user session is allowed to remain active. 

	Accounting Interim  Interval
	Accounting Interim-Interval
	O
	If present, this IE shall contain the Charging duration

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	This IE shall be present if the Result-Code AVP is set to DIAMETER_SUCCESS.

	3GPP AAA Server Name
	Redirect-Host
	C
	This information element shall be present if the Result-Code value is set to DIAMETER_REDIRECT_INDICATION. When the user has previously been authenticated by another 3GPP AAA Server, it shall contain the Diameter identity of the 3GPP AAA Server currently serving the user. The node receiving this IE shall behave as defined in the Diameter Base Protocol (IETF RFC 3588 [7]). The command shall contain zero or one occurrence of this information element. 

	Trust Relationship Indicator
	AN-Trusted
	M
	This AVP shall contain the 3GPP AAA Server's decision on handling the non-3GPP access network, i.e. trusted or untrusted. For the SWa case, the value “UNTRUSTED” shall be used.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS and if the Transport Access Type in the request command indicated that the UE is accessing the EPC from a Fixed Broadband access network (i.e., the RAT-Type AVP takes the value "BBF"); it shall contain an AAA/HSS assigned identity (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used by the non-3GPP access network in subsequent PCC procedure for identifying the user in the EPS network.


* * * Next Change * * * *

4.2.2.1.1
Diameter-EAP-Request (DER) Command

The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the ‘R’ bit set in the Command Flags field, is sent from a trusted non-3GPP access network to a 3GPP AAA Server.

< Diameter-EAP-Request > ::=

< Diameter Header: 268, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ User-Name ]
[ Calling-Station-Id ]

[ RAT-Type ]

…
[ ANID ]

[ Full-Network-Name ]

[ Short-Network-Name ]

*[ Supported-Features ]
[ Transport-Access-Type ]
…
*[ AVP ]

* * * Next Change * * * *

5.2.3.1
General
The following table describes the Diameter AVPs defined for the STa interface protocol in NBM mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 5.2.3.1/1: Diameter STa AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6-Feature-Vector
	124
	5.2.3.3
	Unsigned64
	M
	
	
	V
	No

	QoS-Capability
	578
	5.2.3.4
	Grouped
	M
	
	
	V
	No

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	P
	
	V
	No

	RAT-Type
	1032
	5.2.3.6
	Enumerated
	M,V
	P
	
	
	Y

	ANID
	1504
	5.2.3.7
	UTF8String
	M, V
	
	
	
	No

	AN-Trusted
	1503
	5.2.3.9
	Enumerated
	M, V
	P
	
	
	No

	MIP-FA-RK
	1506
	5.2.3.12
	OctetString
	M,V
	P
	
	
	Y

	MIP-FA-RK-SPI
	1507
	5.2.3.13
	Unsigned32
	M,V
	P
	
	
	Y

	Full-Network-Name
	1516
	5.2.3.14
	OctetString
	V
	
	
	M
	No

	Short-Network-Name
	1517
	5.2.3.15
	OctetString
	V
	
	
	M
	No

	NSWO-Capability
	1513
	5.2.3.16
	Enumerated
	V
	
	
	M
	No

	NSWO-Authorization
	1514
	5.2.3.17
	Enumerated
	V
	
	
	M
	No

	WLAN-Identifier
	1509
	5.2.3.18
	Grouped
	V
	
	
	M
	No

	Mobile-Node-Identifier
	506
	5.2.3.2
	UTF8String
	M
	P
	
	V
	No

	Transport-Access-Type
	x
	5.2.3.x
	Enumerated
	V
	
	
	M
	No

	APN-Configuration
	1430
	8.2.3.7
	Grouped
	M
	
	
	
	No

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M,V
	
	
	
	No


The following table describes the Diameter AVPs re-used by the STa interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within STa. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 5.2.3.1/2: STa re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Accounting-Interim-Interval
	IETF RFC 3588 [7]
	
	

	Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Calling-Station-Id
	IETF RFC 4005 [4]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	Must not set

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	
	

	EAP-Payload
	IETF RFC 4072 [5]
	
	

	RAT-Type
	3GPP TS 29.212 [23]
	
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Supported-Features

	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	See section 5.2.3.10
	

	Feature-List

	3GPP TS 29.229 [24]
	See section 5.2.3.11
	

	WLAN-SSID
	IETF Draft draft-ietf-radext-ieee802ext-01 [42]
	
	

	WLAN-HESSID
	IETF Draft draft-ietf-radext-ieee802ext-01 [42]
	
	

	NOTE: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 


Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.

* * * Next Change * * * *

5.2.3.x
Transport-Access-Type

The Transport-Acess-Type AVP (AVP code x) is of type Enumerated and is used to identify the transport access technology that is serving the UE.
The following values are defined:

BBF (0)


This value shall be used to indicate a BBF transport access network.
* * * End of Changes * * * *
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