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**** 1st CHANGE ****
4.5.3.1
Request PCC and QoS Rules
The V-PCRF shall request for PCC or QoS rules from the H-PCRF in the following instances:

1) 
A Diameter CCR command as defined in clause 4.5.1 of 3GPP TS 29.212 [3] is received by the V-PCRF from the PCEF requesting PCC for a roaming user and/or informing that an installed event trigger has been detected in this case the affected PCC Rules are included by the PCEF. 

2) 
A Diameter CCR command as defined in clause 4a.5.1 of 3GPP TS 29.212 [3] is received by the V-PCRF from the BBERF requesting QoS Rules for a roaming user and/or informing that an installed event trigger has been detected in this case the affected QoS Rules are included by the BBERF. The procedures within clause 4.5.3.5 shall be applied if during a multiple BBERF scenario the request is coming from a non-primary BBERF. 

The V-PCRF shall store the information received in the CCR command from the BBERF/PCEF and send a new request over S9 as follows:

-
If an existing S9 session for the roaming user does not already exist with the H-PCRF, the V-PCRF shall establish a new S9 session with the H-PCRF by sending a CCR command with the CC-Request-Type AVP set to the value “INITIAL_REQUEST”, to the H-PCRF.   

-
If an existing S9 session for the roaming user is already established with the H-PCRF, the V-PCRF shall update the existing session by sending a CCR command with the CC-Request-Type AVP set to the value  "UPDATE_REQUEST" to the H-PCRF.

The V-PCRF shall include within the CCR command those attributes provided by the BBERF and PCEF as defined in clause 4a.5.1 and 4.5.1 and 4b.5.1 of 3GPP TS 29.212 [3] respectively.  
-    In case 2a if the original CCR command is received from the BBERF, the V-PCRF shall include the attributes provided by the BBERF at the Diameter CCR command level. If the original CCR command is received from the PCEF, the V-PCRF shall include the attributes provided by the PCEF at the S9 subsession level by including the Subsession-Enforcement-Info AVP with the corresponding Subsession-Id AVP. 
- 
In case 2b, the V-PCRF shall refer the request to the corresponding S9 subsession by including, within the CCR command the Subsession-Enforcement-Info AVP with the corresponding Subsession-Id AVP and shall also include those attributes provided by the BBERF/PCEF. 
For both case 2a and case 2b,
-
If new subsessions are created the V-PCRF shall include within the Subsession-Enforcement-Info AVP, the Subsession-Id AVP set to the value of a new subsession identifier, the Subsession-Operation AVP set to the value "ESTABLISHMENT". The V-PCRF shall map the Gxx or Gx session-id(s) to the corresponding subsession-id(s) in the S9 session.

NOTE: 
For case 2a, a new subsession will be created only when the original received Diameter CCR from the PCEF indicates an establishment request for a new Gx session. This is applicable also to case 2b although alternatively, the new subsession might be created upon the reception of the gateway control session establishment and be further modified when the corresponding IP-CAN session establishment arrives to the V-PCRF.
-
If already existing subsessions are modified the V-PCRF shall set the Subsession-Operation AVP value within the Subsession-Enforcement-Info AVP to "MODIFICATION".

If the H-PCRF is, due to incomplete, erroneous or missing information (e.g. subscription related information not available or authorized QoS exceeding the subscribed bandwidth) not able to:

1)
Provision a policy decision to one or more of the S9 subsession(s) within the CCR command sent by the V-PCRF, the H-PCRF shall send a CCA command including the S9 specific experimental result code DIAMETER_ERROR_SUBSESSION (5470) at the command level. For each of the rejected subsessions, the H-PCRF shall include the Subsession-Decision-Info AVP with the rejected Subsession-Id within the Subsession-Id AVP and the appropriate error code within either the Experimental-Result-Code AVP or Result-Code AVP. For each of the successful subsessions, the H-PCRF shall include the Subsession-Decision-Info AVP with the corresponding Subsession-Id AVP and any PCC rules to be provisioned. 
2)
Provision a policy decision to a CCR command sent by the V-PCRF with no S9 subsession information, the H-PCRF shall reject the request using a CCA command with the DIAMETER_ERROR_INITIAL_PARAMETERS (5140) within the Experimental-Result-Code AVP.

NOTE: CCR command with no subsession information is only used in case 2a.

When the V-PCRF receives a CCA command with an error code within the Experimental-Result-Code AVP or Result-Code AVP at the command level, the V-PCRF shall reply to the BBERF over the corresponding gateway control session with a CCA command including the same result code.

When the V-PCRF receives a CCA command including QoS rules at command level, with no subsession information and indicating success status at the command level, the V-PCRF shall validate the QoS rules contained in the CCA. If the QoS validation fails the V-PCRF shall perform the following:

1) 
Reply to the BBERF over Gxx with a CCA command including the Gx experimental result code DIAMETER_ERROR_INITIAL_PARAMETERS (5140).

2)
Send a CCR command to the H-PCRF including the QoS-Rule-Report AVP to indicate the QoS Rules that were not accepted, the Rule-Failure-Code AVP set to UNSUCCESSFUL_QOS_VALIDATION, and the QoS-Information AVP to indicate the acceptable QoS.  
When the V-PCRF receives a CCA command including QoS rules at command level, with no subsession information and indicating success status at the command level and if the QoS validation is successful, the V-PCRF shall follow the procedures described in 3GPP TS 29.212 [3] to provision the QoS rules to the BBERF. If after provisioning the QoS rules to the BBERF, the V-PCRF receives a notification from the BBERF informing that an operation on one or more QoS rule has failed, the V-PCRF shall immediately inform the H-PCRF. The V-PCRF shall send a CCR command with the CC-Request-Type AVP set to the value UPDATE_REQUEST to the H-PCRF including the QoS-Rule-Report AVP to indicate the QoS rules that were affected at the command level. The H-PCRF may decide to reinstall, modify or remove the affected QoS rules as described in this clause or terminate the S9 session/subsession as described in clause 4.5.3.4.

When the V-PCRF receives a CCA command where the S9 specific subsession contains a specific error code within a Result-Code or Experimental-Result-Code AVP from the H-PCRF, the V-PCRF shall inform the trigger(s) of the related CCR command (i.e. BBERF and/or PCEF) with a CCA command including the same result code.
When the V-PCRF receives a CCA command where the S9 specific subsession indicates success status, the V-PCRF shall validate the PCC rules contained in the CCA. If the validation fails, the V-PCRF shall perform the following:

1) 
if the original CCR was received from a BBERF, reply to the BBERF over the corresponding gateway control session with a CCA command including the Gx experimental result code DIAMETER_ERROR_INITIAL_PARAMETERS (5140), or if the original CCR was received from a PCEF, reply to the PCEF over the corresponding Gx session with a CCA command including the same result code.
2)
Send a CCR command to the H-PCRF including Subsession-Enforcement-Info AVP with the corresponding Subsession-Id and include the Charging-Rule-Report AVP to indicate the PCC Rules that were not accepted, the Rule-Failure-Code AVP set to UNSUCCESSFUL_QOS_VALIDATION, and the QoS-Information AVP to indicate the acceptable QoS. The V-PCRF shall set the Subsession-Operation AVP to the value “TERMINATION” if the CCR used to request the rules was creating a new subsession.

When the V-PCRF receives a CCA command where the S9 specific subsession indicates success status and if the QoS validation is successful, the V-PCRF shall derive QoS rules based on the PCC rules received. The V-PCRF shall map the S9 subsession to the corresponding Gx and Gxx and follow the procedures described in 3GPP TS 29.212 [3] to provision the PCC/QoS rules to the PCEFand BBERF respectively using, if the PCEF/BBERF sent the original CCR command, CCA command or, if the PCEF/BBERF did not send the original CCR command, RAR command.

NOTE: 
Provisioning rules within RAR command can be needed for those cases when the V-PCRF receives CCR command related with a particular event from only the BBERF or only the PCEF. For example, an event-trigger such as QOS_CHANGE can trigger only the BBERF to send the CCR command while an event-trigger such as OUT_OF_CREDIT can trigger only the PCEF to send the CCR command.
If after provisioning the rules to the PCEF/BBERF, the V-PCRF receives a notification from the PCEF (case 1, 2a, 2b) or the BBERF (case 2a and 2b) or both the PCEF and the BBERF informing that an operation on a PCC/QoS rule has failed, the V-PCRF shall inform the H-PCRF. The V-PCRF shall send a CCR command with the CC-Request-Type AVP set to the value UPDATE_REQUEST to the H-PCRF including the Charging-Rule-Report AVP to indicate the PCC rules that were affected at the subsession level by including the Subsession-Enforcement-Info AVP identifying the affected S9 subsession within the Subsession-Id AVP, the Subsession-Operation AVP set to the value “MODIFICATION”. The H-PCRF may decide to reinstall, modify or remove the affected PCC rules as described in this clause or terminate the S9 session/subsession as described in clause 4.5.3.4. 

**** 2nd CHANGE ****
4.5.3.2
PCC and QoS Rules Provisioning

The H-PCRF shall provision, via the S9 reference point, PCC and QoS rules rules, using one of the following procedures:

-
PULL procedure (Provisioning solicited by the V-PCRF): In response to a request for PCC rules being made by the V-PCRF, as described in the preceding section, to provide QoS rules for case 2a where no corresponding PCC rules are sent, the H-PCRF shall provision QoS rules in the CCA by including the QoS-Rule-Install AVP at the command level; for other cases, the H-PCRF shall provision PCC rules and in the CCA command by including the Charging-Rule-Install AVP within the Subsession-Decision-Info AVP on the S9 subsession(s) that requested for PCC rules or in response to a request for PCC Rules being made by the V-PCRF, as described in the preceding section instance.  

-
PUSH procedure (Unsolicited provisioning from the H-PCRF). The H-PCRF may decide to provision (install, modify ore remove) PCC Rules without obtaining a request from the V-PCRF, e.g. in response to information provided to the H-PCRF from the AF (either in the visited or in the home network), or in response to an internal trigger within the H-PCRF, or from a trigger by the SPR. To install or modify QoS Rules without a request from the V-PCRF for case 2a when there are no related PCC rules, the H-PCRF shall provision QoS rules in the RAR by including the QoS-Rule-Install AVP at the command level; to provision PCC Rules without a request from the V-PCRF, the H-PCRF shall include these PCC Rules in an RAR command by including the Charging-Rule-Install AVP on the related S9 subsessions within the Subsession-Decision-Info AVP. To remove installed PCC Rules without a request from the V-PCRF, the H-PCRF shall include these PCC Rules in a RAR command by including the Charging-Rule-Remove AVP on the related S9 subsessions within the Subsession-Decision-Info AVP..
The V-PCRF shall validate the QoS information contained within the PCC rules of the CCA/RAR command. If the QoS validation fails or other error conditions occur for PCC rules provisioned within the CCA command from the H-PCRF, the V-PCRF shall follow the procedures specified in clause 4.5.3.1 for error handling. Otherwise, if the QoS validation fails or other error conditions occur when provisioning PCC rules using the RAR command, the procedures below apply.
If the QoS information is provisioned at the command level and the validation fails, the V-PCRF shall respond back to the H-PCRF by issuing an RAA command that includes, at the command level, the DIAMETER_PCC_RULE_EVENT (5142) experimental result code, the QoS-Rule-Report AVP to indicate the QoS Rules that were not accepted, the Rule-Failure-Code AVP set to UNSUCCESSFUL_QOS_VALIDATION, and the QoS-Information AVP to indicate the acceptable QoS.
If the QoS information is provisioned at the command level and the validation is successful, the V-PCRF shall follow the procedures described in 3GPP TS 29.212 [3] to provision the QoS rules to the BBERF. If after provisioning the rules to the BBERF, the V-PCRF receives a notification from the BBERF informing that an operation on a QoS rule has failed, the V-PCRF shall immediately inform the H-PCRF. The V-PCRF shall send a RAA command to the H-PCRF including the QoS-Rule-Report AVP to indicate the QoS rules that were affected at the command level. The H-PCRF may decide to reinstall, modify or remove the affected Rules as described in this clause or terminate the S9 session/subsession as described in clause 4.5.3.4.  If the provisioning of the rules was successful, the V-PCRF shall inform the H-PCRF by sending a RAA command containing, at the command level, the information included in the notification received from the BBERF.
If the QoS information is provisioned at the subsession level and the validation for all subsession fails, the V-PCRF shall send a RAA command to the H-PCRF, including the Subsession-Enforcement-Info AVP for each rejected S9 subsession. Each Subsession-Enforcement-Info AVP includes the rejected Subsession-Id, a DIAMETER_PCC_RULE_EVENT (5142) experimental result code, the Charging-Rule-Report AVP to indicate the PCC Rules that were not accepted, the Rule-Failure-Code AVP set to UNSUCCESSFUL_QOS_VALIDATION, and the QoS-Information AVP to indicate the acceptable QoS.
If the QoS information is provisioned at the subsession level and the validation for one or more subsession is successful, the V-PCRF shall provision the validated rules to the PCEF/BBERF first.  For all validated PCC rules, the V-PCRF derives QoS rules based on the PCC rules. The V-PCRF follows the procedures specified in 3GPP TS29.212 [3] to provision the rules to the BBERF/PCEF.

If after provisioning the rules to the PCEF/BBERF, the V-PCRF receives a notification from either the PCEF (case 1, 2a, 2b) or the BBERF (case 2a and 2b) informing that an operation on a PCC/QoS rule has failed, the V-PCRF shall inform the H-PCRF. 
After obtaining the QoS validation and rules installation (if applicable) result, the V-PCRF shall send a RAA command to the H-PCRF and for each subsession, include the Subsession-Enforcement-Info AVP with the Subsession-Id AVP. In addition, for each subsession, the Subsession-Enforcement-Info shall include,

-
if the QoS validation failed at the V-PCRF, a DIAMETER_PCC_RULE_EVENT (5142) experimental result code, the Charging-Rule-Report AVP to indicate the PCC Rules that were not accepted, the Rule-Failure-Code AVP set to UNSUCCESSFUL_QOS_VALIDATION, and the QoS-Information AVP to indicate the acceptable QoS.

-
if the V-PCRF received notification from the BBERF/PCEF indicating failure in provision, the Experimental-Result-Code AVP or Result-Code AVP received from the PCEF if available or from the BBERF otherwise, the Charging-Rule-Report AVP to indicate the failed PCC Rules and any other additional information received from the BBERF/PCEF.

-
if the provision was successful, the result-code and other information received from the PCEF/BBERF.

The result code or the experimental result code at the RAA command level shall be set to the following value:

-
DIAMETER_SUCCESS (2001), if all subsessions have been provisioned successfully;

-
DIAMETER_ERROR_SUBSESSION (5470), if one or more S9 subsessions have failed. 

For failed PCC rules, the H-PCRF may decide to reinstall, modify or remove the affected PCC Rules as described in this clause or terminate the S9 session/subsession as described in clause 4.5.3.4.
**** 3rd CHANGE ****
4.5.3.10
Application Detection and Control
This procedure takes place if Application Detection and Control feature is support as defined in clause 5.4.1.
4.5.3.10.x1
General
For the solicited application reporting, the H-PCRF may decide that the application detection and control shall be initiated based on roaming policies. In order to do that, the H-PCRF shall provision new ADC rules as described in clause 4.5.3.10.x3 
If the PCEF indicates support of Application Detection and Control feature during the IP-CAN session establishment, the V-PCRF shall provision the ADC rules received from the H-PCRF as described in 3GPP TS 29.212 [3], clause 4.6.2 by sending RAR/CCA command. 
Otherwise, if the TDF is deployed in the visited network, the V-PCRF shall initiate the TDF session establishment by sending TSR command as defined in 3GPP TS 29.212[3], clause 4b.5.1.1. The V-PCRF shall keep the mapping between the TDF session and S9 subsession.
If the H-PCRF removes all the ADC rules with the ADC-Rule-Remove AVP of the IP-CAN session(e.g. subscriber profile changes) , the V-PCRF shall initiate the TDF session termination by sending RAR command as defined in 3GPP TS 29.212[3], clause 4b.5.4.
For unsolicited application reporting, the TDF will initiate the TDF session establishment by sending a CCR command as defined in 3GPP TS 29.212[3] . The parameters described in clause 4b.5.1.1 of 3GPP TS 29.212[3] may also be included in the CCR command. The V-PCRF shall keep the mapping between the TDF session and S9 subsession. If the S9 subsession is terminated by the V-PCRF or the  H-PCRF, the V-PCRF shall initiate the TDF session termination by sending RAR command as defined in 3GPP TS 29.212[3].
4.5.3.10.x2
Request ADC Rules

This subclause is only applicable to the solicited application reporting.

The V-PCRF shall request for ADC Rules from the H-PCRF in the following instances:

1) 
A Diameter CCR command as defined in clause 4.5.1 of 3GPP TS 29.212 [3] is received by the V-PCRF from the PCEF requesting ADC Rules for a roaming user and/or informing that an installed event trigger has been detected in this case the affected ADC Rules are included by the PCEF. 

2)  A Diameter CCR command as defined in clause 4b.5.1 of 3GPP TS 29.212 [3] is received by the V-PCRF from the TDF requesting ADC Rules for a roaming user and/or informing that an installed event trigger has been detected; in this case the affected ADC Rules are included by the TDF.
The V-PCRF shall include within the CCR command those attributes provided by the PCEF and TDF as defined in 4.6.1 and 4b.5.1 of 3GPP TS 29.212 [3] respectively.  V-PCRF shall include the attributes provided by the PCEF or TDF at the S9 subsession level by including the Subsession-Enforcement-Info AVP with the corresponding Subsession-Id AVP.
When the V-PCRF receives a CCA command where the S9 specific subsession contains a specific error code within a Result-Code or Experimental-Result-Code AVP from the H-PCRF, the V-PCRF shall inform the trigger(s) of the related CCR command (i.e. PCEF and/or TDF) with a CCA command including the same result code.
When the V-PCRF receives a CCA command where the S9 specific subsession indicates success status, the V-PCRF shall map the S9 subsession to the corresponding Gx or TDF session and follow the procedures described in 3GPP TS 29.212 [3] to provision the ADC rules to the PCEF or TDF respectively using, if the PCEF/TDF sent the original CCR command, CCA command or, if the PCEF/TDF did not send the original CCR command, RAR command.
If after provisioning the ADC rules to the PCEF or TDF, the V-PCRF receives a notification from the PCEF or TDF informing that an operation on an ADC rule has failed, the V-PCRF shall inform the H-PCRF. The V-PCRF shall send a CCR command with the CC-Request-Type AVP set to the value UPDATE_REQUEST to the H-PCRF including the ADC-Rule-Report AVP to indicate the ADC rules that were affected at the subsession level by including the Subsession-Enforcement-Info AVP identifying the affected S9 subsession within the Subsession-Id AVP, the Subsession-Operation AVP set to the value “MODIFICATION”. The H-PCRF may decide to reinstall, modify or remove the affected ADC rules as described in this clause or any other action applies.
4.5.3.10.x3.
ADC Rules Provisioning
This subclause is only applicable to the solicited application reporting.
The ADC rules may be transferred to the V-PCRF from the H-PCRF by using one of the following procedures:
-    PULL procedure (Provisioning solicited by the V-PCRF): In response to a request for ADC rules being made by the V-PCRF, as described in the preceding section, the H-PCRF shall provision ADC in the CCA command by including the ADC-Rule-Install AVP correspondingly within the Subsession-Decision-Info AVP on the S9 subsession(s) that requested for ADC rules.
-
PUSH procedure (Unsolicited provisioning from the H-PCRF): The H-PCRF may decide to provision ADC rules at S9 subsession establishment within CCA command or at any point of time within active S9 subsession by using RAR command without obtaining a request from the V-PCRF, e.g. in response to an internal trigger within the H-PCRF, or from a trigger by the SPR. . To provision ADC rules, the H-PCRF shall include these ADC Rules in a CCA/RAR command by including the ADC-Rule-Install AVP on the related S9 subsessions within the Subsession-Decision-Info AVP. To remove installed ADC Rules without a request from the V-PCRF, the H-PCRF shall include these ADC Rules in a RAR command by including the ADC-Rule-Remove AVP on the related S9 subsessions within the Subsession-Decision-Info AVP.-

The V-PCRF shall initiate TDF session establishment specified in subclause 4.5.3.10.x1 if the V-PCRF receives the ADC rule from the H-PCRF within CCA command; otherwise, the V-PCRF shall map the S9 subsession to the corresponding Gx or TDF session and follow the procedures specified in 3GPP TS 29.212 [3] to provision the ADC rules to the PCEF or TDF.
If the operation failure for ADC rules provisioned within the CCA command from the H-PCRF, the V-PCRF shall follow the procedures specified in subclause 4.5.3.10.x2 for error handling. Otherwise, if the operation failure for ADC rules provisioned within the RAR command, the procedures below apply.
After obtaining the rules installation result, the V-PCRF shall send a RAA command to the H-PCRF and for each subsession, include the Subsession-Enforcement-Info AVP with the Subsession-Id AVP. In addition, for each subsession, the Subsession-Enforcement-Info shall include,

-
if the V-PCRF received notification from the PCEF/TDF indicating failure in provision, the Experimental-Result-Code AVP or Result-Code AVP received from the PCEF or from the TDF, the ADC-Rule-Report AVP to indicate the failed ADC Rules, and any other additional information received from the PCEF/TDF.

-
if the provision was successful, the result-code and other information received from the PCEF/TDF.

The result code or the experimental result code at the RAA command level shall be set to the following value:

-
DIAMETER_SUCCESS (2001), if all subsessions have been provisioned successfully;

-
DIAMETER_ERROR_SUBSESSION (5470), if one or more S9 subsessions have failed. 

For failed ADC rules, the H-PCRF may decide to reinstall, modify or remove the affected ADC Rules as described in this clause or any other action applies.
4.5.3.10.x4.
Application Detection Information
If the V-PCRF receives a notification from the PCEF supporting Application Detection and Control feature or the TDF with the Application-Detection-Information AVP, informing that the corresponding application has been detected, the V-PCRF shall inform the H-PCRF. The V-PCRF shall send a CCR command with the CC-Request-Type AVP set to the value UPDATE_REQUEST to the H-PCRF including the Application-Detection-Information AVP, as received from the PCEF or TDF, at the subsession level by including the Subsession-Enforcement-Info AVP identifying the affected S9 subsession within the Subsession-Id AVP, the Subsession-Operation AVP set to the value “MODIFICATION”. 
The H-PCRF may then decide to reinstall, modify or remove the PCC rules as described in clause 4.5.3.1 and/or – for the solicited application reporting case - ADC rules as described in clause 4.5.3.10.x1.
When the V-PCRF receives a CCA command where the S9 specific subsession contains a specific error code within a Result-Code or Experimental-Result-Code AVP from the H-PCRF, the V-PCRF shall inform the trigger(s) of the related CCR command (i.e. PCEF and/or TDF) with a CCA command including the same result code.
For unsolicited application reporting, the Application Detection Information is only reported from the TDF.
**** End of CHANGE ****
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