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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorization and Accounting 

AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function
ANQP
Access Network Query Protocol
APN
Access Point Name

DNS
Domain Name System

EAP
Extensible Authentication Protocol

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name

HLR
Home Location Register

HPLMN
Home PLMN

HSS
Home Subscriber Server

I-WLAN
Interworking – WLAN

IKE
Internet Key Exchange

IPsec
IP security

NAI
Network Access Identifier

NI
Network Identifier

OI
Operator Identifier

PDG
Packet Data Gateway

PLMN
Public Land Mobile Network
SIM
Subscriber Identity Module

SSID
Service Set ID

UE
User Equipment

UICC
Universal Integrated Circuit Card

USIM
Universal Subscriber Identity Module
W-APN
WLAN - APN

WLAN
Wireless Local Area Network

WSID
WLAN Specific Identifier

****NEXT CHANGE****
4.2
WLAN UE Identities

4.2.1
General

WLAN UEs use Network Access Identifier (NAI) as identification towards the 3GPP WLAN AAA server in the EAP Response/Identity message. The NAI is structured according to 3GPP TS 23.003 [1A].

4.2.2
Root NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate directly to HPLMN (see IETF RFC 4284 [12] and 3GPP TS 23.234 [2]). The Root NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.3. The usage of the Root NAI is specified in clause 5.

4.2.3
Decorated NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate to HPLMN via VPLMN (see IETF RFC 4284 [12]). The Decorated NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.4. The usage of the Decorated NAI is specified in clause 5.

4.2.4
Alternative NAI

This is the NAI format used by the WLAN UE when it attempts to obtain a list of available PLMNs during a manual selection procedure. The Alternative NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.6. The usage of Alternative NAI is specified in clause 5.

4.2.5
Username

The generation of, and the rules for the use of the username part of an NAI in the WLAN UE are defined in subclause 6.1. The format of the username part of an NAI is defined in 3GPP TS 23.003 [1A].

4.3
Scanning procedures

4.3.1
IEEE 802.11 WLANs

For IEEE 802.11 [11] WLANs, the WLAN name is provided in the SSID information element.

The WLAN UE becomes aware of the supported WSIDs of the WLAN by performing scanning procedures as specified in IEEE 802.11-1999 [11].

There are two types of scanning procedures specified in IEEE 802.11-1999 [11]:

i)
Passive scanning.

ii)
Active scanning.

The WLAN UE shall support passive scanning according to IEEE 802.11-1999 [11]. If active scanning is supported then, the WLAN UE should use active scanning according to IEEE 802.11-1999 [11].

In order to assist PLMN selection procedure, the WLAN UE shall create a list of available WSIDs. The list of available WSIDs consists of all WSIDs found in passive scanning and all WSIDs received as a result of active scanning.

The WLAN UE may support additional active scanning procedures as defined in IEEE P802.11u™/D11.0 [23]. If the WLAN UE and WLAN support the IEEE P802.11u™/D11.0 [23] procedures, the list of available PLMNs may be constructed through the use of the Access Network Query Protocol (ANQP).

4.3.2
Other WLAN technologies

Other WLAN technologies, such as HiperLAN or Bluetooth, are not described in this TS but are not excluded.

4.4
Network discovery

4.4.1
General

Network discovery can be performed in three ways: 
1)
direct connection from the I-WLAN to HPLMN using internet where authentication has been performed using a non IEEE 802.1x authentication mechanism;
2)
via a PLMN using IEEE 802.1x authentication access; or
3)
via IEEE 802.11u™/D11.0 [23] ANQP.
In case 1), the USIM may contain the "HPLMN Direct Access Indicator" indicating whether the WLAN UE is allowed to perform IEEE 802.1x HPLMN discovery procedures or not. If the "HPLMN Direct Access Indicator" on USIM does not allow direct access, then the UE shall not perform IEEE 802.1x HPLMN discovery procedures. The WLAN UE once it has obtained I-WLAN access shall perform tunnel management procedures per the clause 8 to access the HPLMN.
In case 2) when IEEE 802.1x authentication mechanisms are used, the network discovery procedure shall be executed between the WLAN UE and the local AAA for the purpose of sending to the WLAN UE the Supported PLMNs list for WLAN access for the manual selection procedure. The WLAN UE shall support the network discovery procedure as specified in IETF RFC 4284 [12]. The WLAN UE shall send the alternative NAI to the local AAA to trigger the network discovery procedure. If the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA:

a)
supports identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends a subsequent EAP-Request/Identity message to the WLAN UE including the Supported PLMNs list for WLAN access; or

b)
does not support identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends an EAP-Failure message to the WLAN UE.
In case 3) for WLANs and WLAN UEs that support IEEE 802.11u™/D11.0 [23], the WLAN UE shall use ANQP to trigger the sending of the generic container. If the WLAN supports advertisement of PLMNs via IEEE 802.11u™/D11.0 [23] the WLAN shall send back an ANQP response to the WLAN UE including the Supported PLMNs list, using the format defined in Annex A. If the WLAN UE receives alternative ANQP responses, where the “Info ID”  is not "3GPP Cellular Network information", the behaviour of the WLAN UE is outside the scope of this specification.


NOTE:
How the WLAN system obtains the Supported PLMN list when using IEEE 802.11u™/D11.0 [23] procedures  is outside of the scope of this specification.

For PLMNs that support emergency optimizations, this is indicated via the inclusion of the emergency specific service realm as defined in 3GPP TS 23.003 [1A].
4.4.2
WLAN UE procedures

Upon reception of an IEEE 802.11u™/D11.0 [23] ANQP response or EAP-Request/Identity message including the Supported PLMNs list for WLAN access the WLAN UE shall:
-
Perform PLMN selection according to subclause 5.2.

-
Use the Decorated NAI as specified in subclause 4.2 and using the PLMN ID of the Selected PLMN.
-
Attempt to authenticate as specified in subclause 6.1.1 and using the NAI determined in the prior step.

-
Include emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the Selected PLMN is the HPLMN, then decoration shall not be performed as HPLMN ID is already contained in the Root NAI. As an implementation option, the WLAN UE may store the Supported PLMNs list for WLAN access.

5
Network Selection

5.1
General

WLAN selection consists of two selection procedures: I-WLAN selection and PLMN selection. These procedures are applicable to initial network selection at WLAN UE switch on and following recovery from lack of WLAN radio coverage. In order to ensure that the result of network selection is the association with an I-WLAN that has direct connection to HPLMN, both procedures are linked to each other as specified in this clause.


Two 3GPP WLAN interworking network selection modes are defined, automatic and manual. At switch on, if the UE provides the optional feature of user preferred PLMN selection operating mode then this operating mode shall be used. The support of additional network selection modes is implementation dependent.

For manual network selection procedures defined in subclause 5.2.3 the WLAN UE produces a list of available PLMNs. The list of PLMN shall be acquired by performing one of the following: 

1)
If the WLAN UE and WLAN supports IEEE 802.11u™/D11.0 [23] then ANQP shall be used each WSID;
2)
If the WLAN UE and WLAN supports IEEE 802.1x authentication, the WLAN UE shall associate and perform EAP based network discovery with the available WSID using the Alternative NAI until every available WLAN has been associated with and EAP network discovery has been performed; or
3)
If the WLAN does not support IEEE 802.1x authentication and the "HPLMN Direct Access Indicator" on USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then the WLAN UE shall attempt to create a direct connection to the HPLMN using tunnel management procedures as defined in clause 8.
For automatic selection procedures defined in subclause 5.2.4. At switch on, or following recovery from lack of coverage, the WLAN UE selects the I-WLAN Last Registered PLMN, HPLMN or EHPLMN if available. 

As an alternative option to this, if the WLAN UE is in automatic network selection mode and it finds a WSID known to support connectivity to the HPLMN, the WLAN UE selects the HPLMN and does not return to the I-WLAN Last Registered PLMN. The operator controls by the "I-WLAN HPLMN Priority Indication" data file in the USIM whether an WLAN UE that supports this option performs this alternative behaviour. If the HPLMN cannot be found, the WLAN UE returns to the I-WLAN Last Registered PLMN if available.

If there is no I-WLAN Last Registered PLMN, or if selection is not possible due to the PLMN being unavailable or selection failure, the WLAN UE shall use a WSID that has a direct connection to HPLMN. This is done by performing the procedures in 1) – 3) above  with the available WSIDs until a WSID that has a direct connection to the HPLMN has been found. If a WSID that has direct connection to HPLMN is not found, then the WLAN UE attempts to select a WSID that has connection to one of the PLMNs in the Preferred PLMNs lists. The order that the WLAN UE follows for association with the Available WSIDs is determined by the "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier List" and "Operator Controlled WLAN Specific Identifier list", if available.

Network selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in 3GPP TS 23.122 [1]. The signal quality shall not be used as a parameter for network selection.
To assist in selecting a PLMN a number of lists are defined: the" User Controlled PLMN Selector list for I-WLAN" and the "Operator Controlled PLMN Selector list for I-WLAN". If these lists are supported on the USIM then the WLAN UE shall read and use all the entries.
5.2
PLMN selection

5.2.1
WLAN UE I-WLAN Selection procedure

The WLAN UE shall use scanning procedures as specified in subclause 4.3 in order to find the available WSIDs.

For the purpose of discovering the supported PLMN's 

1)
If both the WLAN and WLAN UE supports IEEE 802.11u™/D11.0 [23] the WLAN UE shall use ANQP procedures sequentially with each WSID; and

2)
The WLAN UE shall sequentially perform association with each WSID.
The above shall be performed using the list of available WSIDs in the following order:

a)
If the "I-WLAN HPLMN Priority Indication" data file is available in the USIM and is set then if the "Home I-WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Home I-WLAN Specific Identifier list" data file in the USIM (in priority order).

b)
If the "User Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "User Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

c)
If the "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

NOTE 1:
Requirements for the presence of the "User Controlled WLAN Specific Identifier list" data file, "Home I-WLAN Specific Identifier list" and the "Operator Controlled WLAN Specific Identifier list" data file are defined in 3GPP TS 31.102 [13].

d)
If neither "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier list"  nor "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM and the ME supports at least one of the optional "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier list" or "Operator Controlled WLAN Specific Identifier list" lists in the ME memory:
NOTE 2:
Requirements for the presence of the "Home I-WLAN Specific Identifier list" data file are defined in OMA-DDS-DM_ConnMO_WLAN-V1_0-20081024-A [24] referenced in the AccessNetworkInformationRef leaf of the ANDSF Management Object given 3GPP TS 24.312 [25].
i)
if the "I-WLAN HPLMN Priority Indication" data file is available in the USIM and is set then each WSID in the "Home WLAN Specific Identifier list" data file in the ME (in priority order);
ii)
each WSID in the "User Controlled WLAN Specific Identifier list" data file in the ME (in priority order);

iii)
each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the ME (in priority order).

e)
Other WSIDs supporting 3GPP-WLAN interworking in implementation specific order.

In the case of Automatic PLMN selection the WLAN UE shall stop performing association with other WLANs once a direct connection to the HPLMN has been found if there is:

1)
no EHPLMN list present; or

2)
the EHPLMN list is present but empty; or

3)
the EHPLMN list has a single entry which is the PLMN derived from the IMSI.

In the case when the EHPLMN list is present and the list has:

1)
a single entry that is not the PLMN derived from the IMSI then the WLAN UE shall stop performing association with other WLANs once a direct connection to the EHPLMN has been found; or

2)
has two or more entries, then the WLAN UE shall stop association with other WLANs when the highest priority EHPLMN has been found.
If no association with any I-WLAN is found, the WLAN UE behaviour is implementation dependent.

The PLMN identities thus found are used in the PLMN selection procedure.

5.2.2
Void

5.2.3
Manual PLMN Selection Mode Procedure

In case of manual network selection mode, for WLANs that : 
1)
together with the WLAN UE support IEEE 802.11u™/D11.0 [23], the WLAN UE shall send an ANQP request to each WSID. If the WSID supports advertisement of PLMNS, it shall send back an ANQP response to the WLAN UE including the Supported PLMNs list for WLAN access. See Annex A. If the WLAN UE receives a ANQP response where the “Info ID” is not "3GPP Cellular Network information" the behaviour of the WLAN UE is outside the scope of this specification
2)
support IEEE 802.1x authentication, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Alternative NAI. See subclause 4.2.5.

3)
do not support IEEE 802.1x authentication,if the "HPLMN Direct Access Indicator " in the USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then for HPLMN access the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication.

NOTE:
In case 3), if authentication is required  to access the internet when accessing a WLAN that does not support IEEE 802.1x authentication then the procedures to do this are outside scope of this specification.

The WLAN UE shall indicate to the user the PLMNs which are available. If more than one I-WLAN is capable of being used to establish a direct connection with a PLMN the WLAN UE should indicate each of the candidate I-WLANs along with the PLMN to the user. If displayed, PLMNs from the Supported PLMNs list shall be presented in the following order:

a)
HPLMN (if the EHPLMN list is not present, or is present and empty);
b)
If one or more of the EHPLMNs are available then based on theoptional "I-WLAN Equivalent HPLMN Presentation Indication" data file on the USIM either the highest priority EHPLMN among those that are available is to be presented to the user or all available EHPLMNs are presented to the user in priority order;
c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology " data file, if available in the USIM/SIM (in priority order).

f)
If none of the PLMN selector lists in steps c, d and e is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" and "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order).

g)
Any other PLMN in random order.

The HPLMN may provide on the USIM additional information on the available PLMNs. If this information is provided then the WLAN UE shall indicate it to the user. This information, provided as free text may include:
-
preferred partner;

-
roaming agreement status; and

-
supported services.

Furthermore, the WLAN UE may indicate whether the available PLMNs are present on the EHPLMN list, the "User Controlled Selector for I-WLAN access" data file or the "Operator Controlled PLMN Selector for I-WLAN access" data file. The WLAN UE may also indicate that the PLMN is not present on any of these lists.
If a PLMN was selected before the procedure and if the user does not select a PLMN, the selected PLMN shall be the one that was selected before the PLMN selection procedure started.

If successful authentication is achieved, the WLAN UE shall indicate the Selected PLMN. If the"I-WLAN Last Registered PLMN" data file is available in the USIM(see 3GPP TS 31.102 [13]) the WLAN UE shall store the Selected PLMN on the USIM else the WLAN UE shall store the Selected PLMN on the ME.
If no PLMN is found, the WLAN UE behaviour is implementation dependent.

5.2.4
Automatic PLMN Selection Mode Procedure

In case of automatic selection for WLANs that UE shall select and attempt to authenticate with an available and allowable PLMN. For WLANs that: 

1)
together with the WLAN UE support IEEE 802.11u™/D11.0 [23], the WLAN UE shall send an ANQP request to each WSID. If the WSID supports advertisement of PLMNS, it shall send back an ANQP response to the WLAN UE including the Supported PLMNs list for WLAN access. See Annex A. If the WLAN UE receives a ANQP response where the “Info ID” is not "3GPP Cellular Network information" the behaviour of the WLAN UE is outside the scope of this specification.
2)
do not support IEEE 802.1x authentication, if the "HPLMN Direct Access Indicator" in the USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication.
3)
support IEEE 802.1x authentication the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Alternative NAI. See subclause 4.2.5.




After that, the WLAN UE shall choose an available and allowable PLMN in the following order:

a)
If the USIM data file "I-WLAN HPLMN Priority Indication" is available and set to prioritise HPLMN, then:
i)
HPLMN (if the EHPLMN list does not exist, or exists but is empty);
ii)
If the EHPLMN list is present and contains at least one entry the highest EHPLMN available; and

iii)
if the "I-WLAN Last Registered PLMN" data file is available in the USIM, the PLMN in the "I-WLAN Last Registered PLMN" in the USIM;

else if  the "I-WLAN Last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN Last Registered PLMN", the PLMN in the "I-WLAN Last Registered PLMN" in the ME;
b)
If "I-WLAN HPLMN Priority Indication" data file is available in the USIM  and is not set or is not present on the USIM:
i)
if the "I-WLAN Last Registered PLMN" data file is available in the USIM,  the PLMN in the "I-WLAN last Registered PLMN" in the USIM;


else if  the "I-WLAN Last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN Last Registered PLMN" and the last registered PLMN for I-WLAN is available and set to prefer the last registered PLMN, then the PLMN in the "I-WLAN Last Registered PLMN" in the ME; and
ii)
HPLMN;
c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order) ;
d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order);
NOTE:
Requirements for the presence of the "User Controlled PLMN Selector for I-WLAN access" data file and the "Operator Controlled PLMN Selector for I-WLAN access" data file are defined in 3GPP TS 31.102 [13].

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for I‑WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);
f)
If none of the PLMN selector lists in steps b, c and d is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" or "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order; and).

g)
Any other PLMN in random order.

If successful authentication is achieved, the WLAN UE shall indicate to the user the Selected PLMN. If the "I-WLAN Last Registered PLMN" data file is available in the USIM the WLAN UE shall store the Selected PLMN on the USIM else the WLAN UE shall store the Selected PLMN on the ME.
If no PLMN is selected, the WLAN UE behaviour is implementation dependent.

If the WLAN UE loses coverage with the associated access point, a new I-WLAN is discovered automatically using the I-WLAN association procedure in subclause 5.2.1.

****NEXT CHANGE****

6
WLAN UE to 3GPP Network protocols

6.1
WLAN UE to 3GPP AAA Server protocols

6.1.1
WLAN Access Authentication and Authorization protocols

6.1.1.1
General

6.1.1.1.1
Non-emergency case
WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN or to the WLAN and 3GPP network.

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in IETF RFC 4187 [9] and IETF RFC 4186 [10].

Other EAP authentication methods than those specified in IETF RFC 4187 [9] and IETF RFC 4186 [10] may be supported by the WLAN UE but are not part of 3GPP WLAN IW therefore are out of the scope of the present document.

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [6]).

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see subclause 6.1.1.3.6).

****NEXT CHANGE****

Annex A (normative): 
Definition of Generic Container

A.1
General

This subclause describes the structure and contents of the IEEE P802.11u [23] Generic Container. 

A.2
General structure

A.2.1
Structure

The general structure of the Generic container 
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Figure A.2.1-1 – Structure of IEEE 802.11u Generic Container
A.2.2
Generic container User Data (GUD)

Defines the protocol version of the Generic Container

00000000
Version 1

00000001


To

11111111
Reserved

****NEXT CHANGE****
A.2.4
Information Element Identity (IEI)

Defines the Information element contents.

00000000
PLMN List

00000001


To

11111111
Reserved
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