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1
Scope

The present document specifies the stage 3 of the control plane of the GPRS Tunnelling Protocol, Version 2 for Evolved Packet System interfaces (GTPv2-C).

In this document, unless otherwise specified the S5 interface refers always to "GTP-based S5" and S8 interface refers always to "GTP-based S8" interface. 

GTPv2-C shall be used across the following EPC signalling interfaces: S3, S4, S5, S8, S10, S11 and S16.

GTPv2-C based protocols shall also be used across Sv (3GPP TS 29.280 [15]) and S101 (3GPP TS 29.276 [14]) interfaces.
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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

GTP-PDU: GTP Protocol Data Unit is either a GTP-C Message or a GTP-U Message. GTP-U Message may be either a signalling message across the user plane tunnel, or a G-PDU (see clause 6).

· Signalling Message: any GTP-PDU (GTP-C or GTP-U) except the G-PDU.

· G-PDU: GTP user plane message, which carries the original packet (payload). G-PDU consists of GTP-U header and a T-PDU. 

· T-PDU: original packet, for example an IP datagram, from an UE or a network node in an external packet data network. A T-PDU is the payload that is tunnelled in the GTP-U tunnel.

· GTP-C Message: GTP control plane message type of a GTP-PDU. GTP-C message consists of GTP-C header, which is followed by zero or more information elements.

· GTP-U Message: GTP user plane message. The user plane messages are used to carry user data packets, and also signalling messages e.g. for path management and error indication. Therefore, GTP-U message consists of GTP-U header, which is followed by either a T-PDU, or zero or more information elements.

GTP Tunnel: FFS (see also subclause 4.2 "GTP Tunnel").


Tunnel Endpoint: A tunnel endpoint is identified with a TEID, an IP address and a UDP port number (see subclause 4.2 "GTP Tunnel").

Tunnel Endpoint Identifier (TEID): unambiguously identifies a tunnel endpoint in scope of a path (see subclause 4.2 "GTP Tunnel"). 

3.2
Symbols

For the purposes of the present document, the following symbols apply:

S1-U
Interface between SGW and eNB

X2
Interface between eNBs

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AMBR
Aggregate Maximum Bit Rate

APN
Access Point Name

APN-NI
Access Point Name Network Identifier

APN-OI
Access Point Name Operator Identifier


EBI
EPS Bearer ID

eBN
Evolved Node B

EPC
Evolved Packet Core

EPS
Evolved Packet System

F-TEID
Fully Qualified Tunnel Endpoint Identifier

G-PDU
GTP-U non-signalling PDU

GPRS
General Packet Radio Service 

GTP
GPRS Tunnelling Protocol

GTP-PDU
GTP-C PDU or GTP-U PDU

GTPv2-C
GTP version 2, control plane

GTPv2-U
GTP version 2, user plane

IMSI
International Mobile Subscriber Identity

IP
Internet Protocol

LBI
Linked Bearer identity

L1
Layer 1

L2
Layer 2

MEI
Mobile Equipment Identity

MSISDN
Mobile Subscriber ISDN Number

PAA
PDN Address Allocation

PCO
Protocol Configuration Options

PDU
Protocol Data Unit

PDN
Packet Data Network or Public Data Network

PGW
PDN Gateway

PTI
Procedure Transaction Id

QoS
Quality of Service

RAT
Radio Access Type

SGW
Serving Gateway

TEID
Tunnel Endpoint Identifier

TEID-C
Tunnel Endpoint Identifier, control plane

TEID-U
Tunnel Endpoint Identifier, user plane

TFT
Traffic Flow Template

TLIV
Type Length Instance Value

UDP
User Datagram Protocol

ULI
User Location Info

4
General



4.1
GTP Tunnel

GTP tunnels are used between two nodes communicating over a GTP based interface, to separate traffic into different communication flows. 

A GTP tunnel is identified in each node with a TEID, an IP address and a UDP port number. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C or S1-MME messages.

The criteria defining when the same or different GTP tunnels shall be used between to nodes differs between the control and the user plane, and also between interfaces.

For the control plane, for each end-point of a GTP-C tunnel:

· The TEID-C shall be unique per PDN-Connection on GTP based S5 and S8 interfaces. The same tunnel shall be shared for the control messages related to all bearers associated to the PDN-Connection. A TEID-C on the S5/S8 interface shall be released after all its associated EPS bearers are deleted.
· There shall be only one pair of TEID-Cs per UE on each of the S3 and the S10 interfaces. The same tunnel shall be shared for the control messages related to the same UE operation. A TEID-C on the S3/S10 interface shall be released after its associated UE context is removed or the UE is detached. 

· There shall be only one pair of TEID-C per UE over the S11 and the S4 interfaces. The same tunnel shall be shared for the control messages related to the same UE operation. A TEID-C on the S11/S4 interface shall be released after all its associated EPS bearers are deleted.
For GTP-U, a TEID-U is used according to 3GPP TS 29.281 [13].

NOTE:
GTP-U is based on GTP version 1 (GTPv1).
4.2. changes covered elsewhere

4.3
Transmission Order and Bit Definitions

The messages in this document shall be transmitted in network octet order starting with octet 1 with the MSB sent first.

The most significant bit of an octet in a GTP message is bit 8. If a value in a GTP message spans several octets and nothing else is stated, the most significant bit is bit 8 of the octet with the lowest number.

5
GTP Header for Control Plane

5.1
General format

Control Plane GTP uses a variable length header. Control Plane GTP header length shall be a multiple of 4 octets. Figure 5.1-1 illustrates the format of the GTPv2-C Header. 

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	T
	Spare
	Spare
	Spare

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	m to k(m+3)
	
	If T flag is set to 1, then TEID shall be placed into octets 5-8. Otherwise, TEID field is not present at all.

	n to (n+1)
	
	Sequence Number

	(n+2) to (n+3)
	
	Spare


Figure 5.1-1: General format of GTPv2 Header for Control Plane

Where:

-
if T = 0, TEID field is not present, k = 0, m = 0 and n = 5;
-
if T = 1, TEID field is present, k = 1, m = 5 and n = 9.

The usage of GTPv2-C header across the EPC specific interfaces is defined in the subclause 5.5 "Usage of the GTPv2-C Header". Octet 1 bits shall be coded as follows:

-
Bits 6-8 represent the Version field.

-
Bit 5 is spare, the sender shall set it to zero and the receiver shall ignore it.

-
Bit 4 represents the TEID flag (T).

-
Bits 3-1 are spare, the sender shall set it to zero and the receiver shall ignore it.

5.2
Control Plane GTP Extension Header

The legacy Extension Header mechanism is not used for the GTP version 2 control plane. Future extensions will be implemented by adding Information Elements in the message body if new parameters are needed.
5.3
GTP-C header for Echo and Version Not Supported messages

The GTPv2-C message header for the Echo Request, Echo Response and Version Not Supported Indication messages shall not contain the TEID field, but shall contain the Sequence Number fields, followed by two spare octets as depicted in figure 5.3-1. The spare bits shall be set to zero by the sender and ignored by the receiver.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	T=0
	Spare
	Spare
	Spare

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Sequence Number (1st Octet)

	6
	
	Sequence Number (2nd Octet)

	7
	
	Spare

	8
	
	Spare


Figure 5.3-1: The format of Echo and Version Not Supported message Header

5.4
EPC specific GTP-C header

Apart from the Echo Request, Echo Response and Version Not Supported Indication messages, the GTP-C message header shall contain the TEID and Sequence Number fields, followed by two spare octets. A typical GTP-C header is depicted in figure 5.4-1. The spare bits shall be set to zero by the sender and ignored by the receiver.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	T=1
	Spare
	Spare
	Spare

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Spare

	12
	
	Spare


Figure 5.4-1: The format of EPC specific GTPv2 Control Plane message Header

5.5
Usage of the GTPv2-C Header

The format of the GTPv2-C header is specified in subclause 5.1 "General format". The usage of the GTP-C header across e.g. S101 (3GPP TS 29.276 [14]) and Sv (3GPP TS 29.280 [15]) interfaces are defined in their respective specifications. 

The usage of the GTPv2-C header for EPC specific interfaces shall be as defined below. 

The first octet of the header shall be used is the following way:

-
Bits 8 to 6, which represent the GTP-C version, shall be set to decimal 2 ('010').

-
Bit 5 is a spare bit. The sending entity shall set it to '0' and the receiving entity shall ignore it.

-
Bit 4 represents a 'T' flag, which indicates if TEID field is present in the GTP-C header or not. If the 'T' flag is set to 0, then the TEID field shall not be present in the GTP-C header. If the 'T' flag is set to 1, then the TEID field shall immediately follow the Length field, in octets 5 to 8. Apart from the Echo Request,  Echo Response and Version Not Supported messages, in all EPC specific messages the value of the 'T' flag shall be set to '1'.

-
Bit 3 is a spare bit. The sending entity shall set it to '0' and the receiving entity shall ignore it. 

-
Bit 2 is a spare bit. The sending entity shall set it to '0' and the receiving entity shall ignore it.

-
Bit 1 is a spare bit. The sending entity shall set it to '0' and the receiving entity shall ignore it.

The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 6.1-1 "Message types for GTPv2".  

-
Octets 3 to 4 represent the Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP-C header (the first 4 octets). The TEID (if present) and the Sequence Number (if present) shall be included in the length count. The format of the Length field is specified in subclause 8.2 "Information Element Format".

-
For EPC specific interfaces, T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID) field. This field shall unambiguously identify a tunnel endpoint in the receiving GTP-C entity. In the following cases, the TEID field shall be present in a GTPv2-C header, but its value shall be set to '0':

Editor's note: a list of the relevant cases should be added here.

-
Octets 9 to 10 represent GTP Sequence Number field.

The GTP-C header may be followed by subsequent information elements dependent on the type of control plane message.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to m
	GTP-C header
	

	
	m+1 to n
	Information Element(s)
	

	
	
	
	


Figure 5.5-1: GTP-C Header followed by subsequent Information Elements

6
GTP-C Message Types and Message Formats

A GTP-C message is sent across a GTP control plane tunnel. In a message, the GTP-C header is followed by zero or more information elements. The GTP-C messages are used for the control plane path management, for the control plane tunnel management and for mobility management.

A T-PDU is an original packet, for example an IP datagram, from an UE, or from a network node in an external packet data network.

6.1
Message Format and Type values

GTP defines a set of messages between two associated EPC network elements. The messages to be used shall be as defined in Table 6.1-1.

Table 6.1-1: Message types for GTPv2

	Message Type value (Decimal)
	Message
	Reference
	GTP-C
	GTP-U

	0
	Reserved
	
	
	

	1
	Echo Request
	
	X
	X

	2
	Echo Response
	
	X
	X

	3
	Version Not Supported Indication
	
	X
	

	4-24
	Reserved for S101 interface
	TS 29.276 [14]
	
	

	25-31
	Reserved for Sv interface
	TS 29.280 [15]
	
	

	
	SGSN/MME to PDN-GW (S4/S11, S5/S8)
	
	
	

	32
	Create Session Request
	
	X
	

	33
	Create Session Response
	
	X
	

	34
	Update User Plane Request
	
	X
	

	35
	Update User Plane Response
	
	X
	

	36
	Modify Bearer Request
	
	X
	

	37
	Modify Bearer Response
	
	X
	

	38
	Delete Session Request
	
	X
	

	39
	Delete Session Response
	
	X
	

	40
	Change Notification Request
	
	X
	

	41
	Change Notification Response
	
	X
	

	42-63
	For future use
	
	
	

	
	Messages without explicit response
	
	
	

	64
	Modify Bearer Command 

(MME/SGSN to PGW –S11/S4, S5/S8)
	
	X
	

	65
	Modify Bearer Failure Indication 

(PGW to MME/SGSN –S5/S8, S11/S4)
	
	X
	

	66
	Delete Bearer Command 

(MME to PGW –S11, S5/S8)
	
	X
	

	67
	Delete Bearer Failure Indication (PGW to MME –S5/S8, S11)
	
	X
	

	68
	Bearer Resource Command 

(MME/SGSN to PGW –S11/S4, S5/S8)
	
	X
	

	69
	Bearer Resource Failure Indication 

(PGW to MME/SGSN –S5/S8, S11/S4)
	
	X
	

	70
	Downlink Data Notification Failure Indication (SGSN/MME to SGW –S4/S11)
	
	X
	

	71-94
	For future use
	
	
	

	
	PDN-GW to SGSN/MME (S5/S8, S4/S11)
	
	
	

	95
	Create Bearer Request
	
	X
	

	96
	Create Bearer Response
	
	X
	

	97
	Update Bearer Request
	
	X
	

	98
	Update Bearer Response
	
	X
	

	99
	Delete Bearer Request
	
	X
	

	100
	Delete Bearer Response
	
	X
	

	101-127
	For future use
	
	
	

	
	MME to MME, SGSN to MME, MME to SGSN, SGSN to SGSN (S3/10/S16)
	
	
	

	128
	Identification Request
	
	X
	

	129
	Identification Response
	
	X
	

	130
	Context Request
	
	X
	

	131
	Context Response
	
	X
	

	132
	Context Acknowledge
	
	X
	

	133
	Forward Relocation Request
	
	X
	

	134
	Forward Relocation Response
	
	X
	

	135
	Forward Relocation Complete Notification
	
	X
	

	136
	Forward Relocation Complete Acknowledge
	
	X
	

	137
	Forward SRNS Context Notification
	
	X
	

	138
	Forward SRNS Context Acknowledge
	
	X
	

	139
	Relocation Cancel Request
	
	X
	

	140
	Relocation Cancel Response
	
	X
	

	141-148
	For future use
	
	
	

	
	SGSN to MME, MME to SGSN (S3)
	
	
	

	149
	Detach Notification
	
	X
	

	150
	Detach Acknowledge
	
	X
	

	151
	CS Paging Indication
	
	X
	

	152-159
	For future use
	
	
	

	
	MME to SGW (S11)
	
	
	

	160
	Create Forwarding Tunnel Request
	
	X
	

	161
	Create Forwarding Tunnel Response
	
	X
	

	162
	Suspend Notification
	
	X
	

	163
	Suspend Acknowledge
	
	X
	

	164
	Resume Notification
	
	X
	

	165
	Resume Acknowledge
	
	X
	

	166
	Create Indirect Data Forwarding Tunnel Request
	
	X
	

	167
	Create Indirect Data Forwarding Tunnel Response
	
	X
	

	168-175
	For future use
	
	
	

	
	SGW to SGSN/MME (S4/S11)
	
	
	

	176
	Downlink Data Notification
	
	X
	

	177
	Downlink Data Notification Acknowledgement
	
	X
	

	178
	Update Bearer Complete
	
	X
	

	179-191
	For future use
	
	
	

	
	Other
	
	
	

	192-244
	For future use
	
	
	

	245-255
	Reserved for GTP-U
	TS 29.281 [13]
	
	X


6.1.1
Presence requirements of Information Elements

There are three different presence requirements (Mandatory, Conditional, or Optional) for an IE within a given GTP-PDU:

-
Mandatory means that the IE shall be included by the sending side, and that the receiver diagnoses a "Mandatory IE missing" error, when detecting that the IE is not present. A response including a "Mandatory IE missing" cause, shall include the type of the missing IE.

-
Conditional means:

· that inclusion of the IE by the sender depends on conditions specified in the relevant protocol specification;
Editor's Note: the receiver shall check the conditions as specified in the corresponding message type description, based on the parameter combination in the message and/or on the state of the receiving node, to infer if a conditional IE shall be expected. Only if a conditional IE, which is absolutely necessary for the receiving entity to complete the procedure, is missing, then the receiver shall abort the procedure.

-
Optional means that the IE shall be included as a service option. Therefore, the IE may be included or not in a message.

For conditional IEs, the clause describing the GTP-PDU explicitly defines the conditions under which each IE becomes mandatory or optional for that particular GTP-PDU. These conditions shall be defined so that the presence of a conditional IE only becomes mandatory if it is critical for the receiving entity. The definition might reference other protocol specifications for final terms used as part of the condition.

Editor’s Note: This definition of conditions shall be done per conditional IE in a dedicated column of the table listing the IEs for that GTP-PDU. 










	
	

	
	

	
	



	
	





6.1.2
Grouped Information Elements

Information elements can contain other IEs. This type of IE is called "Grouped IEs".

Grouped IEs have a length value in the TLIV encoding, which includes the added length of all the embedded IEs plus the length of any other, non-TLIV-encoded, value fields. Example:

[image: image1.emf] 

Type  

9+x + y  

Type  

y  

Length   Length   Type   Length  

First embedded IE   Second embedded IE  

Grouped IE  

3 octets field  

x  


Figure 6.1.2-1: Grouped IE format

In this example, the first value field, marked as "3 octets field", represents a field which is not a TLIV encoded GTP IE.

In order to provide the flexibility of having optional or conditional embedded IEs, as well as a variable number of them, it is required that all non-TLIV-encoded fields are the beginning of the grouped IE. After the last defined non-TLIV-encoded field, only embedded TLIV-encoded IEs might follow.

The flexibility of having optional, conditional or a variable number of embedded fields within an IE is not provided by non-grouped IEs and it is due to the usage of TLIV encoded fields. This flexibility also allows using one and the same type of grouped IEs for different messages and slightly different purposes, as long as the main purpose of the IE type is the same. It is encouraged to define grouped IEs in a flexible way to minimize the number of types needed.

Grouped IEs are not marked by any flag or limited to a specific range of IE type values. The clause describing an IE in this specification shall explicitly state if it is grouped.

NOTE:
Each entry into each Grouped IE creates a new scope level. Exit from the grouped IE closes the scope level.  The GTPv2 message level is the top most scope. This is analogous to the local scope of a subroutine/function.

6.1.3
Information Element instance

Every GTPv2 message and grouped IE within a message in this specification has a column documenting the instance value of each IE. 

When a GTPv2 message is encoded for use the instance value of each included IE is encoded in the Instance field of the IE for the message scope. See clause 7 and subclause 8.2 for details of that encoding.

An Information Element in an encoded GTPv2 message or encoded grouped IE is identified by the pair of IE Type and Instance values and described by a specific row in the corresponding tables in subclauses of 7 in the present document. 

If several Information Elements with the same Type and Instance values are included in an encoded GTPv2 message, they represent a list for the corresponding IE name and row identified in the message grammar in subclauses of clause 7.

If several Information Elements with the same Type and Instance values are included in an encoded grouped IE, they represent a list for the corresponding IE name and row identified in the grouped IE grammar in subclauses of clause 7.

In tables in this document the instance value for "Private Extension" is marked as VS (Vendor Specific). While an instance value must be encoded by the sender the value can be Vendor and even Private Extension specific.

The same IE name might be used in different messages (on the top level or within grouped IEs) in this specification. The instance value and name of an IE  is only meaningful within the scope of the message definition . The combination of Type value and Instance value uniquely identifies a specific row in a message description table.

6.2
Message Granularity

The GTPv2-C messages shall be sent per UE on the S3, S10 and S16 interfaces.

The GTPv2-C messages shall be sent per PDN-Connection on the S4 and S11 interfaces apart from the following exclusion.

The following GTPv2-C messages are sent per UE on the S4 and S11 interfaces:

-    Downlink Data Notification/Acknowledgement

-    Stop Paging
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