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Section 4.1.1.7 of RFC 4187 (EAP-AKA) states that:

The EAP server MUST compose pseudonym usernames and fast re-authentication usernames so that it can recognize if an NAI username is an EAP-AKA pseudonym username or an EAP-AKA fast re-authentication username.

A similar requirement exists in section 4.2.1.7 of RFC 4186 (EAP-SIM).

Section 6.4.1 of TS 33.234 defines the Temporary Identity Tag for this purpose and requires that it be used as a prefix for identities.

TS 23.003 defines the single digit values of the prefix:

· “0”: EAP-AKA prefix (prepended by UE)
· “1”: EAP-SIM prefix (prepended by UE)
· “2”: EAP-AKA pseudonym prefix (prepended by 3GPP AAA)
· “3”: EAP-SIM pseudonym prefix (prepended by 3GPP AAA)
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* * * First Change * * * *

14.4A
Fast Re‑authentication NAI

The Fast Re-authentication NAI in both EAP-SIM and EAP-AKA shall take the form of a NAI as specified in clause 2.1 of IETF RFC 4282  [53]. If the 3GPP AAA server does not return a complete NAI, the Fast Re-authentication NAI shall consist of the username part of the fast re-authentication identity as returned from the 3GPP AAA server and the same realm as used in the permanent user identity. If the 3GPP AAA server returns a complete NAI as the re-authentication identity, then this NAI shall be used. The username part of the fast re-authentication identity shall be decorated as described in 14.4 if the Selected PLMN is different from the HPLMN.

NOTE:
The permanent user identity is either the root or decorated NAI as defined in clauses 14.3 and 14.4.
EXAMPLE 1:
If the fast re-authentication identity returned by the 3GPP AAA Server is 458405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 458405627015@wlan.mnc015.mcc234.3gppnetwork.org 

EXAMPLE 2:
If the fast re-authentication identity returned by the 3GPP AAA Server is  "458405627015@aaa1.wlan.mnc015.mcc234.3gppnetwork.org" and  the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 458405627015@aaa1.wlan.mnc015.mcc234.3gppnetwork.org 
EXAMPLE 3:
If the fast re-authentication identity returned by the 3GPP AAA Server is 458405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the Fast Re-authentication NAI takes the form: wlan.mnc015.mcc234.3gppnetwork.org !458405627015@wlan.mnc071.mcc610.3gppnetwork.org 
* * * Second Change * * * *

14.5 Temporary identities

The Temporary identities (Pseudonyms and re-authentication identities) shall take the form of a NAI username as specified in clause 2.1 of the IETF RFC 4282 [53].

Temporary identity shall be generated as specified in subclause 6.4.1 of 3GPP TS 33.234 [55]. This part of the temporary identity shall follow the UTF-8 transformation format specified in IETF RFC 2279 [54] except for the following reserved hexadecimal octet value:


FF.

When the temporary identity username is coded with FF, this reserved value is used to indicate the special case when no valid temporary identity exists in the WLAN UE (see 3GPP TS 24.234 [48]). The network shall not allocate a temporary identity with the whole username coded with the reserved hexadecimal value FF.

For EAP-AKA authentication,  the username portion of the pseudonym identity shall be prepended with the single digit "2" and the username portion of the fast re-authentication identity shall be prepended with the single digit "4" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50].
For EAP-SIM authentication, the username portion of the pseudonym identity shall be prepended with the single digit "3" and the username portion of the fast re-authentication identity shall be prepended with the single digit "5" as specified in sub‑clause 4.2.1.7 of IETF RFC 4186 [51].
* * * End of Changes * * *  
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