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[29]
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[31]
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[32]
Void.
[33]
Void.

[34]
Void
[35]
Void.

[36]
Void.

[37]
IETF RFC 2290 (1998): "Mobile-IPv4 Configuration Option for PPP IPCP", J. Solomon, S. Glass.

[38]
IETF RFC 2865 (2000): "Remote Authentication Dial In User Service (RADIUS)", C. Rigney, S. Willens, A. Rubens, W. Simpson.

[39]
IETF RFC 2866 (2000): "RADIUS Accounting", C. Rigney, Livingston.

[40]
3GPP TS 23.003: "Numbering, addressing and identification".

[41]
IETF RFC 3576 (2003): "Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS)", M.Chiba, M.Eklund, D.Mitton, B.Aboba.

[42]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[43]
Void. 

[44]
Void.
[45]
IETF RFC 3118 (2001): "Authentication for DHCP Messages", R. Droms, W. Arbaugh.

[46]
IETF RFC 3315 (2003) "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)", R. Droms, J. Bound, B. Volz, T. Lemon, C. Perkins, M. Carney.

[47]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP"

[48]
IETF RFC 2710 (1999): "Multicast Listener Discovery (MLD) for IPv6", S. Deering, W. Fenner, B. Haberman.

[49]
IETF RFC 2460 (1998): "Internet Protocol, Version 6 (IPv6) Specification", S.Deering, R.Hinden.

[50]
IETF RFC 3162 (2001): "RADIUS and IPv6", B. Adoba, G. Zorn, D. Mitton.

[51]
IETF RFC 2548 (1999): "Microsoft Vendor-specific RADIUS Attributes", G.Zorn.

[52]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[53]
Void

[54]
3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[55]
Void.

[56]
Void
[57]
Void.

[58]
IETF RFC 1035 (1987): "Domain names - implementation and specification" (STD 13).

[59]
Void.

[60]
IETF RFC 1771 (1995): "A Border Gateway Protocol 4 (BGP-4)".

[61]
IETF RFC 1825 (1995): "Security Architecture for the Internet Protocol".

[62]
IETF RFC 1826 (1995): "IP Authentication Header".

[63]
IETF RFC 1827 (1995): "IP Encapsulating Security Payload (ESP)".

[64]
Void.

[65]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description".

[66]
IETF RFC 3588: "Diameter Base Protocol".
[67]
 IETF RFC 4005 (2005): "Diameter Network Access Server Application".

[68]
3GPP TS 23.141: "Presence Service; Architecture and functional description".

[69]

3GPP TS 32.422: " Subscriber and equipment trace: Trace Control and Configuration Management".

[70]

3GPP TS 48.018: "Base Station System (BSS) - Serving GPRS Support Node (SGSN); BSS GPRS Protocol (BSSGP)".
[71]
3GPP TS 23.107: "Quality of Service (QoS) Concept and Architecture".
[72]
3GPP TS 25.346: "Introduction of the Multimedia Broadcast Multicast Service (MBMS) in the Radio Access Network (RAN)".

[73]
IETF RFC 4604 (2006): "Using Internet Group Management Protocol Version 3 (IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast".

[74]
IETF RFC 4607 (2006): "Source-Specific Multicast for IP".
[75]
3GPP TS 29.212: "Policy and charging control over Gx reference point" clause .3 Definitions, abbreviations and symbols

[76]
3GPP TS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS) parameter mapping".
[77]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[78]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[79]
IETF RFC 4039 (2005): "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

[80]
IETF RFC 3736 (2004): "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

[81]
3GPP TS 29.274: "Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[82]
IETF RFC 4291 (2006): "IP Version 6 Addressing Architecture".
[83]
IETF RFC 4862 (2007): "IPv6 Stateless Address Autoconfiguration".
[xy]
IETF RFC 4861 (2007): "Neighbor Discovery for IP Version 6 (IPv6)"
*** 2nd Change ***

11.2.1.3
IPv6 Non Transparent access to an Intranet or ISP

When using IPv6 Address Autoconfiguration, the process of setting up the access to an Intranet or ISP involves two signalling phases. The first signalling phase is done in the control plane and consists of the PDP context activation or initial attach (e.g. create default bearer) for EPC based access, followed by a second signalling phase done in the user plane. 

The user plane signalling phase shall be stateless. The stateless procedure, which involves only the MS/UE and the GGSN/P-GW, is described in subclause "IPv6 Stateless Address Autoconfiguration". 

For APNs that are configured for IPv6 address allocation, the GGSN/P-GW shall only use the Prefix part of the IPv6 address for forwarding of mobile terminated IP packets. The size of the prefix shall be according to the maximum prefix length for a global IPv6 address as specified in the IPv6 Addressing Architecture, see RFC 4291 [82].

The GGSN/P-GW indicates to the MS/UE that Stateless Autoconfiguration shall be performed by sending Router Advertisements as described in the corresponding subclause below and according to the principles defined in RFC 4861 [xy] and RFC 4862 [83].

For MS/UE having IPv6, IPv6 Stateless Address Autoconfiguration is mandatory.

*** 3rd Change ***

11.2.1.3.2
IPv6 Stateless Address Autoconfiguration

As described in 3GPP TS 23.060 [3], a PDP Context of PDP type IPv6 activated by means of the IPv6 Stateless Address Autoconfiguration Procedure is uniquely identified by the prefix part of the IPv6 address only. The MS may select any value for the Interface-Identifier part of the address. The only exception is the Interface-Identifier for the link-local address used by the MS (see RFC 4291 [82]). This Interface-Identifier shall be assigned by the GGSN to avoid any conflict between the link-local address of the MS and that of the GGSN itself. This is described in subclause "IPv6 PDP Context Activation" above.

For IPv6 the PDP Context Activation phase is followed by an address autoconfiguration phase. The procedure describing APNs configured to use Stateless Address Autoconfiguration, may be as follows:

1)
After the first phase of setting up IPv6 access to an Intranet or ISP, the MS shall use the IPv6 Interface-Identifier, as provided by the GGSN, to create its IPv6 Link-Local Unicast Address according to RFC 4291 [82].

Before the MS can communicate with other hosts or MSes on the Intranet/ISP, the MS must obtain an IPv6 Global or Site-Local Unicast Address. The simplest way is the IPv6 Stateless Address Autoconfiguration procedure described below and in 3GPP TS 23.060 [3]. The procedure is consistent with RFC 4862 [83].

The procedure below takes place through signalling in the user plane. It is done on the link between the MS and the GGSN. From the MS perspective the GGSN is now the first router on the link.

2)
After the GGSN has sent a Create PDP Context Response message to the SGSN, it shall start sending Router Advertisements periodically on the new MS-GGSN link established by the PDP Context. The MS may issue a Router Solicitation directly after the user plane establishment. This shall trigger the GGSN to send a Router Advertisement immediately.


To indicate to the MS that stateless address autoconfiguration shall be performed, the GGSN shall leave the M‑flag cleared in the Router Advertisement messages. The GGSN may set the O-flag if there are additional configuration parameters that need to be fetched by the MS (see below).


The Prefix sent in the Router Advertisements shall be identical to the Prefix returned in the Create PDP Context Response. The Prefix is contained in the Prefix Information Option of the Router Advertisements and shall have the A-flag set ("Autonomous address configuration flag") and the L-flag cleared (i.e. the prefix should not be used for on-link determination). The lifetime of the prefix shall be set to infinity. In practice, the lifetime of a Prefix will be the lifetime of its PDP Context. There shall be exactly one Prefix included in the Router Advertisements.


The handling of Router Advertisements shall be consistent with what is specified in RFC 4861 [xy]. For the MS-GGSN link however, some specific handling shall apply. The randomisation part to determine when Router Advertisements shall be sent may be omitted since the GGSN is the only router on the link. Furthermore, some 3GPP specific protocol constants and default values shall apply (see subclause "IPv6 Router Configuration Variables in the GGSN"). These relate to the periodicity of the Router Advertisements initially and during continued operation. The motivation for this is to have a faster user-plane set-up even in bad radio conditions and to minimize MS power consumption during long continued operation.

3)
When creating a Global or Site-Local Unicast Address, the MS may use the Interface-Identifier received during the PDP Context Activation phase or it may generate a new Interface-Identifier. There is no restriction on the value of the Interface-Identifier of the Global or Site-Local Unicast Address, since the Prefix is unique. Interface-Identifiers shall in any case be 64-bit long.

Since the GGSN guarantees that the Prefix is unique, the MS does not need to perform any Duplicate Address Detection on addresses it creates. That is, the 'DupAddrDetectTransmits' variable in the MS should have a value of zero. If the MS finds more than one Prefix in the Router Advertisement message, it shall only consider the first one and silently discard the others. The GGSN shall not generate any globally unique IPv6 addresses for itself using the Prefix assigned to the MS in the Router Advertisement.

If the O-flag ("Other configuration flag") was set in the Router Advertisement, the MS may start a DHCP session to retrieve additional configuration parameters. See subclause 13.2.2 "Other configuration by the Intranet or ISP". If the MS is not DHCP capable, the O-flag may be ignored.
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Figure 11bb: IPv6 Stateless Address Autoconfiguration

*** 4th Change ***

11.2.1.3.4
IPv6 Router Configuration Variables

For IPv6 Address Autoconfiguration to work properly , network entities which act as an access router towards the MS/UE, i.e. PDN GW, Serving GW, and ePDG, shall be consistent with the RFCs specifying this process (for example RFC 4862 [83] and RFC 4861 [xy]), unless stated otherwise in this or other 3GPP specifications.

RFC 4861 [xy] specifies a set of conceptual router configuration variables. Some of these variables require particular attention in GPRS and EPC in order to preserve radio resources and MS/UE power consumption while still allowing for appropriate robustness and fast user-plane set-up time even in bad radio conditions, or simply because they have a particular meaning in GPRS and EPC. These particular variables are listed below with appropriate (default) values and shall be configurable per APN. The values specified hereafter are specific to GPRS and EPC, and supersede those specified in RFC 4861 [xy].

MaxRtrAdvInterval


Shall have a default value of 21 600 s (6 h).

MinRtrAdvInterval


Shall have a default value of 0,75 × MaxRtrAdvInterval i.e.16 200 s (4,5 h).

AdvValidLifetime


Shall have a value giving Prefixes infinite lifetime, i.e. 0xFFFFFFFF. The assigned prefix remains Preferred until PDP Context/Bearer Deactivation.

AdvPreferredLifetime


Shall have a value giving Prefixes infinite lifetime, i.e. 0xFFFFFFFF. The assigned prefix remains Preferred until PDP Context/Bearer Deactivation.

RFC 4861 [xy] also specifies a number of protocol constants. The following shall have specific values for GPRS and EPC:

MAX_INITIAL_RTR_ADVERT_INTERVAL


This constant may be a variable within GPRS and EPC. It may have a value that gradually increases (exponentially or by some other means) with the number of initial Router Advertisements sent. This will enable a fast set-up of the MS-GGSN or MS/UE-PDN GW/Serving GW/ePDG links in most cases, while still allowing the MS/UE to receive a Router Advertisement within the initial phase, even in case of bad radio conditions or slow response time, without having to send a large number of initial Router Advertisements.

MAX_INITIAL_RTR_ADVERTISEMENTS


This is the number of Router Advertisements sent during the initial phase after the MS-GGSN or MS/UE-PDN GW/Serving GW/ePDG links have been established. The value of this constant shall be chosen carefully, and in conjunction with MAX_INITIAL_RTR_ADVERT_INTERVAL, so as to not overload the radio interface while still allowing the MS/UE to complete its configuration in a reasonable delay. For instance, the default value could be chosen so that initial Router Advertisements are sent for at least 30 s.


After the initial phase, the periodicity is controlled by the MaxRtrAdvInterval and the MinRtrAdvInterval constants.

*** End of Changes ***
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