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	The SCTP checksum algoritm defined in RFC 2960 was deprecated by RFC 3309. Though use of RFC 3309 as a replacement to the method specified in RFC 2960 is well specified in the case of IP-based SS7 signalling transport network (3GPP TS 29.202), this aspect is completed omitted in the Mc profile.
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RFC 2960 is specifically broken in this area. Cf section 1 of RFC 3309:
 

   A fundamental weakness has been detected in SCTP's current Adler-32
   checksum algorithm [STONE].  This document updates and replaces the
   Adler-32 checksum definition in [RFC 2960].  Note that there is no
   graceful transition mechanism for migrating to the new checksum.
   Implementations are expected to immediately switch to the new
   algorithm; use of the old algorithm is deprecated.

 

   One requirement of an effective checksum is that it evenly and
   smoothly spreads its input packets over the available check bits.

 

   From an email from Jonathan Stone, who analyzed the Adler-32 as part
   of his doctoral thesis:

 

   "Briefly, the problem is that, for very short packets, Adler32 is
   guaranteed to give poor coverage of the available bits.  Don't take
   my word for it, ask Mark Adler.  :-)

 

   Adler-32 uses two 16-bit counters, s1 and s2.  s1 is the sum of the
   input, taken as 8-bit bytes.  s2 is a running sum of each value of
   s1.  Both s1 and s2 are computed mod-65521 (the largest prime less
   than 2^16).  Consider a packet of 128 bytes.  The *most* that each
   byte can be is 255.  There are only 128 bytes of input, so the
   greatest value which the s1 accumulator can have is 255 * 128 =
   32640.  So, for 128-byte packets, s1 never wraps.  That is critical.
   Why?

 

   The key is to consider the distribution of the s1 values, over some
   distribution of the values of the individual input bytes in each
   packet.  Because s1 never wraps, s1 is simply the sum of the
   individual input bytes.  (Even Doug's trick of adding 0x5555 doesn't
   help here, and an even larger value doesn't really help: we can get
   at most one mod-65521 reduction.)

 

   Given the further assumption that the input bytes are drawn
   independently from some distribution (they probably aren't: for file
   system data, it's even worse than that!), the Central Limit Theorem
   tells us that that s1 will tend to have a normal distribution.
   That's bad: it tells us that the value of s1 will have hot-spots at
   around 128 times the mean of the input distribution: around 16k,
   assuming a uniform distribution.  That's bad.  We want the
   accumulator to wrap as many times as possible, so that the resulting
   sum has as close to a uniform distribution as possible.  (I call this
   "fairness".)


   So, for short packets, the Adler-32 s1 sum is guaranteed to be
   unfair.  Why is that bad?  It's bad because the space of valid
   packets -- input data, plus checksum values -- is also small.  If all
   packets have checksum values very close to 32640, then the likelihood
   of even a 'small' error leaving a damaged packet with a valid
   checksum is higher than if all checksum values are equally likely."

 

   Due to this inherent weakness, exacerbated by the fact that SCTP will
   first be used as a signaling transport protocol where signaling
   messages are usually less than 128 bytes, a new checksum algorithm is
   specified by this document, replacing the current Adler-32 algorithm
   with CRC-32c.
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Transport

Each implementation of the Mc interface should provide the appropriate protocol options: MTP3B as defined in ITU-T Recommendation Q.2210 [11] (for ATM signalling transport) or SCTP as defined in RFC 2960 [12] and as updated by RFC3309 [xx] (for IP signalling transport) and in the case where the signalling relation consists of both ATM signalling transport and IP signalling transport the M3UA protocol layer (3GPP TS 29.202 [13]) shall be added to SCTP to provide interworking. M3UA layer may also be added to SCTP for pure IP signalling transport. IPsec shall not be used by MSC Server or MGW for the Mc interface. Normally the Mc interface lies within a single operator's secure domain. If this is not the case then a Za interface (Security Gateway deploying IPSec) may be required, however this is a separate logical function/entity and thus is not attributed to Mc profile, the MSC Server or the MGW; for further details see 3GPP TS 33.210 [34] In summary:

1)
For pure IP connections, H.248/SCTP/IP should be used. .In addition, to allow for flexible implementations of gateways and controllers in order to offer efficient use of SCTP associations the M3UA layer may also be added on top of SCTP

2)
For pure ATM connections, H.248/MTP3b/SSCF/SSCOP/AAL5/ATM should be used.
3)
For mixed IP&ATM connections, H.248/M3UA/SCTP/IP shall be used as the IP transport. 
If using SCTP as defined in IETF RFC 2960 [12] the MGW shall always be the node to perform the "Initiation". Checksum calculation for SCTP shall be supported as specified in RFC 3309 [xx] instead of the method specified in RFC 2960 [12].
For a BICC network with IP transport and IPBCP is transported within H.248 messages, text encoding is not recommended to be used on Mc interface until ITU has resolved the contradiction in RFC2327 [31] and H.248.1 [10] on the usage of CR (ASCII carriage return 0x0d) and/or LF (ASCII newline 0x0a) characters e.g. in SDP these Characters are missing when using the currently specified "quotedString" type.
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