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************************Start of next change******************************
8.2.1.2
IPv4 Non Transparent access to an Intranet or ISP

The WLAN UE is given an address belonging to the Intranet/ISP addressing space. The address is given either at subscription in which case it is a static address or at the WLAN session authorization in which case it is a dynamic address. This address is used for packet forwarding within the PDG and for packet forwarding on the Intranet/ISP. This requires a link between the PDG and an address allocation server, like AAA or DHCP belonging to the Intranet/ISP.

Access to the ISP/Intranet may require the authentication and authorization with the External AAA Server. The PDG may negotiate with the WLAN UE whether "Multiple authentication Exchanges in IKEv2" is supported or not. If both WLAN UE and PDG support this function and WLAN UE requests multiple authentications with the External AAA Server, then next authentication and authorization with the External AAA Server is performed after the successful authentication and autorisation with the 3GPP AAA Server. Details on the multiple authentications are specified in IETF RFC 4739 [19]. Whether or not multiple authentications and authorizations are required is configured on a W-APN basis in the PDG.
If the UE requests an IP address from a DHCP server, refer to RFC 2131 [8], the tunnel establishment acknowledgement brings the IP address from the PDG to the WLAN UE, refer to 3GPP TS 24.234 [3].

Figure 1 describes the access signalling between the PDG and the ISP/Intranet in the IPv4 Non-Transparent case.
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Figure 1: IPv4 Non-Transparent access to an Intranet or ISP

************************Start of next change******************************
8.2.1.3.1
Tunnel establishment and Intranet/ISP access authorization

The PDG provides the WLAN UE with an IPv6 Prefix belonging to the Intranet/ISP addressing space. A dynamic IPv6 address shall be given using either stateless or stateful address autoconfiguration. This IPv6 address is used for packet forwarding within the packet domain and for packet forwarding on the Intranet/ISP. The WLAN UE may send an authentication request at the tunnel establishment and the PDG may request user authentication from a server, e.g. AAA, belonging to the Intranet/ISP.

Access to the ISP/Intranet may require the authentication and authorization with the External AAA Server. The PDG may negotiate with the WLAN UE whether "Multiple authentication Exchanges in IKEv2" is supported or not. If both WLAN UE and PDG support this function and WLAN UE requests multiple authentications with the External AAA Server, then next authentication and authorization with the External AAA Server is performed after the successful authentication and autorisation with the 3GPP AAA Server. Details on the multiple authentications are specified in IETF RFC 4739 [19]. Whether or not multiple authentications and authorizations are required is configured on a W-APN basis in the PDG.
In order to avoid any conflict between the link-local address of the WLAN UE and that of the PDG, the Interface-Identifier used by the UE to build its link-local address shall be assigned by the PDG. The PDG ensures the uniqueness of this interface-identifier.

Figure 2 describes the tunnel establishment between the WLAN UE and the PDG in the IPv6 Non-Transparent case.

The PDG deduces from local configuration data associated with the W-APN:

-
IPv6 address allocation type (stateless or stateful);

-
the source of IPv6 Prefixes in the stateless case (PDG internal prefix pool, or external address allocation server);

-
any server(s) to be used for address allocation, authentication and/or protocol configuration options retrieval (e.g. IMS related configuration, see 3GPP TS 24.229 [17]);

-
the protocol e.g. RADIUS, to be used with the server(s);

-
the communication and security feature needed to communicate with the server(s).

As an example the PDG may use one of the following options:

-
PDG internal Prefix pool for IPv6 prefix allocation and no authentication;

-
PDG internal Prefix pool for IPv6 prefix allocation and RADIUS for authentication. The External AAA Server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the PDG;

-
RADIUS for authentication and IPv6 prefix allocation. The External AAA Server responds with either an Access‑Accept or an Access-Reject to the RADIUS client in the PDG.

DHCPv6 may be used for IPv6 prefix allocation.

IPv6 Prefixes in a PDG internal Prefix pool shall be configurable and structured per W-APN.
The PDG shall return an IPv6 address composed of a Prefix and an Interface-Identifier in the tunnel establishment acknowledgement message (ike-auth-resp). The Interface-Identifier may have any value and it does not need to be unique within or across W-APNs. It shall however not conflict with the Interface-Identifier the PDG has selected for its own side of the UE-PDG link. The Prefix assigned by the PDG or the External AAA Server shall be globally or site-local unique, if stateless address autoconfiguration is configured on this W-APN. If, on the other hand, stateful address autoconfiguration is configured on the W-APN, the Prefix part of the IPv6 address returned to the UE shall be set to the link-local prefix (FE80::/64).
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NOTE:
DHCPv6 may be used or IPv6 prefix allocation.

Figure 2: Tunnel establishment and Intranet/ISP access authorization
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