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	The Flow-Description AVP is used within the Media-Sub-Component AVP, which is linked to a single IP flow or a bidirectionl combination of IP flows, as described by a unique flow ID (Flow-Number AVP in Media-Sub-Component AVP and Media-Component-Number AVP in Media-Component-Description AVP). The Flow ID (in the Flows AVP, which combines Flow-Number AVP and Media-Component-Number AVP) is used in other parts of the Rx protocol, e.g. within the Flow-Grouping AVP and directly within the RAR request (to indicate which flows are affected by a bearer event). 
Furthermore, the CRF/PDF may need to combine filter information from different sources and assign priority levels. If an IP flow is described in an unprecise manner with wildcarding, conflicts with other filters may result, and the CRF/PDF thus may no longer be able to provide Charging Rules/Policy information which allow identifying the IP flows for an application in an unambiguous manner.



	
	

	Summary of change:
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	List and ranges of ports can be used for the Rx interface. However, it is recommended that omission, lists or ranges of ports are either not used or only used to describe a small number of ports.
Information on port restrictions is moved from the bullet list on information elements to the more appropriate bullet list on applicable restrictions.

A note is added that explains the problems if omission, list and ranges of ports are used.
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	Overlapping charging rules between different service data flows could be supplied by the CRF, potentially resulting in wrong rates being charged for these services. Rx functionality that makes use of the flow identifier may be negtively impacted, e.g. the indication of bearer events.
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6.5.8
Flow-Description AVP

The Flow-Description AVP (AVP code 507) is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:

· Direction (in or out).

· Source and destination IP address (possibly masked).

· Protocol.

· Source and destination port (The source port may be omitted to indicate that any source port is allowed..).

The IPFilterRule type shall be used with the following restrictions:

· Only the Action "permit" shall be used.

· No "options" shall be used.

· The invert modifier "!" for addresses shall not be used.

· The keyword "assigned" shall not be used. 
· The destination port(s) shall be supplied for the Rx and Gq interfaces. Similarly, for the Rx and Gq interfaces source ports shall be supplied if available. For the Gq interface, lists or ranges shall not be used for source and destination ports. For the Rx interface, lists or ranges may be used as specified in IETF RFC 3588 [6]. However, it is recommended that omission, lists or ranges of ports are either not used or only used to describe a small number of ports.
NOTE:
For the Rx interface, using list or ranges of ports can be done in specific scenarios, e.g. when the UE contacts a server using several ports where a server may be listening to.
NOTE:
For Gq and Rx interfaces, not specifying explicitly the ports (source or destination) in any of the fields or the Flow Description AVP may lead to the following problems:
+ If omission, lists or ranges of ports are used in service information, a CRF/PDF may obtain service information with overlapping filters relating to different AFs or different service data flows within one AF and may therefore not be able to supply charging rules/policy information that unambiguosly identify service data flows of those applications.
+ As the Flow Description AVP is intended to be used to define a flow identifier for a single IP flow, other Gq/Rx functionality that makes use of this flow identifier may be negatively impacted if the Flow-Description contains omission, lists or ranges of ports and thus may match multiple IP flows, e.g. the indication of bearer events and the flow grouping description within the service information.
If any of these restrictions is not observed by the AF, the server shall send an error response to the AF containing the Experimental-Result-Code AVP with value FILTER_RESTRICTIONS. 
For the Gq interface, the Flow description AVP shall be used to describe a single IP flow. 

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.
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