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	Reason for change:
(

	While the procedures of 3GPP TS 24.229 make reference to both 3GPP TS 33.203 and IETF RFC 3329 for the usage of the Security-Client, Security-Server and Security-Verify headers it is not immediately clear that Annex H of 3GPP TS 33.203 extend the syntax and therefore operation of these headers over and above that of RFC 3329. The main indication of such extension is in the examples given in 3GPP TS 24.228 and in that document this includes no reference to 3GPP TS 33.203. 3GPP CT1 normally document any 3GPP specific extensions to SIP in subclause 7.2A and documentation of extension to the Security-Client, Security-Server and Security-Verify headers is currently missing. 

The extensions are as follows (new parameters highlighted in green): 


security-client

= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server

= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify

= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism

= mechanism-name *(SEMI mech-parameters)


mechanism-name

= "ipsec- 3gpp"

mech-parameters

= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )


preference



= "q" EQUAL qvalue


qvalue




= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )


algorithm



= "alg" EQUAL ( "hmac-md5-96" / "hmac-sha-1-96" )


protocol



= "prot" EQUAL ( "ah" / "esp" )


mode




= "mod" EQUAL ( "trans" / "tun" )


encrypt-algorithm
= "ealg" EQUAL ( "des-ede3-cbc" /"aes-cbc" / "null" )


spi‑c




= "spi‑c" EQUAL spivalue


spi‑s




= "spi‑s" EQUAL spivalue


spivalue



= 10DIGIT; 0 to 4294967295


port‑c




= "port‑c" EQUAL port


port‑s




= "port‑s" EQUAL port


port




= 1*DIGIT
xxxx

	
	

	Summary of change:
(

	It is proposed to include a new subclause in 7.2A for the extension to the Security-Client, Security-Server and Security-Verify headers. The definition is by reference to the existing 3GPP TS 33.203 Annex H.

	
	

	Consequences if 
(

not approved:
	IMS implementations have incomplete usage of Security-Client, Security-Server and Security-Verify headers and therefore are unable to complete registration.

	
	

	Clauses affected:
(

	7.2A.6 (new), 7.2A.7 (new)
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	Other comments:
(

	7.2A.6 is included as a void clause because it used in the release 6 and release 7 versions of the specification.
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7.2A.5.3
Operation

The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

7.2A.6
Void

7.2A.7
Extension to Security-Client, Security-Server and Security-Verify headers

7.2A.7.1
Introduction

This extension defines new paramerts for the Security-Client, Security-Server and Security-Verify headers. 

7.2A.7.2
Syntax

The syntax for the Security-Client, Security-Server and Security-Verify headers is defined in IETF RFC 3329. The additional syntax is defined in Annex H of 3GPP TS 33.203 [19].

7.2A.7.3
Operation

The operation of the additional parameters for the Security-Client, Security-Server and Security-Verify headers is defined in Annex H of 3GPP TS 33.203 [19].
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