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Annex A (informative):
Liberty authentication context definitions for GBA 
A.1
Introduction

This clause describes the GBA Authentication Context definition that the Liberty Identity Provider uses describe GBA parameters to Liberty Service Provider. The Liberty 3GPP Security Interworking is further discussed in 3GPP TR 33.980 [xx]. 
Editor's note:
3GPP TR 33.980 has been sent to SA for information, i.e., current version of the report is 1.1.0. This note should be deleted when this TR has been approved by SA, which is targeted for SA#31.
A.2
GBA Authentication context statement data model

A particular Liberty authentication context statement will capture the characteristics of the process, procedures, and mechanisms by which the authentication verified the subject before issuing an identity, protects the secrets on which subsequent authentications are based, and the mechanisms used for this authenticaiton. These characteristics are categorized in the Liberty ID-FF Authentication Context Specification [yy] as follows:
-
Identification - Characteristics that describe the processes and mechanism the authentication authority uses to initially create an association between a subject and the identity (or name) by which the subject will be known.

-
Technical Protection - Characteristics that describe how the "secret" (the knowledge or possession of which allows the subject to authenticate to the authentication authority) is kept secure.

-
Operational Protection - Characteristics that describe procedural security controls employed by the authentication authority (for example, security audits, records archival).

-
Authentication Method - Characteristics that define the mechanisms by which the subject of the issued assertion authenticates to the authentication authority (for example, a password versus a smartcard).

-
Governing Agreements - Characteristics that describe the legal framework (e.g. liability constraints and contractual obligations) underlying the authentication event and/or its associated technical authentication infrastructure.
Compared to Liberty Authentication Context [yy], the GBA Authentication Context statement data model adds a description to which GBA mechanism was used during bootstrapping with the BSF, and how the corresponding shared secret was used with the Identity Provider (IdP) that functions as a NAF. 
The authentication contexts classes specific to mobile terminals specified by Liberty Alliance are called 
-
MobileOneFactorUnregistered, 
-
MobileTwoFactorUnregistered, 
-
MobileOneFactorContract, and 
-
MobileTwoFactorContract classes. 
The GBA authentication context re-uses these classes and introduces a new element called "GBAMechanism", which can be used describe GBA specific parameters of the authentication.
A.3
GBA authentication context statement schema
This section lists the complete GBA Authentication Context XML schema. It is based on Liberty Authentication Context XML Schema to which the addition is the additional description of how GBA procedures have been conducted, i.e., GBAMechanism element.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:ac:2006-01"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns="urn:3gpp:gba:ac:2006-01">

  <!-- includes Liberty Authentication Context definitions -->

  <xs:include schemaLocation="http://www.projectliberty.org/specs/liberty-authentication-context-v1.3.xsd"/>

  <xs:annotation>

    <xs:documentation>

      This authentication context has been defined for the

      3GPP and 3GPP2 Generic Bootstrapping Architecture. It

      defines new GBAMechanismType and its values, but reuses

      the Liberty authentication context schema for other

      values. The GBA authentication context is based on the

      MobileOneFactor* and MobileTwoFactor* authentication 

      contexts with the exception that only shared secret

      based authentication methods (i.e., symmetric) are used,

      and private key (i.e., asymmetric) methods are not

      used due to the nature of GBA.

    </xs:documentation>

  </xs:annotation>

  <!-- new type definitions for different GBA procedures -->

  <xs:element name="LegacyGBA" type="LegacyGBAType">

    <xs:annotation>

      <xs:documentation>

        Legacy GBA where existing old authentication

        frameworks are used for bootstrapping such 

        2G GBA in 3GPP, and CDMA 1x and CDMA 1xEvDo

        in 3GPP2.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAMobileMobile" type="GBAMobileMobileType">

    <xs:annotation>

      <xs:documentation>

        GBA using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the mobile and 

        used in the mobile.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAUICCMobile" type="GBAUICCMobileType">

    <xs:annotation>

      <xs:documentation>

        GBA_U using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the UICC and used

        in the mobile.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAUICCUICC" type="GBAUICCUICCType">

    <xs:annotation>

      <xs:documentation>

        GBA_U using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the UICC and used

        in the UICC.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAMechanism" type="GBAMechanismType">

    <xs:annotation>

      <xs:documentation>

        GBA mechanism used in the bootstrapping procedure.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

</xs:schema>
A.4
GBA authentication context classes
A.4.1
GBAOneFactorUnregistered
This class reflects that there were no mobile customer registration procedures and an authentication of the UE is done without requiring explict end-user interaction. 
A.4.1.1
Associated 3GPP URI

http://www.3gpp.org/schemas/authctx/classes/GBAOneFactorUnregistered
A.4.1.2
Class schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:ac:2006-01"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns="urn:3gpp:gba:ac:2006-01"

  finalDefault="extension"

  version="1.0">

  <!-- includes 3GPP GBA Authentication Context generic definitions -->

  <xs:include schemaLocation="3gpp-gba-authentication-context-v1.0.xsd"/>

  <!-- GBAOneFactorUnregistered -->

  <xs:complexType name="GBAOneFactorUnregisteredGBAMechanismType">

    <xs:complexContent>

      <xs:restriction base="GBAMechanismType">

        <xs:choice>

          <xs:element ref="LegacyGBA"/>

          <xs:element ref="GBAMobileMobile"/>

          <xs:element ref="GBAUICCMobile"/>

          <xs:element ref="GBAUICCUICC"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- States which method was used between UE and the NAF/IdP -->

  <!-- which for GBA is always shared secret -->

  <xs:complexType name="GBAOneFactorUnregisteredAuthenticatorType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorType">

        <xs:choice>

          <xs:element ref="SharedSecretChallengeResponse"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- states which protocol was used between UE and NAF/IdP -->

  <xs:complexType name="GBAOneFactorUnregisteredAuthenticatorTransportProtocolType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorTransportProtocolType">

        <xs:choice>

          <xs:element ref="HTTP"/> <!-- HTTP Digest -->

          <xs:element ref="SSL"/>  <!-- PSK TLS -->

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredOperationalProtectionType">

    <xs:complexContent>

      <xs:restriction base="OperationalProtectionType">

        <xs:sequence>

          <xs:element ref="SecurityAudit"/>

          <xs:element ref="DeactivationCallCenter"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredTechnicalProtectionType">

    <xs:complexContent>

      <xs:restriction base="TechnicalProtectionType">

        <xs:choice>

          <xs:element ref="SecretKeyProtection"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredSecretKeyProtectionType">

    <xs:complexContent>

      <xs:restriction base="SecretKeyProtectionType">

        <xs:sequence>

          <xs:element ref="KeyStorage"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredKeyStorageType">

    <xs:complexContent>

      <xs:restriction base="KeyStorageType">

        <xs:attribute name="medium" use="required">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="MobileDevice"/> <!-- GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

              <xs:enumeration value="smartcard"/>    <!-- GBA_U Ks_int_NAF -->

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredSecurityAuditType">

    <xs:complexContent>

      <xs:restriction base="SecurityAuditType">

        <xs:sequence>

          <xs:element ref="SwitchAudit"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorUnregisteredIdentificationType">

    <xs:complexContent>

      <xs:restriction base="IdentificationType">

        <xs:sequence>

          <xs:element ref="PhysicalVerification"/>

          <xs:element ref="WrittenConsent"/>

          <xs:element ref="GoverningAgreements"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

        <xs:attribute name="nym">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="anonymity"/>

              <xs:enumeration value="verinymity"/>

              <xs:enumeration value="pseudonymity"/>

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>
</xs:schema>
A.4.2
GBATwoFactorUnregistered

This class reflects that there were no mobile customer registration procedures and a two-factor based authentication of the UE is done requiring an explict end-user interaction during authentication procedure (e.g., a PIN needs to be typed). 
A.4.2.1
Associated 3GPP URI

http://www.3gpp.org/schemas/authctx/classes/GBATwoFactorUnregistered
A.4.2.2
Class schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:ac:2006-01"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns="urn:3gpp:gba:ac:2006-01"

  finalDefault="extension"

  version="1.0">

  <!-- includes 3GPP GBA Authentication Context generic definitions -->

  <xs:include schemaLocation="3gpp-gba-authentication-context-v1.0.xsd"/>

  <!-- GBATwoFactorUnregistered -->

  <xs:complexType name="GBATwoFactorUnregisteredGBAMechanismType">

    <xs:complexContent>

      <xs:restriction base="GBAMechanismType">

        <xs:choice>

          <xs:element ref="LegacyGBA"/>

          <xs:element ref="GBAMobileMobile"/>

          <xs:element ref="GBAUICCMobile"/>

          <xs:element ref="GBAUICCUICC"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- States which method was used between UE and the NAF/IdP -->

  <!-- which for GBA is always shared secret -->

  <xs:complexType name="GBATwoFactorUnregisteredAuthenticatorType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorType">

        <xs:choice>

          <xs:element ref="SharedSecretChallengeResponse"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- states which protocol was used between UE and NAF/IdP -->

  <xs:complexType name="GBATwoFactorUnregisteredAuthenticatorTransportProtocolType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorTransportProtocolType">

        <xs:choice>

          <xs:element ref="HTTP"/> <!-- HTTP Digest -->

          <xs:element ref="SSL"/>  <!-- PSK TLS -->

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredOperationalProtectionType">

    <xs:complexContent>

      <xs:restriction base="OperationalProtectionType">

        <xs:sequence>

          <xs:element ref="SecurityAudit"/>

          <xs:element ref="DeactivationCallCenter"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredTechnicalProtectionType">

    <xs:complexContent>

      <xs:restriction base="TechnicalProtectionType">

        <xs:choice>

          <xs:element ref="SecretKeyProtection"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredSecretKeyProtectionType">

    <xs:complexContent>

      <xs:restriction base="SecretKeyProtectionType">

        <xs:sequence>

          <xs:element ref="KeyActivation"/>

          <xs:element ref="KeyStorage"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredKeyActivationType">

    <xs:complexContent>

      <xs:restriction base="KeyActivationType">

        <xs:sequence>

          <xs:element ref="ActivationPin"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredKeyStorageType">

    <xs:complexContent>

      <xs:restriction base="KeyStorageType">

        <xs:attribute name="medium" use="required">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="MobileDevice"/> <!-- GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

              <xs:enumeration value="smartcard"/>    <!-- GBA_U Ks_int_NAF -->

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredSecurityAuditType">

    <xs:complexContent>

      <xs:restriction base="SecurityAuditType">

        <xs:sequence>

          <xs:element ref="SwitchAudit"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorUnregisteredIdentificationType">

    <xs:complexContent>

      <xs:restriction base="IdentificationType">

        <xs:sequence>

          <xs:element ref="PhysicalVerification"/>

          <xs:element ref="WrittenConsent"/>

          <xs:element ref="GoverningAgreements"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

        <xs:attribute name="nym">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="anonymity"/>

              <xs:enumeration value="verinymity"/>

              <xs:enumeration value="pseudonymity"/>

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>
</xs:schema>
A.4.3
GBAOneFactorContract

This class reflects that mobile customer registration procedures have taken place and an authentication of the UE is done without requiring explict end-user interaction. 
A.4.3.1
Associated 3GPP URI

http://www.3gpp.org/schemas/authctx/classes/GBAOneFactorContract
A.4.3.2
Class schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:ac:2006-01"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns="urn:3gpp:gba:ac:2006-01"

  finalDefault="extension"

  version="1.0">

  <!-- includes 3GPP GBA Authentication Context generic definitions -->

  <xs:include schemaLocation="3gpp-gba-authentication-context-v1.0.xsd"/>

  <!-- GBAOneFactorContract -->

  <xs:complexType name="GBAOneFactorContractGBAMechanismType">

    <xs:complexContent>

      <xs:restriction base="GBAMechanismType">

        <xs:choice>

          <xs:element ref="LegacyGBA"/>

          <xs:element ref="GBAMobileMobile"/>

          <xs:element ref="GBAUICCMobile"/>

          <xs:element ref="GBAUICCUICC"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- States which method was used between UE and the NAF/IdP -->

  <!-- which for GBA is always shared secret -->

  <xs:complexType name="GBAOneFactorContractAuthenticatorType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorType">

        <xs:choice>

          <xs:element ref="SharedSecretChallengeResponse"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- states which protocol was used between UE and NAF/IdP -->

  <xs:complexType name="GBAOneFactorContractAuthenticatorTransportProtocolType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorTransportProtocolType">

        <xs:choice>

          <xs:element ref="HTTP"/> <!-- HTTP Digest -->

          <xs:element ref="SSL"/>  <!-- PSK TLS -->

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractOperationalProtectionType">

    <xs:complexContent>

      <xs:restriction base="OperationalProtectionType">

        <xs:sequence>

          <xs:element ref="SecurityAudit"/>

          <xs:element ref="DeactivationCallCenter"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractTechnicalProtectionType">

    <xs:complexContent>

      <xs:restriction base="TechnicalProtectionType">

        <xs:choice>

          <xs:element ref="SecretKeyProtection"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractSecretKeyProtectionType">

    <xs:complexContent>

      <xs:restriction base="SecretKeyProtectionType">

        <xs:sequence>

          <xs:element ref="KeyStorage"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractKeyStorageType">

    <xs:complexContent>

      <xs:restriction base="KeyStorageType">

        <xs:attribute name="medium" use="required">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="MobileDevice"/> <!-- GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

              <xs:enumeration value="smartcard"/>    <!-- GBA_U Ks_int_NAF -->

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractSecurityAuditType">

    <xs:complexContent>

      <xs:restriction base="SecurityAuditType">

        <xs:sequence>

          <xs:element ref="SwitchAudit"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBAOneFactorContractIdentificationType">

    <xs:complexContent>

      <xs:restriction base="IdentificationType">

        <xs:sequence>

          <xs:element ref="PhysicalVerification"/>

          <xs:element ref="WrittenConsent"/>

          <xs:element ref="GoverningAgreements"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

        <xs:attribute name="nym">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="anonymity"/>

              <xs:enumeration value="verinymity"/>

              <xs:enumeration value="pseudonymity"/>

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>
</xs:schema>
A.4.4
GBATwoFactorContract

This class reflects that mobile customer registration procedures have taken place and a two-factor based authentication of the UE is done requiring an explict end-user interaction during authentication procedure (e.g., a PIN needs to be typed). 
A.4.4.1
Associated 3GPP URI

http://www.3gpp.org/schemas/authctx/classes/GBATwoFactorContact
A.4.4.2
Class schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:3gpp:gba:ac:2006-01"

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  xmlns="urn:3gpp:gba:ac:2006-01"

  finalDefault="extension"

  version="1.0">

  <!-- includes 3GPP GBA Authentication Context generic definitions -->

  <xs:include schemaLocation="3gpp-gba-authentication-context-v1.0.xsd"/>

  <!-- GBATwoFactorContract -->

  <xs:complexType name="GBATwoFactorContractGBAMechanismType">

    <xs:complexContent>

      <xs:restriction base="GBAMechanismType">

        <xs:choice>

          <xs:element ref="LegacyGBA"/>

          <xs:element ref="GBAMobileMobile"/>

          <xs:element ref="GBAUICCMobile"/>

          <xs:element ref="GBAUICCUICC"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- States which method was used between UE and the NAF/IdP -->

  <!-- which for GBA is always shared secret -->

  <xs:complexType name="GBATwoFactorContractAuthenticatorType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorType">

        <xs:choice>

          <xs:element ref="SharedSecretChallengeResponse"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <!-- states which protocol was used between UE and NAF/IdP -->

  <xs:complexType name="GBATwoFactorContractAuthenticatorTransportProtocolType">

    <xs:complexContent>

      <xs:restriction base="AuthenticatorTransportProtocolType">

        <xs:choice>

          <xs:element ref="HTTP"/> <!-- HTTP Digest -->

          <xs:element ref="SSL"/>  <!-- PSK TLS -->

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractOperationalProtectionType">

    <xs:complexContent>

      <xs:restriction base="OperationalProtectionType">

        <xs:sequence>

          <xs:element ref="SecurityAudit"/>

          <xs:element ref="DeactivationCallCenter"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractTechnicalProtectionType">

    <xs:complexContent>

      <xs:restriction base="TechnicalProtectionType">

        <xs:choice>

          <xs:element ref="SecretKeyProtection"/>

        </xs:choice>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractSecretKeyProtectionType">

    <xs:complexContent>

      <xs:restriction base="SecretKeyProtectionType">

        <xs:sequence>

          <xs:element ref="KeyActivation"/>

          <xs:element ref="KeyStorage"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractKeyActivationType">

    <xs:complexContent>

      <xs:restriction base="KeyActivationType">

        <xs:sequence>

          <xs:element ref="ActivationPin"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractKeyStorageType">

    <xs:complexContent>

      <xs:restriction base="KeyStorageType">

        <xs:attribute name="medium" use="required">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="MobileDevice"/> <!-- GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

              <xs:enumeration value="smartcard"/>    <!-- GBA_U Ks_int_NAF -->

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractSecurityAuditType">

    <xs:complexContent>

      <xs:restriction base="SecurityAuditType">

        <xs:sequence>

          <xs:element ref="SwitchAudit"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="GBATwoFactorContractIdentificationType">

    <xs:complexContent>

      <xs:restriction base="IdentificationType">

        <xs:sequence>

          <xs:element ref="PhysicalVerification"/>

          <xs:element ref="WrittenConsent"/>

          <xs:element ref="GoverningAgreements"/>

          <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

        <xs:attribute name="nym">

          <xs:simpleType>

            <xs:restriction base="xs:NMTOKEN">

              <xs:enumeration value="anonymity"/>

              <xs:enumeration value="verinymity"/>

              <xs:enumeration value="pseudonymity"/>

            </xs:restriction>

          </xs:simpleType>

        </xs:attribute>

      </xs:restriction>

    </xs:complexContent>

  </xs:complexType>
</xs:schema>
===== END CHANGE ====
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