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==== BEGIN CHANGE ====

1
Scope

The present stage 3 specification defines the Diameter based implementation for bootstrapping Zh interface (BSF-HSS) and Dz interface (BSF-SLF) for HSS resolution for the BSF, and GAA Application Zn interface (BSF-NAF) in Generic Authentication Architecture (GAA). This specification also defines the Web Services based implementation for GAA Application Zn reference point (BSF-NAF). The definition contains procedures, message contents and coding. The procedures for bootstrapping and usage of bootstrapped security association are defined in 3GPP TS 33.220 [5].

This specification is a part of the Generic Authentication Architecture (GAA) specification series.

The diameter based implementation is based on re-usage of Cx interface Multimedia-Auth-Request/Answer messages originally between CSCF and HSS.   These messages are defined in 3GPP TS 29.229 [3]. The 3GPP IMS mobility management uses the same definitions between CSCF and HSS.  The present document defines how the defined messages are used with the bootstrapping and GAA application procedures (e.g. subscriber certificates) and the application logic that is needed in GAA network elements (BSF, HSS, and NAF). 

Figure 1.1 depicts the relationships of these specifications to the other specifications.
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Figure 1.1:  Relationships to other specifications

Figure 1.2 provides an informal overall quick introduction to the whole signalling procedures in GAA system. The important identifiers are marked bold and optional data items are italicised. The Ub and Ua interfaces, not defined in this TS , are simplified.
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Figure 1.2:  The whole signalling procedure in GAA system

==== BEGIN NEXT CHANGE ====

2
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==== BEGIN NEXT CHANGE ====

5
GAA Application Zn interface

5.1
Applications’ network architecture

The network architecture of the GAA applications procedure is presented in Figure 5.1. The 3GPP GAA applications are listed in annex B. Different GAA applications may implement the Ua interface in different way. The Zn interface is defined in this specification.
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Figure 5.1: Network architecture of GAA application

The protocol stack of the Diameter based implementation of the Zn interface for GAA applications is presented in Figure 5.2, and specified in clause 5.2. The diameter Base protocol is defined in [1] and the Diameter application in 3GPP TS 29.229 [3]. The requirements for Zn interface are defined in 3GPP TS 33.220 [5]. 
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Figure 5.2: Protocol stack of Diameter based Zn interface

The protocol stack of the Web Services based Zn interface for GAA applications is presented in Figure 5.2a, and specified in clause 5.3.
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Figure 5.2a: Protocol stack of Web Services based Zn interface

5.2
Protocol Zn between NAF and BSF based on Diameter
The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves the key material and possibly user security settings data by NAF from BSF.  After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are executed as depicted in Figure 5.3. The basic procedure is:

A) The UE starts protocol Ua (see 3GPP TS 33.220  [5])

· In general, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already do, there is no need for the NAF to invoke protocol Zn.

· It is assumed that UE supplies sufficient information to NAF, i.e. the Bootstrapping Transaction Identifier (B-TID), to allow the NAF to retrieve specific key material (e.g. Ks_NAF in the case of GBA_ME, and Ks_ext_NAF or Ks_int_NAF or both in the case of GBA_U) from BSF.

· The UE derives the keys required to protect protocol Ua from the key material.

B) The NAF starts protocol Zn with BSF 

· The NAF requests NAF specific key material  corresponding to the information supplied by the UE to the NAF (i.e. the bootstrapping transaction identifier) in the start of protocol Ua.

· The BSF generates and supplies to the NAF the requested NAF specific key material, the expiry time , the bootstrapinfo creation time, and the appropriate User Security Settings defined for received application identifiers.

C) The NAF continues protocol Ua with the UE (see 3GPP TS 33.221  [6])

Once the run of protocol Ua is completed the purpose of bootstrapping is fulfilled as it enabled UE and NAF to run protocol Ua in a secure way.

The common GAA application  procedure is presented in Figure 5.3.
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Figure 5.3: The Diameter based GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are:

Step 1


The NAF shall send a Bootstrapping-Info-Request message (BIR) to the BSF.  The content of the message is given here in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVP. The address refers to the Fully Qualified Host Name (FQDN).

< Bootstrapping-Info-Request> ::=<Diameter Header: 310, REQ, PXY, 16777220 >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Origin-Host }
; Address of NAF
{ Origin-Realm }
; Realm of NAF
{ Destination-Realm }
; Realm of BSF
[ Destination-Host ]
; Address of the BSF 
* [ GAA-Service-Identifier ]
; Service identifiers
{ Transaction-Identifier }
; B-TID
{ NAF-Hostname }
; FQDN of NAF as seen by UE
[ GBA_U-Awareness-Indicator ]
; GBA_U awareness of the NAF
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; 16777220
0*1 {Acct-Application-Id}
; Omitted

The Destination-Realm AVP is set to subscriber’s BSF. The address of the BSF is extracted from the B-TID. 

NOTE:
In the case where the subscriber has contacted a NAF that is in a visited network, the NAF contacts the subscriber's home BSF through a Diameter-Proxy (D-Proxy) that is located in the same network as the NAF. The local BSF and the D-Proxy may be co-located. See 3GPP TS 33.220 [6].


The NAF indicates the GAA services for which the information is retrieved by GAA-Service-Identifier AVPs. The Bootstrapping Transaction Identifier  defines the earlier bootstrapping procedure execution.

Step 2


In the successful case the BSF has a tuple <B-TID,IMPI,Ks, Key lifetime, Bootstrapinfo creation time, GBA-UserSecSettings> identified by Bootstrapping Transaction Identifier (B-TID). When the BSF receives the request it checks the existence and validity of the tuple for given B-TID. If checking fails the BSF sends an Answer  message with Experimental-Result set to indicate the error type 5403. If the tuple for B-TID exists, but is expired, error type 5403 is also send to indicate needs for renewal of the boostrapping procedure. In successful case the Result-Code is set to 2xxx as defined in [1].


The BSF derives the key material for the ME (i.e., Ks_NAF in the case of GBA_ME, and Ks_ext_NAF in the case of GBA_U) and possibly the key material for the UICC (i.e., Ks_int_NAF in the case of GBA_U)  according to the B-TID and packs them into ME-Key-Material AVP and possible UICC-Key-Material AVP. The ME-Key-Material contains Ks_(ext)_NAF and the UICC-key-Material contains the Ks_int_NAF key. The BSF select correct user’s Security Settings according the request’s GAA-Service-Identifier AVP to GBA-UserSecSettings AVP. If NAF grouping is used by the operator and there are one or more USSs corresponding to the requested GSID, then also the nafGroup attribute of USS is checked. If the NAF has sent a GAA-Service-Identifier that does not have corresponding user’s security settings, and the BSF is locally configured to reject those requests from the NAF, then the error 5402 is raised. If the NAF has sent a GAA-Service-Identifierthat have corresponding user's security settings, but the BSF is locally configured to reject those from that NAF, then the error 5402 is raised too.


The NAF may be addressed from the UE with different FQDNs. The BSF shall check if this NAF-Hostname is allowed to be used for the NAF. If the NAF identified by its Origin-Host AVP is configured in the BSF not to be authorized to use the given NAF-Hostname, the BSF may raise the error situation 5402. The BSF may also be configured so that a certain NAF is not authorized to use a certain GAA-Service-Identifier. This situation may be also indicated by error code 5402.

Step 3


After that the BSF shall send a Bootstrapping-Info-Answer message (BIA) back to the NAF. 

< Boostrapping-Info-Answer> ::= < Diameter Header: 310, PXY, 16777220 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result]
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
[ User-Name ]
; IMPI
[ ME-Key-Material ]
; Required
[ UICC-Key-Material ]
; Conditional
[ Key-ExpiryTime ]
; Time of expiry
[ BootstrapInfoCreationTime ]
; Bootstrapinfo creation time
[ GBA-UserSecSettings ]
; Selected USSs
[ GBA-Type ]
; GBA type used in bootstrapping
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]


The BSF may or may not send  the User-name AVP (IMPI) according its configuration.


The mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF) is sent in the ME-Key-Material AVP. The common key material with the UICC (Ks_int_NAF) is optionally sent in the UICC-Key-Material AVP only if the “uiccType” tag in bsfInfo from the HSS is set to "GBA_U".


The Key-ExpiryTime AVP contains the expiry time of the Bootstrapping information in the BSF according its configuration. The expiry time is represented according the Diameter Time data format in seconds that have passed since 0h on January 1, 1900 UTC . If a special key lifetime value is given in the “lifeTime” tag inside the bsfInfo from the HSS in bootstraping procedure, it is used instead of the BSF default configuration value when the expiry time is calculated.


The BootstrapInfoCreationTime AVP contains the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF. The bootstrapinfo creation time is represented in seconds that have passed since January 1, 1900 00:00:00.000 UTC.


The BSF selects the appropriate User  Security Settings (if any) to the GBA-UserSecSettings AVP from stored GAA-UserSecSettings in Bootstrapping information according the GBA-Service-Identifier AVPs in the request message.


The BSF shall indicate the type of used authentication in the bootstrapping procedure to the NAF in GBA-Type, if other than 3G GBA type has been performed.

When the NAF receives the BIA message, the NAF shall check the value of the GBA-Type AVP if it is included in the message. If the NAF does not support the GBA-Type the NAF shall stop processing the message and should indicate an error via the O&M subsystem.The further procedure in the NAF when the BIA is received is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and optionally in GAA service type specific TSs. 

5.3
Protocol Zn between NAF and BSF based on Web Services
The procedures in the NAF and in the BSF related Web Services [xx] based Zn interface are the same as specified in clause 5.2, but instead of Diameter messages a Web Services procedures shall be used to communicate over Zn interface. Annex D specifies the GBA Service for Web Services, i.e., it contains the Web Services Definition Language (WSDL) [yy] specification for GBA Service. Below are the attributes that are defined for GBA Service request, response, and fault cases.
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Figure 5.4: The Web Services based GAA application procedure

The possible attribute value definitions and restrictions for the request, response, and fault messages are the same as in clause 6 unless explictly specified in this clause. The steps of the GAA application procedure in Figure 5.4 are:
Step 1


The NAF shall send a requestBootstrappingInfo message to the BSF.  The schema of the message content is given here and it shall be in the same format as it is in WSDL.

      <xs:element name="requestBootstrappingInfo">

        <xs:complexType>

          <xs:sequence>

            <xs:element name="btid" type="xs:string"/>

            <xs:element name="nafid" type="xs:base64Binary"/>

            <xs:element name="gsid" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>

            <xs:element name="extension" type="tExtension" minOccurs="0"/>

          </xs:sequence>

        </xs:complexType>

      </xs:element>


The SOAP message that shall be sent to BSF, i.e., the URI of the message shall contain the BSF address extracted from the B-TID.
In the case where the subscriber has contacted a NAF that is in a visited network, the NAF contacts the subscriber's home BSF through a GBA-Proxy that is located in the same network as the NAF. The local BSF and the GBA-Proxy may be co-located. See 3GPP TS 33.220 [6].


The NAF indicates the GAA services for which the information is retrieved by "gsid" elements. The "btid" element defines the earlier bootstrapping procedure execution. The NAF may use one or more "extension" elements to include additional data to the request, but the BSF may ignore the additional data.
Step 2


The procedures for step 2 are the same as in step 2 in clause 5.2.

Step 3


After that requestBootstrappingInfoResponse back to the NAF.
      <xs:element name="requestBootstrappingInfoResponse">

        <xs:complexType>

          <xs:sequence>

            <xs:element name="impi" type="xs:string" minOccurs="0"/>

            <xs:element name="meKeyMaterial" type="xs:base64Binary"/>

            <xs:element name="uiccKeyMaterial" type="xs:base64Binary" minOccurs="0"/>

            <xs:element name="keyExpiryTime" type="xs:dateTime"/>

            <xs:element name="bootstrappingInfoCreationTime" type="xs:dateTime"/>

            <xs:element name="gbaType" type="xs:string" minOccurs="0"/>

            <xs:element name="ussList" type="ussListType" minOccurs="0"/>

            <xs:element name="extension" type="tExtension" minOccurs="0"/>

          </xs:sequence>

        </xs:complexType>

      </xs:element>


The BSF may or may not send the "impi" element according its configuration.


The mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF) is sent in the "meKeyMaterial" element. The common key material with the UICC (Ks_int_NAF) is optionally sent in the "uiccKeyMaterial" element only if the “uiccType” tag in bsfInfo from the HSS is set to "GBA_U".


The "keyExpiryTime" element contains the expiry time of the Bootstrapping information in the BSF according its configuration. If a special key lifetime value is given in the "lifeTime" tag inside the bsfInfo from the HSS in bootstraping procedure, it shall be used instead of the BSF default configuration value when the expiry time is calculated.


The "bootstrappingInfoCreationTime" element shall contain the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF.


The BSF shall select the appropriate User Security Settings (if any) into the "ussList" element from stored GAA-UserSecSettings in Bootstrapping information according "gsid" elements in the request message.


The BSF shall indicate the type of used authentication in the bootstrapping procedure to the NAF in "gbaType" element, if other than 3G GBA type has been performed.

The BSF may use one or more "extension" elements to include additional data to the request, but the NAF may ignore the additional data.
When the NAF receives the requestBootstrappingInfoResponse message, the NAF shall check the value of the "gbaType" element if it is included in the message. If the NAF does not support the GBA type the NAF shall stop processing the message and should indicate an error via the O&M subsystem.The further procedure in the NAF when the requestBootstrappingInfoResponse message is received is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and optionally in GAA service type specific TSs. 
==== BEGIN NEXT CHANGE ====

Annex D (normative): 
Web Services Definition for Zn interface

This annex contains the Web Services Defination Language (WSDL) [yy] for Zn interface:

<?xml version="1.0" encoding="UTF-8"?>

<definitions xmlns="http://schemas.xmlsoap.org/wsdl/" 
             xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 
             xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 
             xmlns:xs="http://www.w3.org/2001/XMLSchema" 
             xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" 
             xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" 
             xmln:uss="guss-schema-of-3gpp-gaa"
             xmlns:y="http://www.3gpp.org/GBAService"
             xmlns:ns="" 
             targetNamespace="http://www.3gpp.org/GBAService">

  <types>

    <xs:schema>
      <!-- Extension element definition -->
      <xs:complexType name="tExtension">

        <xs:sequence>

          <xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:complexType>

      <!-- Request Bootstrapping info request parameter definitions -->

      <xs:element name="requestBootstrappingInfo">

        <xs:complexType>

          <xs:sequence>

            <xs:element name="btid" type="xs:string"/>

            <xs:element name="nafid" type="xs:base64Binary"/>

            <xs:element name="gsid" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>

            <xs:element name="extension" type="tExtension" minOccurs="0"/>

          </xs:sequence>

        </xs:complexType>

      </xs:element>

      <!-- Request Bootstrapping info responset parameter definitions -->

      <xs:element name="requestBootstrappingInfoResponse">

        <xs:complexType>

          <xs:sequence>

            <xs:element name="impi" type="xs:string" minOccurs="0"/>

            <xs:element name="meKeyMaterial" type="xs:base64Binary"/>

            <xs:element name="uiccKeyMaterial" type="xs:base64Binary" minOccurs="0"/>

            <xs:element name="keyExpiryTime" type="xs:dateTime"/>

            <xs:element name="bootstrappingInfoCreationTime" type="xs:dateTime"/>

            <xs:element name="gbaType" type="xs:string" minOccurs="0"/>

            <xs:element name="ussList" type="uss:ussList" minOccurs="0"/>

            <xs:element name="extension" type="tExtension" minOccurs="0"/>

          </xs:sequence>

        </xs:complexType>

      </xs:element>

      <!-- Request Bootstrapping info fault parameter definitions -->

      <xs:element name="requestBootstrappingInfoFault">

        <xs:complexType>

          <xs:sequence>

            <xs:element name="errorCode" type="xs:integer"/>

            <xs:element name="errorText" type="xs:string" minOccurs="0"/>

          </xs:sequence>

        </xs:complexType>

      </xs:element>

    </xs:schema>

  </types>

  <message name="requestBootstrappingInfoSoapIn">

    <part name="parameters" element="ns:requestBootstrappingInfo"/>

  </message>

  <message name="requestBootstrappingInfoSoapOut">

    <part name="parameter" element="ns:requestBootstrappingInfoResponse"/>

  </message>

  <message name="requestBootstrappingInfoSoapFault">

    <part name="parameter" element="ns:requestBootstrappingInfoFault"/>

  </message>

  <message name="requestBootstrappingInfoHttpGetIn">

    <part name="parameter" element="ns:requestBootstrappingInfo"/>

  </message>

  <message name="requestBootstrappingInfoHttpGetOut">

    <part name="parameter" element="ns:requestBootstrappingInfoResponse"/>

  </message>

  <message name="requestBootstrappingInfoHttpGetFault">

    <part name="parameter" element="ns:requestBootstrappingInfoFault"/>

  </message>

  <message name="requestBootstrappingInfoHttpPostIn">

    <part name="parameter" element="ns:requestBootstrappingInfo"/>

  </message>

  <message name="requestBootstrappingInfoHttpPostOut">

    <part name="parameter" element="ns:requestBootstrappingInfoResponse"/>

  </message>

  <message name="requestBootstrappingInfoHttpPostFault">

    <part name="parameter" element="ns:requestBootstrappingInfoFault"/>

  </message>

  <portType name="GBAServiceSoap">

    <operation name="requestBootstrappingInfo">

      <input message="y:requestBootstrappingInfoSoapIn"/>

      <output message="y:requestBootstrappingInfoSoapOut"/>

      <fault name="FaultName" message="y:requestBootstrappingInfoSoapFault"/>

    </operation>

  </portType>

  <portType name="GBAServiceHttpGet">

    <operation name="requestBootstrappingInfo">

      <input message="y:requestBootstrappingInfoHttpGetIn"/>

      <output message="y:requestBootstrappingInfoHttpGetOut"/>

      <fault name="FaultName" message="y:requestBootstrappingInfoHttpGetFault"/>

    </operation>

  </portType>

  <portType name="GBAServiceHttpPost">

    <operation name="requestBootstrappingInfo">

      <input message="y:requestBootstrappingInfoHttpPostIn"/>

      <output message="y:requestBootstrappingInfoHttpPostOut"/>

      <fault name="FaultName" message="y:requestBootstrappingInfoHttpPostFault"/>

    </operation>

  </portType>

  <binding name="GBAServiceSoap" type="y:GBAServiceSoap">

    <soap:binding style="document" transport="add URI to BSF here"/>

    <operation name="requestBootstrappingInfo">

      <input>

        <soap:body use="encoded"/>

      </input>

      <output>

        <soap:body use="encoded"/>

      </output>

      <fault name="FaultName"/>

    </operation>

  </binding>

  <binding name="GBAServiceHttpGet" type="y:GBAServiceHttpGet">

    <http:binding verb="GET"/>

    <operation name="requestBootstrappingInfo">

      <http:operation location="/requestBootstrappingInfo"/>

      <input>

        <http:urlEncoded/>

      </input>

      <output>

        <mime:mimeXml part="Body"/>

      </output>

      <fault name="FaultName"/>

    </operation>

  </binding>

  <binding name="GBAServiceHttpPost" type="y:GBAServiceHttpPost">

    <http:binding verb="POST"/>

    <operation name="requestBootstrappingInfo">

      <http:operation location="/requestBootstrappingInfo"/>

      <input>

        <mime:content type="application/x-www-form-urlencoded"/>

      </input>

      <output>

        <mime:mimeXml part="Body"/>

      </output>

      <fault name="FaultName"/>

    </operation>

  </binding>

  <service name="GBAService">

    <port name="GBAServiceSoap" binding="y:GBAServiceSoap">

      <soap:address location="No Target Adress"/>

    </port>

    <port name="GBAServiceHttpGet" binding="y:GBAServiceHttpGet">

      <http:address location="No Target Adress"/>

    </port>

    <port name="GBAServiceHttpPost" binding="y:GBAServiceHttpPost">

      <http:address location="No Target Adress"/>

    </port>

  </service>

</definitions>
==== END CHANGE ====
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