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Liaison Statement

From:

GSMA-IREG-SIGNAL-SISS7

To:

3GPP-SA3

Cc: 

3GPP-CT, GSMA-SG
Date:

8th June 2005

Contact:-
John Boggis,   Vodafone.   Email john.boggis@vodafone.com

Re:

MAPsec

Background

GSMA IREG thanks 3GPP  for the work that  has been completed in the specific area of SS7 SMS security with the development of “TCAP handshake”. IREG is in the process of developing implementation guidelines to facilitate deployment.

IREG is also aware that MAPsec specification work is proceeding, and that this provides far wider protection for MAP signalling. IREG would like confirm to 3GPP that we regard the completion of the MAP sec work as very important, because IREG is very aware that  SS7 fraud and misuse/abuse opportunities can arise quickly, and that existing MAP SS7 possesses minimal security protection mechanisms.

IREG reconfirms that we regard the gateway architecture as essential, so that MAPsec protection can be implemented between the gateways at the edge of the communicating PLMNs. Therefore MAP sec rollout does not have to be delayed until the last platform inside a PLMN has been enabled.

IREG  notes that the rollout of SIGTRAN , with its ability to incorporate security protection at the IP layer does not constitute a near-term replacement or alternative to MAPsec.  This is because SIGTRAN is being deployed as link replacement (M2PA) or sub-network replacement (M3UA) within the existing (legacy SCCP) global network. Consequently SIGTRAN IP security cannot deliver the necessary PLMN-to-PLMN security until the last Classical SS7/SIGTRAN gateway in the international SCCP/MTP sub-network has been replaced. IREG’s view is that this is many years in the future.

Summary

GSMA IREG thanks 3GPP-SA3 and CN for their work on security mechanisms for SS7. 

IREG would like to encourage 3GPP to complete the work on MAPsec.

IREG reconfirms the essential nature of “Gateway” architecture in MAPsec.

IREG considers that SIGTRAN does not  provide an effective replacement or alternative to MAPsec. 

IREG would  be pleased to provide any additional information related to proposals on usage of MAPsec, and looks forward to receiving  any comments from 3GPP-SA3
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N.B.  All GSM Association meetings are conducted in full compliance with the GSM Association’s anti-trust compliance policy








High Level Document Summary: 





This document contains a liaison statement to 3GPP concerning MAPsec.
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