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1
Scope

The present stage 3 specification defines the Diameter based implementation for bootstrapping Zh interface (BSF-HSS) and  Dz interface (BSF-SLF) for HSS resolution for the BSF, and GAA Application Zn interface (BSF-NAF) in Generic Authentication Architecture (GAA). The definition contains procedures, message contents and coding. The procedures for bootstrapping and usage of bootstrapped security association are defined in 3GPP TS 33.220 [5].

This specification is a part of the Generic Authentication Architecture (GAA) specification series.

The diameter based implementation is based on re-usage of Cx interface Multimedia-Auth-Request/Answer messages originally between CSCF and HSS.   These messages are defined in 3GPP TS 29.229 [3]. The 3GPP IMS mobility management uses the same definitions between CSCF and HSS.  The present document defines how the defined messages are used with the bootstrapping and GAA application procedures (e.g. subscriber certificates) and the application logic that is needed in GAA network elements (BSF, HSS, and NAF). 

Figure 1.1 depicts the relationships of these specifications to the other specifications.
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Figure 1.1:  Relationships to other specifications

Figure 1.2 provides an informal overall quick introduction to the whole signalling procedures in GAA system. The important identifiers are marked bold and optional data items are italicised. The Ub and Ua interfaces, not defined in this TS , are simplified.
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Figure 1.2:  The whole signalling procedure in GAA system

****** Next Changed Section ******
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****** Next Changed Section ******
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and Key Agreement

AUTN
Authentication token

AV
Authentication Vector.  3GPP AV=[RAND,AUTN,XRES,CK,IK].

AVP
Attribute-Value-Pair in Diameter messages. 

BIA
BootstrappingInfo-Answer message

BIR
BootstrappingInfo-Request message

BS
BootStrapping Procedure

BSF
Bootstrapping server functionality 
BSF is hosted in a network element under the control of an MNO.

B-TID
Bootstrapping Transaction Identifier

CA
Certificate Authority

CK
Confidential Key 

FQDN
Full Qualified Domain Name in URI (e.g. http://FQDN:80)

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

GSID
GAA Service Identifier

GUSS
GBA User Security Settings

HSS
Home Subscriber System 

IK
Integrity Key 

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key Material 

ME-Ks
Mobile Equipment Key Material

ME-Ks-naf
ME-Ks for a specific NAF

MNO

Mobile network operator

NAF
Operator-controlled network application function functionality. 
NAF is hosted in a network element under the control of an MNO.

RAND
Random challenge in authentication 

REQ
In Diameter header indicates that the message is a Request.

SCTP
Stream Control Transmission Protocol
SLF
Subscription Location Function
SSC
Subscriber Certificate Procedure

Ua
UE-NAF interface for GAA applications

Ub
UE-BSF interface for bootstrapping

UE

User Equipment 

UICC-Ks
UICC Key Material

UICC-Ks-naf
UICC-Ks for a specific NAF

USS
User Security Settings (a part of GUSS)

XRES
Expected response in authentication

Zh
BSF-HSS interface for bootstrapping procedure

Zn
BSF-NAF interface for GAA applications.

****** Next Changed Section ******
4.2
Protocol Zh between BSF and HSS

The requirements for Zh interface are defined in 3GPP TS 33.220 [5].

The Bootstrapping Zh interface performs the retrieval of an authentication vector and possibly GBA User Security Settings from the HSS.  The overall Bootstrapping procedure is depicted in Figure 4.3. The basic procedure is:

A) A UE starts the bootstrapping procedure by protocol Ub with a BSF giving the IMPI of the user (see 3GPP TS 24.109  [7]). 

B) The BSF starts protocol Zh with user’s HSS 

· The BSF requests user’s authentication vector and GBA User Security Settings(GUSS) corresponding to the IMPI. 

· The HSS supplies to the BSF the requested authentication vector and GUSS (if any).

NOTE:
If there is more than one HSS deployed within the network, the BSF may have to contact the SLF using the Dz interface prior to sending the request for information to the HSS (see section 6.x).
C) The BSF continues the protocol Ub with the UE (see 3GPP TS 24.109  [7]).
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Figure 4.3: The GBA bootstrapping procedure

The steps of the bootstrapping procedure in Figure 4.3 are:

Step 1

The BSF shall send the following Bootstrapping-Request to the HSS in the format of Multimedia-Auth-Request (MAR) message.  The content of the message is given below in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVPs. The “address of” refers to the Fully Qualified Host Name (FQDN).

<Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ, PXY, 16777221 >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
{ Destination-Realm }
; Realm of HSS
[ Destination-Host ]
; Address of the HSS
{ User-Name }
; IMPI from UE
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of mandatory Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; 16777221
0*1 {Acct-Application-Id}
; Omitted

When determining the value of Destination-Host AVP the BSF can use redirector function (SLF) to resolve the address of the HSS if needed (see 3GPP TS 29.229 [3]). The BSF shall set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the HSS does not need to maintain any status information for this session according 3GPP TS 29.229 [3]. The User-name is the IMS Private User Identity (IMPI) as required in 3GPP TS 29.228  [2]. 

Step 2

When the HSS receives the MAR message, the HSS shall derive the user Authentication Vector (AV) information according the IMPI and populates it into SIP-Auth-Data AVP as defined in 3GPP TS 29.229 [3]. If GUSS exists for the IMPI, the HSS shall also fetch the GUSS into the GBA-UserSecSettings AVP.

The MAR/MAA sequence in the Zh interface must not change possible status information of the possible simultaneously ongoing IMS MM application sessions in the HSS.

If the User-Name (IMPI) from the BSF is totally unknown to the HSS, the error situation 5401 is raised.

Step 3

The HSS shall send the following Bootstrapping-Answer message in the format of Multimedia-Auth-Answer (MAA) message back to the BSF. 

< Multimedia-Auth-Answer> ::= < Diameter Header: 303, PXY, 16777221 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result]
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of HSS
{ Origin-Realm }
; Realm of HSS
[ User-Name ]
; IMPI
*[ SIP-Auth-Data-Item ]

[ GBA-UserSecSettings ]
; GUSS

*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The HSS shall set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED because the HSS does not maintain any state information about this session and the BSF does not need to send any session termination request 3GPP TS 29.229 [3].  The User-name AVP (IMPI) may be sent back for checking. The required authentication vectors are send in the SIP-Auth-Data-Items AVP. The  security settings of user’s all GAA applications are  sent in GBA-UserSecSettings AVP.

Step 4.

When the BSF receives the MAA message, the BSF generates the needed key material (Ks, ME-Ks and optionally UICC-Ks) from confidential key (CK) and integrity key (IK) as described in 3GPP TS 33.220 [5] and stores temporarily the tuple <IMPI,Ks, ME-Ks,[ UICC-Ks],GBA-UserSecSettings> for further use in GAA applications. The rest of the bootstrapping procedure in Ub interface will later add also the  bootstrapping transaction  Identifier (B-TID) to that tuple as key and the key lifetime (expiry time).
****** New Section ******
6.x
User identity to HSS resolution

The User identity to HSS resolution mechanism enables the BSF to find the address of the HSS that holds the subscriber data for a given subscriber when multiple and separately addressable HSSs have been deployed by the network operator. The resolution mechanism is not required in networks that utilise a single HSS or when an BSF is configured to use pre-defined HSS. 

The resolution mechanism is based on the Subscription Locator Function (SLF) and is equivalent to that described for the Cx/Dx interface described in 3GPP TS 23.228 [x]. The BSF accesses the subscription locator via the Dz interface. The Dz interface is always used in conjunction with the Zh interface. The Dz interface is based on Diameter. Its functionality is implemented by means of the routing mechanism provided by an enhanced Diameter redirect agent, which is able to extract the Subscriber identity from the received requests.

To get the HSS address the BSF sends to the SLF the Zh requests aimed for the HSS. On receipt of the HSS address from the SLF, the BSF shall send the Zh requests to the HSS. The BSF may store the HSS address and use it in further requests associated to the same Subscriber.

In networks where the use of the user identity to HSS resolution mechanism is required and the BSF is not configured to use predefined HSS, each BSF shall be configured with the address/name of the SLF implementing this resolution mechanism.
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