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4.3
Procedures Description

4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access (Re)Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy.

Diameter usage in Wa:

· This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] The Diameter-EAP-Request Message shall contain the following information elements.

· For reauthentication procedures, the messaging described below is reused.

Table 4.3.1.1: WLAN Access Authentication and Authorization request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	WLAN UE MAC address
	Calling Station-ID
	M
	Carries the MAC address of the WLAN-UE.


The Diameter-EAP response message shall contain the following.

Table 4.3.1.2: WLAN Acess Authentication and Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result codes are as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

	Session Alive Time
	Session Alive Time
	O
	Max no of seconds the user session should remain active 

	Accounting Interim - Interval
	Accounting Interim - Interval
	O
	Charging duration

	Encryption-Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success". This is defined in Diameter EAP specification [8]


RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in RFC 3579 [14].

See Annex A.1.1 for signalling flow reference.

4.3.2
Immediate Purging of a User from WLAN access

This procedure is used to communicate between the WLAN AN and the 3GPP AAA Proxy that the 3GPP AAA Server has decided that a specific WLAN-UE shall be disconnected from accessing the WLAN interworking service. The procedure is Diameter or RADIUS based. The RADIUS case is only considered if the WLAN AN and the 3GPP AAA Proxy support RFC 3576 [13]. WLAN ANs supporting RADIUS RFC 2865 [17] but not supporting RFC 3576 [13] do not have the required capabilities to react to server-initiated messages, therefore "Immediate purging of a user from WLAN Access" procedure shall not be performed towards clients located in this kind of WLAN AN.

Diameter usage in Wa:

-
This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request and Diameter‑Abort-Session-Answer specified in RFC 3588 [7]. Information element content for these messages are shown in tables 4.3.2.1 and 4.3.2.2.

Table 4.3.2.1: Information Elements passed in ASR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.


Table 4.3.2.2: Information Elements passed in ASA message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Result-Code
	Result-Code
	M
	Informs of success of procedure


See Annex A.1.2 for signalling flow reference.

RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS messages Disconnect-Request and Disconnect-Response specified in RFC 3576 [13].

4.3.3
Ending a Session

Session termination is initiated when  the WLAN-AN needs to inform the 3GPP AAA Server of the WLAN-UEs disconnection from the hot-spot. This occurs via the Session Termination Request (STR) and Session Termination Answer commands (STA) from the base protocol RFC 3588 [7]. Information elements to be carried in the STR, STA messages are shown in tables 4.4.3.1 and 4.4.3.2.

Table 4.3.3.1: Information Elements passed in STR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the identity of the user.

	Termination-Cause
	Termination Cause
	M
	Reason for termination of the session.


Table 4.3.3.2: Information Elements passed in STA message

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the identity of the user.

	Result Code
	Result-Code
	M
	Informs of success or failure of the procedure.


4.3.x
WLAN Access Authorization Information Update Procedure
The WLAN access authorization information update procedure is used to modify the authorization parameters provided to the WLAN AN. This procedure is invoked by the 3GPP AAA Server when the subscriber’s access authorization information has been modified and needs to be sent to the WLAN AN. The WLAN access authorization information update procedure shall trigger a new WLAN access authentication and authorization procedure towards to the WLAN-UE.This may happen due to a modification of WLAN subscriber profile in the HSS.  
The procedure is Diameter or RADIUS based.
Diameter usage in Wa:
This procedure is performed in two steps:
-
The 3GPP AAA server issues an unsolicited re-authentication and re-authorization request towards the WLAN AN.  Upon receipt of such a request, the WLAN AN shall respond to the request and indicate the disposition of the request. This procedure is mapped to the Diameter command codes Re-Auth-Request and Re-Auth-Answer specified in RFC 3588 [7].  Information element content for these messages are shown in tables 4.3.4.x and 4.3.4.y.
-
Receiving the re-authentication and re-authorization request, the WLAN AN shall initiate a re-authentication procedure towards the WLAN-UE and shall then invoke the WLAN access authentication and authorization procedure as described in the section 4.3.1. Information element content for these messages are shown in tables 4.3.1.1 and 4.3.1.2.
Table 4.3.4.x: Re-Authentication and Re-Authorization request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	· User Identity
	· User-Name
	M
	· This information element contains the identity of the user.

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	Routing Information
	Destination-Host
	M
	This information element is obtained from the Origin-Host AVP, which was included in a previous command received from the WLAN AN.


Table 4.3.4.y: Re-Authentication and Re-Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wa errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Identity
	User-Name
	M
	This information element contains the identity of the user.


RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS messages CoA-Request and CoA-Response specified in RFC 3576 [13].
*******Beginning of the next change******
4.4.2
Diameter based Information Elements Contents 

Editors Note: operator name, location name and location information AVPs should be included once RADIUS extensions working group have agreed with Diameter working groups how this is done.

4.4.2.1
DER and DEA Commands

ABNF for the DER and DEA messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Request-Type }


{ EAP-Payload }


[ Destination-Host ]


[ User-Name ]

[ NAS-IP-Address ]


[ NAS-IPv6-Address ]


[Calling Station-ID ]


* [ Proxy-Info ]


* [ Route-Record ]


* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


{ Auth-Request-Type }


[ EAP-Payload ]


[ User-Name ]

 
[ Session-Timeout ]


[ Accounting-Interim-Interval ]


[ EAP-Master-Session-Key]

* [ Proxy-Info ]


* [ AVP ]

4.4.2.2
Abort Session Request and Answer AVPs

ABNF for the ASR and ASA commands are as follows:
<ASR>  ::= < Diameter Header: 274, REQ, PXY >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Destination-Host }


{ Auth-Application-Id }


[ User-Name ]

[ Origin-State-Id ]


* [ Proxy-Info ]


* [ Route-Record ]


 *[ AVP ]

<ASA>  ::= < Diameter Header: 274, PXY >


< Session-Id >


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


[ User-Name ]

[ Origin-State-Id ]


[ Error-Message ]


[ Error-Reporting-Host ]


* [ Failed-AVP ]


* [ Redirected-Host ]


[ Redirected-Host-Usage ]


 [ Redirected-Max-Cache-Time ]


* [ Proxy-Info ]


* [ AVP ]

4.4.2.3
Session Termination Request and Answer AVPs

<STR> ::= < Diameter Header: 275, REQ, PXY >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Application-Id }


{ Termination-Cause }


[ User-Name ]

[ Destination-Host ]


* [ Class ]


[ Origin-State-Id ]


* [ Proxy-Info ]


* [ Route-Record ]


* [ AVP ]

4.4.2.x
Re-Auth Request and Answer AVPs
ABNF for the RAR/RAA commands are as follows:
<RAR>  ::= < Diameter Header: 258, REQ, PXY >

            < Session-Id >

           { Origin-Host }

           { Origin-Realm }

           { Destination-Realm }

           { Destination-Host }

           { Auth-Application-Id }

           { Re-Auth-Request-Type }

           [ User-Name ]
           [ Destination-Host ]

           [ Origin-State-Id ]

           * [ Proxy-Info ]

           * [ Route-Record ]
           * [ AVP ]
<RAA>  ::= < Diameter Header: 258, PXY >

            < Session-Id >

           { Result-Code }

           { Origin-Host }

           { Origin-Realm }

           [ User-Name ]

           [ Origin-State-Id ]

           [ Error-Message ]

           [ Error-Reporting-Host ]

           * [ Failed-AVP ]

           * [ Redirect-Host ]

           [ Redirect-Host-Usage ]

           [ Redirect-Host-Cache-Time ]

           * [ Proxy-Info ]

           * [ AVP ]
*******Beginning of the next change******
5.2
Protocols

The Wd reference point shall use only  a single AAA protocol per WLAN session. RADIUS or Diameter based protocols shall be used, respective of which protocol the WLAN AN is using.

The Wd protocol reference point shall contain the following protocols:

1)
RADIUS, as defined in IETF RFC 2865 [17], including the following extensions:

-
IETF RFC 2869 [9], which provides RADIUS extensions to support the transport of EAP frames over RADIUS.

-
IETF Draft "Carrying Location Objects in RADIUS", draft-ietf-geopriv-radius-lo-01 [16], which provides RADIUS Extensions for Public WLAN are to identify uniquely the owner and location of the WLAN.

-
IETF RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN. 

-
GSMA PRD IR.61 [xx], which provides a RADIUS Chargeable-User-Id attribute to carry a chargeable user identity (e.g. MSISDN or IMSI) from Home PLMN to Visited PLMN.

2)
Diameter Base, as defined in IETF RFC 3588 [7], as well as IETF Draft "Diameter EAP Application" [8], which provides a Diameter application to support the transport of EAP (IETF RFC 2284 [10] and IETF Draft "EAP" [11]) frames over Diameter. In addition, Diameter Base (IETF RFC 3588 [7]) and NASREQ IETF Draft draft-ietf-aaa-diameter-nasreq-12 [12] specify the accounting messaging to be exchanged.

The 3GPP AAA Proxy and the 3GPP AAA Server shall support both 1) and 2) over the Wd reference point. The 3GPP AAA Proxy, depending on the WLAN ANs characteristics, shall use either 1) or 2) over the Wd reference point. See subclause 5.3 for more information of when either 1) or 2) is used. 

The Application-Id to be advertised over Wd reference point corresponds to the EAP, NASREQ or Diameter Base Protocol Application-Id, depending on the command sent over Wd.

*******Beginning of the next change******
5.4
Procedures description

5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server over Diameter.

Diameter usage in Wd:
This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd.

Table 5.4.1.1: Diameter EAP Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element shall contain the identity of the user 

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for WLAN-UE/3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both.. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the hot-spot

	Visited-Network-Identifier
	Visited-Network-Identifier
	C
	Identifies the VPLMN and shall be present during the first DER message of either authentication or reauthentication sent by the 3GPP AAA Proxy to 3GPP AAA Server.

	WLAN UE MAC address
	Calling Station-ID
	
	Carries the MAC address of the WLAN-UE.


Editors Note: RADIUS Extensions for Location ID etc should be added once these have been defined within Diameter schema.

Table 5.4.1.2: Diameter EAP answer message

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result code as per definition in NASREQ.1xxx shall be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim-Interval
	Accounting Interim-Interval
	O
	Charging duration

	Subscription-ID
	Subscription-ID
	C
	This AVP shall contain the MSISDN of the user. This AVP shall be present if the result code is set to "Success", 2xxx.


RADIUS usage in Wd:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in RFC 3579 [14].
5.4.2
Immediate Purging of a User from WLAN access

This procedure is used to communicate between the 3GPP AAA Proxy and the 3GPP AAA Server that the 3GPP AAA Server has decided that a specific WLAN-UE shall be disconnected from accessing the WLAN interworking service. The procedure is Diameter or RADIUS based.

Diameter usage in Wd:

-
This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request and Diameter-Abort-Session-Answer specified in RFC 3588 [7]. Information elements are as per described in section 6.4.2.
RADIUS usage in Wd:
-
This procedure is mapped to the RADIUS messages Disconnect-Request and Disconnect-Response specified in RFC 3576 [13].

5.4.3
Ending a Session

Session termination occurs when a user de-registers from the 3GPP AAA Server. This occurs via the Session Termination Request (STR) and Session Termination Answer commands (STA), defined in the base protocol [8]. Information elements are as per described in subclause 6.4.3.

5.4.x
Authorization Information Update Procedure
The authorization information update procedure is used in roaming case to modify the authorization parameters provided either to the WLAN AN or to a PDG located in the visited network. This procedure is invoked by the 3GPP AAA Server and is used to communicate with the WLAN AN or the PDG through the 3GPP AAA proxy. 
The procedure is Diameter or RADIUS based. 
-
Diameter usage in Wd:
-
If the 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the WLAN AN, the 3GPP AAA proxy shall forward the request to the WLAN AN, which triggers the WLAN access authentication and authorization information update procedure described in the section 4.3.x. 
-
If the 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the PDG located in the visited network, the 3GPP AAA proxy shall forward the request to the PDG, which triggers the access and service authorization information update procedure described in the section 8.3.x. 

RADIUS usage in Wd:

-
The Wd interface is used to transport the RADIUS messages CoA-Request and CoA-Response only for communication between the WLAN AN and the 3GPP AAA server. These messages are specified in RFC 3576 [13].
*******Beginning of the next change******
5.5
Information Elements Contents

5.5.1 
Authentication Procedures

ABNF for the Wd Diameter EAP Request/Ansewer messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

 < Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ Destination-Host ]

[ User-Name ]
[ NAS-IP-Address ]

[ NAS-IPv6-Address ]

[ Calling Station-ID ]

[ Visited-Network-Identifier ]

* [ Proxy-Info ]

* [ Route-Record ]

* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]

[ User-Name ]

[ Subscription-ID ]

* [ Proxy-Info ]

* [ AVP ]

5.5.2 
Abort Session Requests and Answer AVPs

ABNF for the ASR and ASA commands on the Wd interface are identical to those on the Wa interface described in section 4.4.2.2

5.5.3 
Session Termination Request and Answer AVPs

ABNF for the STR and STA commands on the Wd interface are identical to those on the Wa interface described in section 4.4.2.2
5.5.x 
Authorization Information Update Procedure
ABNF for the RAR and RAA commands on the Wd interface are identical to those described in section 4.4.2.x
ABNF for the AAR/AAA commands on the Wd interface are identical to those described in section 8.4.2
*******Beginning of the next change******
8.2
Protocols

Diameter EAP application is used for authentication of the user. In this case, the PDG shall act as the NAS, as described in 3GPP TS 33.234 [18].For authorization and other Wm functionalities, NASREQ  and base protocol procedures are used.

The Application-Id to be advertised over Wm reference point corresponds to the EAP, NASREQ or Diameter Base Protocol Application-Id, depending on the command sent over Wm.
*******Beginning of the next change******
8.3
Procedures Description

[Skipped]
8.3.x
Access and Service Authorization information Update Procedure
This procedure is used between the 3GPP AAA Server and the PDG and is used to modify the authorization parameters provided to the PDG. This may happen due to a modification of WLAN subscriber profile in the HSS
This procedure is performed in two steps:

-
The 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the PDG.  Upon receipt of such a request, the PDG shall respond to the request and indicate the disposition of the request. This procedure is mapped to the Diameter command codes Re-Auth-Request and Re-Auth-Answer specified in RFC 3588 [7].  Information element content for these messages are shown in tables 8.3.x.1 and 8.3.x.2.
-
Receiving the re-authentication and re-authorization request, the PDG shall initiate a re-authentication and/or re-authorization procedure towards the WLAN-UE and shall then invoke the authentication and/or authorization procedure as described in the sections 8.2.1 and 8.3.2. Information element content for these messages are shown in tables 8.3.2.1 and 8.3.2.2.
Table 8.3.x.1: Access and Service Authorization Information Update request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	· User Identity
	· User-Name
	M
	· This information element contains the identity of the user.

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both.
If it indicates AUTHENTICATE_ONLY, the PDG shall just perform an authentication procedure as described in section 8.2.1.

If it indicates AUTHORIZE_ONLY, the PDG shall just perform an autorization procedure as described in section 8.2.2.
If it indicates AUTHORIZE_AUTHENTICATE, the PDG shall perform both authentication and authorization.

	Routing Information
	Destination-Host
	M
	This information element is obtained from the Origin-Host AVP, which was included in a previous command received from the PDG.


Table 8.3.x.2: Access and Service Authorization information Update response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Identity
	User-Name
	M
	This information element contains the identity of the user.


8.3.x.1
Detailed behaviour

The 3GPP AAA server shall make use of this procedure to indicate and update relevant service authorization information in the PDG.

The PDG shall overwrite, for the subscriber identity indicated in the request, current information with the information received from the 3GPP AAA server. A deactivation of service may be initiated if the subscriber lost the authorization of the activated service.
*******Beginning of the next change******
8.4 
Information Element Contents 

[Skipped]

8.4.x
Access and Service Authorization Information Update Procedure 
ABNF for the RAR/RAA commands on the Wm interface are identical to those described in section 4.4.2.x.
ABNF for the AAR/AAA commands on the Wm interface are identical to those described in section 8.4.2
******* end of the changes******
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