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Normative References

The following documents contain provisions, which through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 102.221 Release 4: "UICC-Terminal Interface; Physical and Logical Characteristics".

[2]
3GPP TS 31.101: "UICC-Terminal Interface; Physical and Logical Characteristics".

[3]
3GPP TS 31.102: "Characteristics of the USIM application".

[4]
ISO/IEC 7816‑1 : "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 1: Physical characteristics".

[5]
ISO/IEC 7816‑2 : "Identification cards ‑ Integrated circuit cards – Part 2: Cards with contacts - Dimensions and locations of the contacts".

[6]
ISO/IEC 7816‑3 : "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols".

[7]
ISO/IEC 7816‑4 : "Identification cards ‑ Integrated circuit cards – Part 4: Organization, security and commands for interchange".

[8]
 Void
[9]
 Void
[10]
 Void
[11]
 Void
[12]
ISO/IEC 7811‑1 : "Identification cards - Recording technique - Part 1: Embossing"

[13]
ISO/IEC 7811‑3 : "Identification cards - Recording technique - Part 3: Location of embossed characters on ID-1 cards"

[14]
3GPP TS 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface".
[…]

6.6.2
Security architecture 

6.6.2.1
Definition and applicability

The security architecture of the UICC shall conform to ISO/IEC 7816‑4 [7]. It sets the access conditions of the ADF/DF and EF in the UICC.

[…]

6.6.2.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
b) The ME simulator shall send a SELECT command to the UICC to select EFIMSI.


The response data shall contain either TLV DO with tag '8B', '8C' or 'AB' [CR1a].


If the TLV DO with tag '8B' is present, the structure shall be the same as stated in subclause 9.2.7of TS 102.221 [1] and the AM_DO and SC_DO shall be stored in EFARR [CR1d].


If the TLV DO with tag '8C' is present, the AM_DO and SC_DO shall be in a compact format according to ISO/IEC 7816‑4 [7] [CR1b, CR1c].


If the TLV DO with tag 'AB' is present, the AM_DO and SC_DO shall be in an expanded format according to ISO/IEC 7816‑4 [7] [CR1b, CR1c].

d)
The ME simulator shall send a SELECT command to select EFARR if the TLV DO with tag '8B' is present in the response data returned in step b) [CR1d].
e)
The ME simulator shall send a READ RECORD command to read record 1 of EFARR.


The response data shall contain the AM_DO and SC_DO in an expanded format according to ISO/IEC 7816‑4 [7][CR1b, CR1c, CR4].
f)
Step e) shall be repeated for all the records in EFARR [CR1d].

The content of each AM byte (in compact format) or AM_DO (in expanded format) shall be unique within the same access rule [CR3].
[…]

7.2.2
Conformance requirement

CR1
The USIM application shall use key reference '01' as PIN and key reference '81' as PIN2.

CR2
Access with PIN2 shall be limited to the USIM application (i.e. PIN2 is used only in the ADF).
CR3
For a USIM application on a multi-verification capable UICC, the only valid usage qualifiers shall be '00' and '08' which mean verification requirements is not used and user authentication knowledge based (PIN) as defined in ISO/IEC 7816‑4 [7].

CR4
Every file in the USIM application shall have a reference to an access rule stored in EFARR. 

CR5
Every file under DFTELECOM shall have a reference to an access rule stored in EFARR under DFTELECOM.

CR6
A multi-verification capable UICC (from the security context point of view) shall support the referenced format using SE ID as defined in TS 102.221 [1].

CR7
A multi-verification capable UICC (from the security context point of view) shall support the replacement of a UICC application PIN with the Universal PIN, key reference '11', as defined in TS 102.221 [1]. Only the Universal PIN is allowed as a replacement.
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