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Problem

The definition of IpAppAccess.terminateAccess() is:

“The terminateAccess operation is used to end the client application's access session with the framework. The framework is terminating the client application's access session. (For example, this may be done if the framework believes the client application is masquerading as someone else. Using this operation will force the client application to re-authenticate if it wishes to continue using the framework's services.) 

After terminateAccess() is invoked, the client application will not longer be authenticated with the framework. The client application will not be able to use the references to any of the framework interfaces gained during the access session. Any calls to these interfaces will fail. “

The specification does not currently address what action should be performed with regard to any service instances that have already been allocated to a client application if the framework subsequently decides that “the client application is masquerading as someone else.”  The phrase: “the client application is masquerading as someone else.” is particularly ambiguous and should be reworded.
Proposal

Lucent would like to propose that if the framework does decide that the client is masquerading as someone else, or rather that the client is no longer trusted (possibly as a result of a failed re-authentication), or the framework has a low level of confidence in the client’s identity, then this is a security issue, different from any other error.  As a result, we believe the framework should terminate all outstanding service agreements for that client application, and should take steps to terminate the client application’s access session WITHOUT invoking terminateAccess() on the client application.  The latter part follows a generally accepted security model (the proposed framework authentication mechanism given in contribution N5-010383 is an example) where the framework has decided that it can no longer trust the application and will therefore sever ALL contact with it.

Resulting changes

The following changes will be made to the description of terminateAccess:

Method

terminateAccess()

The terminateAccess operation is used to end the client application's access session with the framework. The framework is terminating the client application's access session. 
After terminateAccess() is invoked, the client application will no longer be authenticated with the framework. The client application will not be able to use the references to any of the framework interfaces gained during the access session. Any calls to these interfaces will fail. 
If at any point the framework’s level of confidence in the identity of the client becomes too low, perhaps due to re-authentication failing,  believes that the client is masquerading as someone else, the framework should terminate all outstanding service agreements for that client application, and should take steps to terminate the client application’s access session WITHOUT invoking terminateAccess() on the client application.  This follows a generally accepted security model where the framework has decided that it can no longer trust the application and will therefore sever ALL contact with it.

Parameters

terminationText : in TpString

This is the termination text describes the reason for the termination of the access session.
signingAlgorithm : in TpSigningAlgorithm

This is the algorithm used to compute the digital signature.  If the signingAlgorithm is invalid, or unknown to the client application, an error code (P_INVALID_SIGNING_ALGORITHM) is returned.
digitalSignature : in TpString

This is a signed version of a hash of the termination text. The framework uses this to confirm its identity to the client application. The client application can check that the terminationText has been signed by the framework.  If a match is made, the access session is terminated, otherwise an error code (P_INVALID_SIGNATURE) is returned.
Raises

TpGeneralException,TpFWException
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