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Problem

accessCheck() is intended to be used by the client application to check if it is authorised to access the specified service, and to be used by the framework to enforce level of trust.  Note however that 

· The concept of level of trust is imposed by securityModelID, and securityLevel, neither of which have been defined.

· The method takes in parameters (securityContext, securityDomain, group, and serviceAccessTypes) which have not been defined.

There is no context describing the above entities.  There is nothing in the specification to state where they come from, or what they mean.  When there is a context describing the concept specified, the method may be more appropriately used.

Proposal

The proposal is to remove accessCheck() from IpAccess interface.

Resultant Changes
The effect of this proposal is a change to the IpAccess interface.  One method along with its description are removed.  The data type definitions for all parameters with the exception of TpServiceToken will also be removed.
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8.1.6
Interface Class IpAccess

<<Interface>>

IpAccess



ObtainInterface (interfaceName : in TpInterfaceName, fwInterface : out IpInterfaceRefRef) : TpResult

ObtainInterfaceWithCallback (interfaceName : in TpInterfaceName, appInterface : in IpInterfaceRef, fwInterface : out IpInterfaceRefRef) : TpResult

accessCheck (serviceToken : in TpServiceToken, securityContext : in TpSecurityContext, securityDomain : in TpSecurityDomain, group : in TpSecurityGroup, serviceAccessTypes : in TpServiceAccessType, serviceAccessControl : out TpServiceAccessControlRef) : TpResult

selectService (serviceID : in TpServiceID, serviceToken : out TpServiceTokenRef) : TpResult

signServiceAgreement (serviceToken : in TpServiceToken, agreementText : in TpString, signingAlgorithm : in TpSigningAlgorithm, signatureAndServiceMgr : out TpSignatureAndServiceMgrRef) : TpResult

terminateServiceAgreement (serviceToken : in TpServiceToken, terminationText : in TpString, digitalSignature : in TpString) : TpResult

endAccess (endAccessProperties : in TpEndAccessProperties) : TpResult



Method

accessCheck()

This method may be used by the client application to check if it is authorised to access the specified service. The response is used to indicate whether the request for access has been granted or denied and if granted the level of trust that will be applied. The securityModelID and the relevant securityLevel are defined as part of the registration data for the service, and the service agreement. They are specific to the service.

securityModelID:

The identity of the specific Security Model that is to be used to define a set of appropriate policies for the service that can be used by the framework to determine access rights. The model may include blanket permission, session permission or one shot permission. A number of security models will be stored by the framework, and referenced by the access control module, according to the security model identifier of the service.

securityLevel:

The trust level required by the service for granting access. The Security Level is used by the framework's access control module when it checks for access rights. 

Parameters

serviceToken : in TpServiceToken

The serviceToken identifies the specific service that the client application wishes to access. The service Token identifies the service type and service properties selected by the client application when it invoked selectService().
securityContext : in TpSecurityContext

A context is a group of security relevant attributes that may have an influence on the result of the accessCheck request.
securityDomain : in TpSecurityDomain

The security domain in which the client application is operating may influence the access control decisions and the specific set of features that the requestor is entitled to use.
group : in TpSecurityGroup

A group can be used to define the access rights associated with all client applications that belong to that group. This simplifies the administration of access rights. 
serviceAccessTypes : in TpServiceAccessType

These are defined by the specific Security Model in use but are expected to include: Create, Read, Update, Delete as well as those specific to services.
serviceAccessControl : out TpServiceAccessControlRef

This contains the access control policy information that controls access to the service feature, and the trustLevel that the service provider has assigned to the client application.



















structure TpServiceAccessControl {























policy: 
TpString;




trustLevel:
TpString;
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The policy parameter indicates whether access has been granted or denied. If granted then the parameter trustLevel must also have a value.























The trustLevel parameter indicates the trust level that the service provider has assigned to the client application.
Raises
TpGeneralException,TpFWException
4.1.1  TpServiceAccessControl

This is Sequence of Data Elements containing the access control policy information controlling access to the service capability feature, and the trustLevel that the Network operator has assigned to the client application.

Sequence Element Name
Sequence Element Type

Policy
TpString

TrustLevel
TpString

The policy  parameter indicates whether access has been granted or denied. If granted then the parameter trustLevel must also have a value.

The trustLevel parameter indicates the trust level that the Network operator has assigned to the client application.

4.1.2 TpSecurityContext

This data type is identical to a TpString and contains a group of security relevant attributes.

4.1.3 TpSecurityDomain

This data type is identical to a TpString and contains the security domain in which the client application is operating.

4.1.4 TpSecurityGroup

This data type is identical to a TpString and contains a definition of the access rights associated with all clients that belong to that group.

4.1.5 TpServiceAccessType

This data type is identical to a TpString and contains a definition of the specific security model in use.
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