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**** First modified section ****
0
Scope

The present document provides details concerning information to be stored in home subscriber servers, visitor location registers, GPRS Support Nodes and Call Session Control Function (CSCF) concerning mobile subscriber.

Clause 2 contains all details concerning the definition of the parameters, often given by reference to other specifications, and where the parameter is to be stored.

Table 1 in clause 3 gives a summary overview and clause 4 identifies the reference information required for accessing the information.

0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network (PLMN)".

[3]
3GPP TS 22.003: "Circuit Teleservices supported by a Public Land Mobile Network (PLMN)".

[4]
3GPP TS 22.004: "General on supplementary services".

[5]
3GPP TS 23.003: "Numbering, addressing and identification".

[6]
3GPP TS 23.007: "Restoration procedures".

[7]
3GPP TS 23.009: "Handover procedures".

[8]
3GPP TS 23.012: "Location Management Procedures".

[9]
3GPP TS 23.015: "Technical realization of Operator Determined Barring (ODB)".

[10]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[11]
3GPP TS 22.060: "General Packet Radio Service (GPRS); Service description; Stage 1".

[12]
3GPP TS 23.067: "Enhanced Multi‑Level Precedence and Preemption service (EMLPP); Stage 2".

[13]
3GPP TS 23.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL); Stage 2".

[14]
3GPP TS 23.081: "Line identification supplementary services; Stage 2".

[15]
3GPP TS 23.082: "Call Forwarding (CF) Supplementary Services; Stage 2".

[16]
3GPP TS 23.083: "Call Waiting (CW) and Call Hold (HOLD) Supplementary Services; Stage 2".

[17]
3GPP TS 23.084: "Multi Party (MPTY) Supplementary Service; Stage 2".

[18]
3GPP TS 23.085: "Closed User Group (CUG) Supplementary Service; Stage 2".

[19]
3GPP TS 23.086: "Advice of Charge (AoC) Supplementary Service; Stage 2".

[20]
3GPP TS 23.088: "Call Barring (CB) Supplementary Service; Stage 2".

[21]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".

[22]
3GPP TS 23.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL); Stage 2".

[23]
3GPP TS 23.090: "Unstructured Supplementary Service Data (USSD); Stage 2".

[24]
3GPP TS 23.116: "Super-Charger Technical Realization; Stage 2."

[25]
3GPP TS 23.135: "Multicall supplementary service; Stage 2"

[26]
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[27]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[28]
3GPP TS 29.007: "General requirements on interworking between the Public Land Mobile Network (PLMN) and the Integrated Services Digital Network (ISDN) or Public Switched Telephone Network (PSTN)".

[29]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[30]
3GPP TS 42.032: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST) Service description - Stage 1".

[31]
3GPP TS 43.020: "Digital cellular telecommunications system (Phase 2+); Security-related network functions".

[32]
3GPP TS 43.035: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST); Stage 2".

[33]
3GPP TS 43.068: "Digital cellular telecommunications system (Phase 2+); Voice Group Call Service (VGCS); Stage 2".

[34]
3GPP TS 43.069: "Digital cellular telecommunications system (Phase 2+); Voice Broadcast Service (VBS); Stage 2".

[35]
3GPP TS 23.071: "Location Services (LCS); Functional Description; Stage 2".

[36]
GSM 12.03: "Digital cellular telecommunications system (Phase 2+) (GSM); Security management".

[37]
GSM 12.08: "Digital cellular telecommunications system (Phase 2+) (GSM); Subscriber and equipment trace".

[38]
ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[39]
ANSI T1.113: "Signalling System No7 (SS7); Integrated Services Digital Network (ISDN) User Part"

[40]
3GPP TS 32.005 "Telecommunication Management; Charging and billing; 3G call and event data for the Circuit Switched (CS) domain".

[41]
3GPP TS 32.015: "Telecommunication Management; Charging and billing; 3G call and event data for the Packet Switched (PS) domain".

[42]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[43]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".

[44]
3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol; Protocol details".

[45]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[46]
IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".

[47]
Void

[48]
IETF RFC 2486: "The Network Access Identifier".

[49]
3GPP TS 33.203: "3G security; Access security for IP-based services".

[50]
3GPP TS 23.002: "Network Architecture".

[51]
IETF RFC 3588: "Diameter Base Protocol".

[52]
3GPP TS 33.102: "3G Security; Security Architecture".

[53]
3GPP TS 23.218: "IP Multimedia (IM) session handling; IM call model; Stage 2".

[54]
3GPP TS 29.328: "IP Multimedia  Subsystem (IMS) Sh interface signalling flows and message contents (Release 5)".

[55]
3GPP TS 23.278: "Customised Applications for Mobile network Enhanced Logic (CAMEL) - IP Multimedia System (IMS) interworking; Stage 2".

[56]
3GPP TS 23.271: "Location Services (LCS); Functional description; Stage 2".

[57]
3GPP TS 23.221: "Architectural requirements".

[58]
3GPP TS 33.220: "Generic Authentication Architecture (GAA);Generic bootstrapping architecture".

[59]
3GPP TS 29.109 "Zh and Zn Interfaces based on the Diameter protocol; Protocol details".

[60]
IETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".
[xx]
3GPP TS 23.234  "3GPP Systen to WLAN Interworking System Description, Stage 2"
[yy]
3GPP TS 29.234  "3GPP system to Wireless Local Area Network (WLAN), Stage 3"
**** First modified section ****

1.4 Subscriber data in WLAN-IW functional units

This specification considers subscriber data stored in the following types of functional unit for I‑WLAN:
· 3GPP AAA Server which contains all subscriber data necessary to maintain 3GPP WLAN Direct Access and 3GPP WLAN IP Access.

· 3GPP AAA Proxy which contains subscriber data necessary to perform AAA proxy functionality in the VPLMN and to provide charging inter operator settlement functionality.
· Packet Data Gateway (PDG) which contains all subscriber data necessary to manage 3GPP WLAN IP Access tunnels.
· WLAN Access Gateway (WAG) which contains all subscriber data necessary to manage a per user firewall between the WLAN-AN and PLMN and to perform per tunnel charging.
**** Second modified section **** -- Should be after chapter 3

X
Definition of subscriber data I-WLAN domain

X.1
Data related to subscription, identification and numbering

X.1.1
IMSI
The International Mobile Subscriber Identity (IMSI) is defined in 3GPP TS 23.003 [5]. The IMSI serves as the root of the subscriber data pseudo-tree.

X.1.2
Mobile Subscriber ISDN Number (MSISDN)

Mobile Subscriber ISDN Number (MSISDN) is defined in 3GPP TS 23.003 [5]. One MSISDN is used for WLAN-IW subscription. If the multinumbering option applies, the MSISDN used is the Basic MSISDN (see section 2.1.3 for more information on MSISDNs for multinumbering option).
X.1.3 W-APN

The WLAN Access Point Name (W-APN) is specified in 3GPP TS 29.234 [yy]. This parameter identifies a data network and a point of interconnection to that network (Packet Data Gateway).
X.1.4 List of authorized visited network identifiers

The list of authorized visited network identifiers field indicates which 3GPP visited network identifiers are allowed for roaming.

This list can be a linear list of visited network identifiers or a compound list of network identifier types e.g. home PLMN or home country; however the exact structure of the list is an implementation option.

X.1.5 3GPP AAA Proxy Identifier
The 3GPP AAA Proxy Name, specified in 3GPP TS 29.234 [yy], defines the Diameter or RADIUS Identity of the 3GPP AAA Proxy node. 

X.1.6 3GPP AAA Server Name

The 3GPP AAA Server Name, specified in 3GPP TS 29.234 [yy], defines the Diameter or RADIUS Identity of the 3GPP AAA Server node. 

X.1.7 Serving PDG List

The Serving PDG List field contains the addresses of the PDGs to which the WLAN UE is connected.

X.1.8 Serving WAG

The Serving WAG field contains the address(es) of the WAG(s) through which the tunnel(s) is/are established,
X.1.9 WLAN UE Local IP Address

The WLAN UE Local IP Address field, specified in 3GPP TS 23.234 [xx], represents the IPv4/IPv6 address of the WLAN UE in the WLAN AN. It is an address used to deliver the packet to a WLAN UE in a WLAN AN.
X.1.10 WLAN UE Remote IP Address

The WLAN UE Remote IP Address field, specified in 3GPP TS 23.234 [xx], represents the IPv4/IPv6 address of the WLAN UE   in the network which the WLAN UE is accessing. It is an address used in the data packet encapsulated by the WLAN UE-initiated tunnel and is the source address used by applications in the WLAN UE. The WLAN UE Remote IP address is per W-APN, see section X.5.4.4.
X.2
Data related to registration

X.2.1 User Status

The User Status field identifies the registration status of the I-WLAN User. The User Status shall be either REGISTERED, in which case there is an associated Serving 3GPP AAA Server Name stored at the HSS, or UNREGISTERED, in which case no 3GPP AAA Server Name stored.
X.3
Data related to authentication and ciphering

X.3.1
Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc)

Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc) fields form a triplet vector used for authentication and encryption as defined in 3GPP TS 43.020 [31].

In I-WLAN for SIM based users, triplet vectors are calculated in the 2G AuC and provided to the 2G HLR/HSS (see GSM 12.03 [36]). For USIM based users, triplet vectors are derived from quintuplet vectors in the 3G HLR/HSS if needed (see 3GPP TS 33.102 [52]).
A set of up to 5 triplet values are sent from the 2G HLR/HSS to the 3GPP AAA Server upon request..

X.3.2
Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key (IK) and Authentication Token (AUTN)
Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key (IK) and Authentication Token (AUTN) fields form a quintuplet vector used for user authentication, data confidentiality and data integrity as defined in 3GPP TS 33.102 [52].

In I‑WLAN, a set of quintuplet vectors are calculated in the AuC, and up to 5 quintuplets are sent from the HLR/HSS to the 3GPP AAA Server upon request (see 3GPP TS 29.002 [27]). 
X.3.3
Master Key (MK)
The Master Key (MK) field is defined in 3GPP TS 33.234 [18]. It enables keys to be derived.

X.3.4
Transient EAP Keys (TEKs)
The Transient EAP Keys (TEKs) field is defined in 3GPP TS 33.234 [18] and are used to protect the EAP packets.
X.4
Data related to session

X.4.1
Session Identifier

The Session Identifier field, specified in 3GPP TS 29.234 [yy], indicates a unique Diameter signalling session specific to the user.
X.4.2
Session-Timeout

The Session-Timeout field, specified in 3GPP TS 29.234 [yy], indicates the maximum period for a session measured in seconds. It is used for re-authentication purposes. If this field does not appear, the WLAN AN shall apply default time intervals.

X.4.3
Quota

The Quota field indicates the amount of credits available for the UE for the present session. It is measured in terms of Time or Volume.
. 
X.5
Operator Determined Barring general data

X.5.1 WLAN Access

The WLAN Access flag is defined in 3GPP TS 29.234 [yy]. It enables operators to apply barring of –I‑WLAN access. The parameter takes either of the following values:

· Enable WLAN access;

· Bar WLAN access;

X.5.2 WLAN Tunnelling

The WLAN Tunnelling flag is defined in 3GPP TS 29.234 [yy]. It allows operator to disable all W-APNs at one time for a given user within an I-WLAN 3GPP PS based services architecture. If there is a conflict between this item and the "access allowed" flag of any W-APN, the most restrictive will prevail. The parameter takes either of the following values:
· Enable all W-APNs for a subscriber;

· Bar all W-APNs for a subscriber;

X.5.3
WLAN Direct IP Access 
The WLAN Direct IP Access flag is defined in 3GPP TS 29.234 [yy]. It indicates whether or not the user has direct access to external IP networks, e.g. Internet, from the WLAN Access Network. The parameter takes either of the following values:
· Enable direct access to external IP networks;
· Bar direct access to external IP networks.

X.5.4
W-APN Authorised
The W-APN Authorised field is specified in 3GPP TS 29.234 [yy]. It contains authorization information for each W-APN. This parameter indicates the list of allowed W-APNs, the environment where the access is allowed and optionally the charging data specific for that W-APN and the Static IP address.
X.5.4.1 W-APN Identifier
See subclause X.1.5.
X.5.4.2 W-APN Barring Type
The W‑APN Barring Type field is specified in 3GPP TS 29.234 [yy]. It indicates the subscriber access type to the home and visited network's services. The parameter takes either of the following values:

· Allow access to all W‑APNs  regardless of whether the subscriber is located in a VPLMN or in the HPLMN;

· Prohibit access to all W-APNs that access a PDG within the HPLMN when the subscriber is located in a VPLMN;

· Prohibit access to all W-APNs that access a PDG within the VPLMN when the subscriber is located in a VPLMN;
· Prohibit access to all W-APNs that access a PDG within the HPLMN when the subscriber is located in the HPLMN.
X.5.4.3 W-APN Charging Data

The W‑APN Charging Data field is specified in 3GPP TS 29.234 [yy]. When this parameter is present, it supersedes the general charging information to be applied for the subscriber. See subclause X.7.
X.5.4.4 WLAN UE Remote IP Address

WLAN UE IP Address field identifies the IPv4/IPv6 address that the operator has statically assigned to the WLAN UE. See subclause X.1.12.
X.5.5 Access Independence Flag

The Access Independence Flag is defined in 3GPP TS 29.234 [yy]. It enables operators to authenticate a subscriber accessing the I-WLAN by WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct WLAN Access. The parameter takes either of the following values:

· Allow access to WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct Access
· Prohibit access to WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct Access
X.5.6 I-WLAN Access Type

The I-WLAN Access Type field is defined in 3GPP TS 29.234 [yy]. It indicates the types of access the subscriber has used to access to the IWLAN. The parameter takes either of the following values:
· WLAN 3GPP IP Access;
· WLAN 3GPP Direct Access.
X.6
QoS general data

X.6.1
Max Requested Bandwidth

The Max Requested Bandwidth field, specified in 3GPP TS 29.234 [yy], indicates the Max requested bandwidth.
X.6.2
Routing Policy 

The Routing Policy field, specified in 3GPP TS 29.234 [yy], defines a packet filter for an IP flow.

X.7
Data related to Charging

X.7.1 Charging Data

The Charging Data field identifies the Charging Characteristics plus the Charging Nodes to be applied per user for all W‑APNs or per user for individual W‑APNs.
X.7.1.1 Charging Characteristics

Charging Characteristics field is defined in 3GPP TS  32.215 [yy]. It indicates the charging type to be applied to the user tunnel.

X.7.2 Primary OCS Charging Function Name

The Primary OCS Charging Function Name field identifies the Primary OCS Function node that performs on-line based charging. The format is specified in 3GPP TS 29.234 [yy].

X.7.3
Secondary OCS Charging Function Name

The Secondary OCS Charging Function Name field identifies the Secondary OCS Charging Function node that performs on-line based charging. The format is specified in 3GPP TS 29.234 [yy].

X.7.4 Primary Charging Collection Function Name

The Primary Charging Collection Function Name field identifies the primary Charging Collection Function node that provides off-line charging support for the IMS subscribers. The format is specified in 3GPP TS 29.234 [yy].

X.7.5
Secondary Charging Collection Function Name

The Secondary Charging Collection Function Name field identifies the secondary Charging Collection Function node that provides off-line charging support for the IMS subscribers. The format is specified in 3GPP TS 29.234 [yy]. 
**** Third modified section ****

5 Accessing subscriber data

It shall be possible to retrieve or store subscriber data concerning a specific MS from the HSS by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

-
Mobile Subscriber ISDN Number (MSISDN).

It shall be possible to retrieve or store subscriber IP Multimedia service data concerning a specific MS from the HSS by use of each of the following references:

-
Private User Identity;

-
Public Identity.

It shall be possible to retrieve or store subscriber data concerning a specific MS from the VLR by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

-
Temporary Mobile Subscriber Identity (TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the SGSN by use of each of the following references:

- International Mobile Subscriber Identity (IMSI);

- Packet Temporary Mobile Subscriber identity (P-TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the GGSN by use of the following reference:

-
International Mobile Subscriber Identity (IMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the 3GPP AAA Server by use of each of the following references:

- International Mobile Subscriber Identity (IMSI);

- Mobile Subscriber ISDN Number (MSISDN).
It shall be possible to retrieve or store subscriber data concerning a specific MS from the 3GPP AAA Proxy by use of the following reference:

-Mobile Subscriber ISDN Number (MSISDN).
It shall be possible to retrieve or store subscriber data concerning a specific MS from the WAG by use of the following reference:

-Mobile Subscriber ISDN Number (MSISDN).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the PDG by use of the following reference:

-Mobile Subscriber ISDN Number (MSISDN).

See clause 4 for explanation of M, C, T and P in table 1, table 2 and table 3.

**** Fourth modified section ****

5.X I-WLAN Service Data Storage
Table 5.X: Overview of data used for I-WLAN services

	PARAMETER
	Subclause
	HSS
	3GPP AAA Server
	3GPP AAA Proxy
	PDG
	WAG
	TYPE

	IMSI
	X.1.1
	M
	M
	
	
	
	P

	MSISDN
	X.1.2
	M
	M
	M
	M
	M
	P

	W-APN
	X.1.3
	M
	M
	
	M
	
	P

	List of authorized visited network identifiers
	X.1.4
	M
	
	
	
	
	P

	3GPP AAA Proxy Identifier
	X.1.5
	
	M
	
	M
	M
	T

	3GPP AAA Server Name
	X.1.6
	M
	
	M
	M
	C
	T

	Serving PDG List
	X.1.7
	
	M
	M
	
	
	P

	Serving WAG
	X.1.8
	
	M
	M
	M
	
	P

	WLAN UE Local IP address
	X.1.9
	
	
	
	M
	      M
	T

	WLAN UE Remote IP address
	X.1.10
	C
	C
	
	M
	
	P

	User Status
	X.2.1
	
	M
	
	
	
	T

	RAND, SRES, Kc
	X.3.1
	M
	M
	
	-
	
	T

	RAND, XRES CK, IK, AUTN
	X.3.2
	
	M
	
	-
	
	T

	Master Key (MK)
	X.3.3
	
	M
	
	
	
	T

	Transient EAP Keys (TEKs)
	X.3.3
	
	M
	
	
	
	T

	Session Identifier
	X.4.1
	
	M
	
	
	
	T

	Session-Timeout
	X.4.2
	
	C
	
	
	
	P

	Quota
	X.4.3
	
	C
	
	
	
	P

	WLAN Access
	X.5.1
	M
	
	
	
	
	P

	WLAN Tunnelling
	X.5.2
	M
	
	
	
	
	P

	WLAN Direct IP Access
	X.5.3
	M
	
	
	
	
	P

	W‑APN Authorised
	X.5.4
	M
	
	
	
	
	P

	W‑APN Identifier
	X.5.4.1
	
	
	
	
	
	P

	W-APN Barring Type
	X.5.4.2
	M
	
	
	
	
	P

	W-APN Charging Data
	X.5.4.3
	C
	
	
	C
	
	P

	WLAN UE Remote IP Address
	X.5.4.4
	C
	
	
	P
	
	P

	Access Independence Flag
	X.5.5
	M
	
	
	
	
	P

	I-WLAN Access Type
	X.5.6
	M
	
	
	
	
	P

	Max Requested Bandwidth
	X.6.1
	
	P
	
	T
	
	P

	Routing Policy
	X.6.2
	
	
	
	C
	C
	T

	Charging Data
	X.7.1
	M
	
	
	M
	
	P 

	Charging Characteristics
	X.7.1.1
	M
	-
	
	M
	
	P 

	Primary OCS Charging Function Name
	X.7.2
	M
	
	
	M
	
	P 

	Secondary OCS Charging Function Name
	X.7.3
	M
	
	
	M
	
	P

	Primary Charging Collection Function Name
	X.7.4
	M
	
	
	M
	
	P

	Secondary Charging Collection Function Name
	X.7.5
	M
	
	
	M
	
	P
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