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1. Introduction

This contribution suggests  incorporating Routing Policy cancellation procedures over the Wg interface description within TS 29.234.  

2. Discussion

Routing policy cancellation procedure is necessary in order that the network may remove the tunnel specific firewall policy configured at the WAG. In order to do this, the 3GPP AAA Server shall send a Routing Cancellation Request message to the WAG, with the WAG responding with the Routing Cancellation Response Message. It is proposed in this CR that this message shall be mapped onto the Diameter Base Abort Session Request/Response procedures.

Note: In the roaming case, where the PDG is in the VPLMN, the 3GPP AAA Proxy shall perform the procedures described in this section

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
9.3 Routing Policy Cancellation Procedure

This procedure is used between the 3GPP AAA Server and the WAG. It is invoked by the 3GPP AAA Server when the session specific routing policy should be removed from the WAG (i.e. users tunnel has been disconnected and the tunnel specific routing policy configured at the WAG – the firewall “pinhole”- must be removed) . 

The Wg reference point performs the routing policy cancellation procedure based on the use of the Diameter Base Protocol [7] Abort-Session-Request / Answer (ASR/ASA) commands
In the roaming case where the PDG is in the VPLMN, the 3GPP AAA Proxy shall perform the functions described below for the 3GPP AAA Server.
Table 9.3.1 : Policy Cancellation - Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Routing Information 
	Destination-Host
	M
	The WAG name is obtained from the Origin-Host AVP of a previous message received from the WAG.


Table 9.3.2: Policy Cancellation– Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wg errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


9.3.1
Detailed Behaviour

The 3GPP AAA Server shall make use of this procedure to instruct the WAG to remove a routing policy W-APN for a specific user. On receipt of the message, the WAG shall:

1 Check that the user is known in the WAG. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2 If the User is known, the WAG shall remove all routing policies configured for that session. The WAG shall further remove any stored user information pertaining to that W-APN.
3 The WAG shall set the Result-Code to DIAMETER_SUCCESS and send back the ASA command to the 3GPP AAA Server
Exceptions to the cases specified here shall be treated by the WAG as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and no Wn flows shall be disabled.
################Modification Part 2 Beginning##########################








































































