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0.1
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network (PLMN)".

[3]
3GPP TS 22.003: "Circuit Teleservices supported by a Public Land Mobile Network (PLMN)".

[4]
3GPP TS 22.004: "General on supplementary services".

[5]
3GPP TS 23.003: "Numbering, addressing and identification".

[6]
3GPP TS 23.007: "Restoration procedures".

[7]
3GPP TS 23.009: "Handover procedures".

[8]
3GPP TS 23.012: "Location Management Procedures".

[9]
3GPP TS 23.015: "Technical realization of Operator Determined Barring (ODB)".

[10]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[11]
3GPP TS 22.060: "General Packet Radio Service (GPRS); Service description; Stage 1".

[12]
3GPP TS 23.067: "Enhanced Multi‑Level Precedence and Preemption service (EMLPP); Stage 2".

[13]
3GPP TS 23.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL); Stage 2".

[14]
3GPP TS 23.081: "Line identification supplementary services; Stage 2".

[15]
3GPP TS 23.082: "Call Forwarding (CF) Supplementary Services; Stage 2".

[16]
3GPP TS 23.083: "Call Waiting (CW) and Call Hold (HOLD) Supplementary Services; Stage 2".

[17]
3GPP TS 23.084: "Multi Party (MPTY) Supplementary Service; Stage 2".

[18]
3GPP TS 23.085: "Closed User Group (CUG) Supplementary Service; Stage 2".

[19]
3GPP TS 23.086: "Advice of Charge (AoC) Supplementary Service; Stage 2".

[20]
3GPP TS 23.088: "Call Barring (CB) Supplementary Service; Stage 2".

[21]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".

[22]
3GPP TS 23.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL); Stage 2".

[23]
3GPP TS 23.090: "Unstructured Supplementary Service Data (USSD); Stage 2".

[24]
3GPP TS 23.116: "Super-Charger Technical Realization; Stage 2."

[25]
3GPP TS 23.135: "Multicall supplementary service; Stage 2"

[26]
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[27]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[28]
3GPP TS 29.007: "General requirements on interworking between the Public Land Mobile Network (PLMN) and the Integrated Services Digital Network (ISDN) or Public Switched Telephone Network (PSTN)".

[29]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[30]
3GPP TS 42.032: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST) Service description - Stage 1".

[31]
3GPP TS 43.020: "Digital cellular telecommunications system (Phase 2+); Security-related network functions".

[32]
3GPP TS 43.035: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST); Stage 2".

[33]
3GPP TS 43.068: "Digital cellular telecommunications system (Phase 2+); Voice Group Call Service (VGCS); Stage 2".

[34]
3GPP TS 43.069: "Digital cellular telecommunications system (Phase 2+); Voice Broadcast Service (VBS); Stage 2".

[35]
3GPP TS 23.071: "Location Services (LCS); Functional Description; Stage 2".

[36]
GSM 12.03: "Digital cellular telecommunications system (Phase 2+) (GSM); Security management".

[37]
GSM 12.08: "Digital cellular telecommunications system (Phase 2+) (GSM); Subscriber and equipment trace".

[38]
ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[39]
ANSI T1.113: "Signalling System No7 (SS7); Integrated Services Digital Network (ISDN) User Part"

[40]
3GPP TS 32.005 "Telecommunication Management; Charging and billing; 3G call and event data for the Circuit Switched (CS) domain".

[41]
3GPP TS 32.015: "Telecommunication Management; Charging and billing; 3G call and event data for the Packet Switched (PS) domain".

[42]

3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[43]

3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".

[44]
3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol; Protocol details".

[45]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[46]
IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".

[47]
Void

[48]
IETF RFC 2486: "The Network Access Identifier".

[49]
3GPP TS 33.203: "3G security; Access security for IP-based services".

[50]
3GPP TS 23.002: "Network Architecture".

[51]
draft-ietf-aaa-diameter-08.txt: "Diameter Base Protocol", work in progress".

[52]
3GPP TS 33.102: "3G Security; Security Architecture".

[53]
3GPP TS 23.218: "IP Multimedia (IM) session handling; IM call model; Stage 2".

[54]
3GPP TS 29.328: "IP Multimedia  Subsystem (IMS) Sh interface signalling flows and message contents (Release 5)".

[55]
3GPP TS 23.278: "Customised Applications for Mobile network Enhanced Logic (CAMEL) - IP Multimedia System (IMS) interworking; Stage 2".

[56]
3GPP TS 23.271: "".

[57]
3GPP TS 23.221: " Architectural requirements ".
[xx1]
3GPP TS 33.220: “Generic Authentication Architecture (GAA);Generic bootstrapping architecture”.

[xx2]
3GPP TS 29.109 “Zh and Zn Interfaces based on the Diameter protocol; Protocol details”.

[xx3]
IETF RFC 3548 (2003): "The Base16, Base32, and Base64 Data Encodings".
**** Second modified section ****
1.3
Subscriber data in functional units other than the HLR, the VLR, the SGSN, the GGSN, the GMLC, the SMLC and the LMU

The individual Subscriber Authentication Key Ki defined in 3GPP TS 43.020 [31] is stored in the Authentication Centre (AuC); it is also stored in the SIM and therefore available in the MS. Version numbers of algorithms A3 and A8 may also be stored in the AuC.
Bootstrapping Server Function (BSF) handles subscriber’s bootstrapping information after bootstrapping procedure in Generic Authentication Architecture (GAA) system. A bootstrapping procedure creates security association between an UE and a BSF. Using the stored user’s bootstrapping information and the security association the BSF can provide security services to network application functions (NAF) contacted by the UE.  Functions of the BSF is defined in TS 33.220 [xx1] and TS 29.109 [xx2].
NOTE:
It is for further study whether or not other types of functional units containing mobile subscriber parameters are to be included in this specification. Such units could include encryption key distribution centres, maintenance centres, etc...
**** Third modified section ****
3A
Definition of subscriber data for Generic Authentication Architecture domain

The Generic Authentication Architecture (GAA) is defined in TS 33.220 [xx1] and TS 29.109 [xx2].

3A.1
Data related to identification

3A.1.1
Private User Identity

The Private User Identity is in the form of a Network Access Identifier (NAI), which is defined in RFC 2486 [48].

If the GAA bootstrapping is based on authentication data from IM domain, the corresponding Private User Identity from IM Domain (IMPI) is used as it is.

If the GAA bootstrapping is based on authentication data from CS/PS domain, a Private User Identity derived from user’s IMSI according TS 23.003 [5] is used.

3A.1.3
GAA Application Type

The GAA Application Type is an enumerated integer, which is defined in TS 29.109 [58].

3A.1.2
GAA Application Identifier

The GAA Application Identifier (GAID) is a string, which identifies unique a GAA Service.  For examples a set of NAFs belonging to a certain GAA Application Type and owned or managed by a certain operator may provide the same operator specific service and they may use the same GAA Application Identifier to identify their services to BSF.  The owner of the user’s home HSS may define different GAA Authorization flags and allowed private User Identities for each GAA Application Identifiers separately.

3A.1.4
GAA Service Subscription

The GAA Service Subscription (GSS) is unique identified with combination of Private User Identity and GAA Application identifier. GAA Service Subscription combines the user and the GAA Service together. No duplicates are allowed.

3A.2
Data related to authentication

3A.2.1
User Public Identity

The User Public Identity (UID) is any kind of string that can be used as user’s public identity in a GAA application.

A list of allowed User Public Identities is stored for each GAA Service Subscription.

A User Public Identity may be connected to several GAA Service Subscription.

3A.3
Data related to authorization

3A.3.1
GAA Authorization flag

The GAA Authorization flag is a GAA Application specific integer code, which authorized a defined security operation in the GAA application. A list of allowed operations is stored for each GAA Service Subscription.

The GAA Authorization flag in concatenated from GAA Application Type code and GAA Application Type specific operation code in range 00-99. The value of a GAA Authorization flag is a sum of 100*(GAA-Application-Type Code)+(GAA-Application-Type specific operation code). The values of GAA Authorization flags operation code can be therefore specified separately for each GAA application in their specifications.

3A.4
Data related to temporary procedures

3A.4.1
Bootstrapping Transaction Identifier

The Bootstrapping Transaction Identifier (B-TID) identifies the security association between a BSF and a UE after a bootstrapping procedure in GAA. According [57] the B-TID value shall be also generated in format of NAI by taking the base64 encoded RAND value [xx3] and the BSF server name, i.e. base64encode (RAND)@BSF_servers_domain_name.

3A.4.1
Key Lifetime

Key Lifetime is integer that defines the lifetime of bootstrapping information in BSF in seconds.

3A.5
GAA Data stored to HSS 

All GAA subscriber data in HSS GAA Domain is permanent. 

The subscriber data for GAA Domain is stored only for subscribers that are allowed to use GAA services. A subscriber of GAA services must have a subscription in CS/PS domain or in IM domain or in the both domains for retrieval of authentication data.

An informal data model for structure of the GAA domain data in the HSS is presented in figure 4.1

A User Security Setting (USS), identified by GAA Application Identifier (GAID), consist of a list of Public Identities for authentication and a set of GAA Authorization flags.

A GAA User Security Setting (GUSS) contains separate User Security Settings (USS) for all subscribed GAA Service for the user. 
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Figure 3A.1: GAA Domain data structure in HSS

3A.6
GAA Data stored to BSF

All GAA subscriber data in BSF is temporary. 

During bootstrapping procedure the BSF stores temporary the bootstrapping information of users. 

The bootstrapping information is identified by temporary Bootstrapping Transaction Identifier (B-TID) and stored with Key Lifetime information. When Key Lifetime has passed the Bootstrapping information set should be invalided and removed.

The bootstrapping information itself contains a set of IM authentication vectors as key material and one copy of GAA User Security Settings (GUSS). An IM authentication vector consists of RAND, XRES, CK, IK and AUTN. The GAA User Security Settings contains a set of User Security Setting (USS) identified by GAA Application Identifier (GAID).
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Figure 3A.2: GAA data structure in BSF

Home operators may have also proprietary lists of trustworthy or untrustworthy Network Application Function (NAF) network nodes, for which the subscriber GAA Service Subscription data can or can not be send. These list may or may not be service or application type specific.
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