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1
Introduction

Over the past 12 months, it has been loosely discussed in CN4 to allow the use of the legacy AAA protocol RADIUS on the Wd (3GPP AAA Proxy – 3GPP AAA Server) reference point. This reference point is used in WLAN Scenario 2 and onwards.
This paper provides an analysis on whether or not RADIUS should indeed be allowed to be used on the Wd reference point and what real impacts this has on the current 3GPP WLAN architecture.

2
How AAA is currently defined in 3GPP WLAN interworking
The current architecture for Authentication, Authorisation and Accounting (AAA) in WLAN is modelled in 3GPP as follows (taken from 3GPP TS 23.234 and 3GPP TS 29.234):
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Figure 1: Simplified diagram showing the AAA aspect of the WLAN non‑roaming model
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Figure 2: Simplified diagram showing the AAA aspect of the WLAN roaming model
As one can see, the Wa reference point can be RADIUS or Diameter, depending upon which AAA protocol the WLAN Access Network uses. Since 3GPP cannot mandate what protocol should be used by a WLAN Access Network, the 3GPP network needs to support all possible AAA protocols that a WLAN AN uses. Thus, the Wa must support RADIUS and Diameter which are the two identified protocols that a WLAN AN can use for AAA; there is no choice in this matter, even though RADIUS is not as superior a protocol as Diameter. 
It should be noted at this point by the reader that both the 3GPP AAA Server and the 3GPP AAA Proxy have to support RADIUS to cope with interworking with WLAN ANs to cope with both the roaming and non‑roaming architecture models.

To address this, the WLAN Stage 2, 3GPP TS 23.234 (version 6.1.0), states in section 5.12 "AAA Protocol Requirements" the following:

-
A common AAA protocol shall be used for Authentication, Authorization and Accounting purposes in the WLAN Interworking Architecture within the 3GPP network.

-
The protocol used for Accounting purpose in the WLAN Interworking Architecture in the 3GPP network shall be the same as used by the 3GPP Charging Architecture eg. the AAA protocol used by the 3GPP IMS charging architecture,

-
If interworking with a legacy AAA protocol is needed, then it shall be performed at the entry and exit point of the 3GPP network. In the case of roaming, such interworking shall be performed in the visited network. The legacy AAA protocol may not support all features of 3GPP AAA protocol.  Therefore, this interworking might limit the usage of features existent in 3GPP AAA protocol but not existent in legacy AAA protocol(e.g. filtering rules).

The first bullet sets a precedent that only one protocol shall be used on the Wd reference point, the second bullet states what requirements this one protocol should meet and the third bullet clarifies how legacy AAA protocols (i.e. RADIUS) should be handled.
3
Analysis of how AAA is currently defined in 3GPP WLAN interworking

3.1
Comments specifically on section 5.12 of the stage 2

The target audience of the "AAA Protocol Requirements" section of the WLAN stage 2 as quoted above is questionable. For whom are these requirements intended, since there is a standardised solution proposed in the stage 3? Since CN4 has now a well defined stage 3 definition for AAA, the authors of this document propose that these bullets be re‑worded as to be informative and leave the stage 3 definition to mandate stage 3 requirements (see CR 23.234-??? in S2‑04????).
The first bullet is slightly ambiguous in that it could be interpreted as always providing a common AAA protocol end‑to‑end or a common protocol between 3GPP operators only. If it is read as the former interpretation then this requirement cannot be met as WLAN ANs do not support a common AAA protocol (currently they support RADIUS and Diameter). Also it is contradictory to the third bullet as the third bullet suggests that different protocols are expected over Wa and Wd reference points. If the first bullet is read as the latter interpretation, then this would indeed imply that the Wd reference point support only one protocol. However, although allowing only one protocol on a reference point may at first glance seem the optimum, see the discussion below.
The second bullet is impossible to meet, given the fact that the WLAN AN is out of the scope of standardisation/specification by 3GPP. As stated above, WLAN ANs support at least two AAA protocols and there is only one protocol used by the 3GPP Charging Architecture.

The first two sentences of the third bullet can be met. However the information conveyed in the last two sentences is better stated in the stage 3 (see sections 4 and 5 of the WLAN stage 3).

3.2
Comments on the overall AAA protocol requirements
As per normal 3GPP efforts, the less protocols used on any one reference point the better; to use only one protocol is always the optimum that 3GPP, and the source companies of this document, always strive. This is because using only protocol reduces work load in standards specifications, development, testing, implementation and O&M.

However, in this particular work item, WLAN Interworking, is using only one protocol on the Wd reference point really the optimum solution? Unlike other work items such as IMS where we are effectively starting with a blank sheet of paper, operators already have live, working deployments of WLAN scenarios 1 and 2 which use RADIUS as opposed to Diameter for inter‑PLMN AAA. However, the 3GPP standardised inter‑PLMN AAA reference point, the Wd reference point, is currently defined by 3GPP to use Diameter alone and not RADIUS (the VPLMN converts RADIUS to Diameter, and vice versa before/after sending/receiving messages over the Wd reference point).
According to the stage 3, the 3GPP AAA Proxy also has to convey to the 3GPP AAA Server that the WLAN AN is using RADIUS and so therefore the 3GPP AAA Server should only send Diameter commands and AVPs which have a direct mapping to RADIUS (otherwise AAA communication will fail). Therefore the benefit of converting between protocols as stated in the third bullet of section 5.12 of the stage 2 (quoted above in this discussion paper) is not true.
This therefore raises the question why struggle to upgrade the legacy protocol to a constrained version of the new protocol? Would proxying the legacy protocol on to the HPLMN be just as effective but with the added benefit of providing a synergy to how most 3GPP operators who provide WLAN access have deployed in their networks today?
Although the use of two protocols on a reference point goes against conventional thinking within 3GPP, in this particular case the authors believe that the actual benefits of using two protocols on the Wd reference point actually outweigh the negatives.

4
Proposal

Specify within 3GPP that the 3GPP AAA Proxy can proxy RADIUS on to the 3GPP AAA Server and specify how this shall be done. This should be an option that operators can select to use instead of a having a protocol translation function in the 3GPP AAA Proxy.
Although options in 3GPP specifications are generally considered a bad idea, the source companies of this discussion document believe that in this particular case, to align 3GPP with what is being used in the real world today, this option should be allowed and standardised to prevent 3GPP operators having to develop proprietary methods of providing WLAN roaming with 3GPP operators who do not use a protocol translation function.

4.1
Summary of drawbacks with current method

The following drawbacks of the current method of inter‑working with WLAN ANs have been identified:

· Not in‑line with what operators who are offering WLAN access are doing today (and will more than likely continue to do so for a while yet) in the real world

· Increased processor load in the VPLMN for all roamers as the 3GPP AAA Proxy has to translate between protocols

· Added end‑to‑end delay in authentication and authorisation (due to protocol translation)
· HPLMN has to rely on the extra capabilities of the VPLMN to do this protocol conversion correctly (proxying RADIUS messages is a proven concept today; RADIUS to Diameter is not)
4.2
Summary of benefits of new proposal

The following benefits of the above described proposal have been identified:

· Removes some processor overhead in the VPLMN (processor overhead incurred by protocol translation)
· Reduces the overall delay of user authentication and authorisation (as proxying is generally simpler and quicker to do than protocol translation)

· Reduces the reliance upon new functionality in the VPLMN by the HPLMN so quicker time‑to‑market for 3GPP operators (reliance upon new functionality in the VPLMN is one of the reasons why CAMEL has not taken off as well as anticipated)

· The 3GPP AAA Server already supports RADIUS (for the WLAN non‑roaming model) so there are no new requirements on the 3GPP AAA Server

· Necessary RADIUS extensions to provide proxying are already defined by IETF

· More in‑line with what operators are doing today in the real world and therefore provides a smoother upgrade path to using Diameter

5
Actions to be taken by 3GPP TSG‑WGs
5.1
3GPP TSG‑SA WG2
Change 3GPP TS 23.234 (WLAN Stage 2), sub‑section 5.12 "AAA Protocol Requirements" to inform the reader either:
1. Interworking with WLAN ANs which use a legacy protocol is achieved either by using a protocol translation function in the VPLMN or by proxying the legacy protocol directly on to the HPLMN; or

2. Interworking with WLAN ANs which use a legacy protocol is described in the WLAN stage 3 (along with all other WLAN protocol issues).

5.2
3GPP TSG-CN WG4

Enhance 3GPP TS 23.234 (WLAN stage 3) to allow for the option of the VPLMN to proxy RADIUS messages on to the HPLMN instead of the VPLMN always having to translate to/from Diameter for in‑bound roamers.
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