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1. Introduction

Currently DIAMETER is the only protocol for the Wd reference point defined in the WLAN-3GPP interworking system. But DIAMETER only Wd only based has some critical drawbacks and it is not reasonable to exclude RADIUS based Wd reference point. We proposed either RADIUS or DIAMETER based Wd reference point which can accommodate both backward and forward compatibility and make WLAN-3GPP interworking system more smooth and scalable. 

2. Discussion

2.1 Basic theorem

(From TS23.234 of SA2 WG)

6.3.1.1
General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks.
-------------------------------------------------------------------------------------------------------

1.1 According to the general description of the Wa reference point in the TS23.234 of SA2 WG, AAA server(in non-roaming case) supports both RADIUS and DIAMETER AAA protocol.

1.2 Bucket principle:(Water volume in the bucket is decided by the shortest wood block instead of the longest one. ) if some functionalities performed by D while it cannot be supported by RADIUS, some functionality will not be performed by Wa/RADIUS+Wd/DIAMETER.

2.2 Drawbacks and advantages of DIAMETER only based Wd reference point

2.2.1 Super functionality?

From technical point of view, DIAMETER has a set of features that make DIAMETER the advanced AAA protocol and is advocated to be used in WLAN-3GPP system interworking and RADIUS is worried about that it cannot fulfill the reqirements. 

But according to Theorem1.2, DIAMETER only based Wd reference point cannot make everything work if Wa reference point backward accommodating RADIUS WLAN AN cannot perform some advanced features, for instance, network initiated functionality. So RADIUS extension is still to be done to meet the WLAN-3GPP system interworking requirement. In fact, IETF manages to enhance RADIUS to overcome some of its deficiencies and after careful analysis(see the contribution of N4-040153 from us) we think RADIUS extension can fulfill the requirement for current WLAN-3GPP interwroking system. Operators may choose to upgrade RADIUS to support some functionalities instead of installing new DIAMETER immediately which they have not had much experience on and is unproven in the current practice. 

2.2.2 Simpler and easier roaming interoperability and lower complexity?

It seems that DIAMETER only reference point would be simpler and lower complex due to only one protocol instead of two between AAA proxy and AAA server. But it is  not true when we take what the current WLAN deployment into consideration. 

If DIAMETER only based Wd reference point is true and according to Theorem 1.1, all of the operators who participate the roaming agreement have to deploy AAA server supporting DIAMTER in addition to RADIUS. (Aha, the work has not been stopped until now)At the same time, RADIUS AAA proxy(server in roaming case) must be upgraded to support translation agent in charge of the conversion between R and D. That is, to participate in the WLAN service roaming, AAA server must install RADIUS service to have RADIUS dialogue in non-roaming case, DIAMETER service to have DIAMETER dialogue in roaming case, as well as the translation agent for the transit between RADIUS and DIAMETER. It is the cost and complexity that is brought for operators to introduce single WLAN roaming service based on DIAMETER only Wd reference point. From the practical roaming experience, some operators will give up such standard-based roaming if it takes too much cost. 

2.2.3 Scalable and smooth network evolution?

Unfortunately, Wd only based reference point enforce operators to deploy DIAMETER immediately for WLAN-3GPP system interworking, which is not a scalable and smooth way for network evolution. 

AAA server has very close relationship with various existent services, so it will take much cost, have great effect on, and leading to lots of unpredicted consequences on the existent services to replace the AAA system with another one. So there shall be a smooth and scalable evolution to DIAMETER and this kind of evolution should take the operators’ request and decision into accounting.

RADIUS is widely used by the public WLAN service deployments on global and becomes the defacto standard for authentication, authorization and accounting in both roaming and non-roaming case. RADIUS based WLAN ANs and AAA proxies & severs, i.e., the combination of Wa/R+Wd/R is existent in large scale now and in near future while IMS deployment is scarcely now. Since RADIUS can meet the requirement for WLAN-3GPP system interworking, the operators would continually keep RADIUS based roaming agreement than deploy DIAMETER based roaming immediately if taking into the consideration the investment protection, service stability, and technology maturity.

From WLAN service point of view, 3GPP operators have roaming agreement not only with 3GPP operators but also with fixed line operators, enterprises, campuses, network aggregators, etc., where RADIUS based AAA protocol is also widely used and WLAN roaming with them will be based on RADIUS.

In all, it indicates that RADIUS based AAA system cannot be replaced with DIAMETER in short run and it is not reasonable to exclude RADIUS based roaming agreement and the introduction of DIAMETER to network shall be scalable and smooth.

2.3 Advantages of either RADIUS or DIAMETER based Wd reference point

DIAMETER has more technical profiles, but DIAMETER only based Wd reference point will bring higher cost and complexity, lower scalability to the network in the current and future practical network deployment.

From network evolution point of view and , the better solution is to adopt either RADIUS or DIAMETER based Wd reference point which can accommodate both backward and forward compatibility and make WLAN-3GPP interworking system more smooth and scalable. Figure1 shows the various interworking scenarios between operators. In the figure, the AAA protocol will be chosen based on the practical network deployment and roaming agreement. The deployment of DIAMETER AAA server and translation agent for the conversion between R and D are not necessary in the roaming cases that exist widely today and in future.

3. Proposal 

The text modifications of the corresponding sections of TS 29.234 v1.1.0 are proposed as follows.
/**************************Part1 Beginning***********************/

7.1 Protocols

Wd reference point shall be based on either RADIUS or DIAMETER.
Wd protocol is:

· Either Diameter based. Diameter EAP Application [8] shall be used. It provides a Diameter application to support EAP [9] frames transport, as well as the basic operation of Diameter Base [7]
· ● Or RADIUS based. RFC 2866 [6] shall be used. It defines RADIUS protocol. RFC 2869 [9] shall be used. It provides RADIUS extensions to support EAP frames transport. RFC 3576[13] shall be used. It provides Radius extensions to support network-initiated functionality such as immediate purging of a user from WLAN access.
/******************************Part1End*************************/

/***********Other modification parts will be provided later******************/
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 Figure1 Various interworking scenarios between operators
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