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1. Introduction

This contribution suggests adding SAR/SAA procedural details to TS 29.234 for the Wm interface.

2. Discussion

The Wm reference point is between the 3GPP AAA Server and the PDG. To quote 23.234, the purpose of the Wm is to enable:

-
The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA server.

-
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

The Server Assignment Request and Server Assignment Answer (SAR/SAA) can be used for the third and fourth bullet points above in order to download from the AAA-Server to the PDG all service authentication and authorization information. However, this proposal also suggests use of the SAA command to inform AAA-Server of tunnel /APN disconnect at the PDG. This additional functionality is necessary, since the AAA-Server is subsequently required tear down any policy flow information provisioned at the WAG. This is part of the functionality listed under item (1) above.

Note that this discussion paper proposes new AVPs for WLAN-User-Data and W-APN-data. Although the exact details of these AVPs are FFS, the idea behind this proposal is to separate APN-specific data from User specific data. In this way, the first time a user activates a tunnel to a given PDG,  the PDG can “register” with the AAA-Server and download all necessary user information, as well as information related to the specific W-APN. On a second activation to the same PDG, the PDG only needs to download information necessary for the W-APN. Such “APN specific” information could be, for example, APN-specific charging information.

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
10.3 Procedures Description
10.3.1 Service Authentication and Authorization Procedures

According to the requirements stated in Chapter 10.1, Wm reference point shall enable:

--
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption
This procedure is used between the PDG and AAA-Server. It is invoked by the PDG, on receipt from the WLAN-UE of a “tunnel establishment request” message.

The Wm reference point performs authorization download based on the reuse of the existing Wx/Cx command code set (SAR/SAA). 

Table 10.3.1.x Service Authorization and Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Server Assignment Type
	Server-Assignment-Type
	M
	Type of procedure the PDG requests in the 3GPP AAA Server.

When this IE contains REGISTRATION value, this indicates that it is the first request from the PDG in question (i.e. the WLAN-UE does not already have an active tunnel to this PDG) the AAA-Server performs a registration of the WLAN user. The AAA-Server initiates download of user specific as well as W-APN specific data.
When this IE contains NO_ASSIGNMENT value, the AAA-Server initiates the download of the W-APN specific user profile towards the PDG, but no registration is performed.

When this IE contains USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / REAUTHENTICATION_FAILURE / ONLINE_CHARGING_FAILURE the AAA-Server performs a de-registration of the WLAN user.
When this IE contains APN_DISCONNECT, the AAA-Server shall remove registration information pertaining only to that W-APN.
Any other value is considered as an error case.

	Visited Network Identifier
	VPLMN-ID
	C
	Identifier that allows the home network to identify the Visited Network.
Editor’s note: See 3GPP TS 29.229 [6] for a description of this parameter

This AVP shall be present if the PDG is not in the WLAN-UE’s home network i.e the WLAN-UE is roaming. 

	APN-ID
	APN-ID
	C
	This information element contains the W-APN which the UE is requesting access.
This information element shall be present when Server-Assignment-Type is set to  NO_ASSIGNMENT and APN_DISCONNECT.

This information element may be present if Server Assignment Type is set to REGISTRATION. 

	Routing Information
	Destination-Host
	C
	If the PDG knows the AAA-Server name, this AVP shall be present. 
This information is available if the PDG already has the AAA-Server name stored. The AAA-Server name is obtained from the Origin-Host AVP, which is received from the AAA-Server, e.g. included in the SAA command.
Otherwise only the Destination-Realm is included so that it is resolved to an AAA-Server address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable AAA-Server address and it is stored in the PDG for further usage.


Table 10.3.1.X: Service Authorization Authentication Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	WLAN-User-Data
	WLAN-User Data
	C
	This information element shall contain user specific data. Its exact format if FFS.

	APN-Specific-Data
	APN-Specific-Data
	C
	This shall contain APN specific data. 

The exact form of this new AVP is FFS.


10.3.1.1.1 Detailed Behaviour

The AAA-Server shall, in the following order (if there is an error in any of the steps, the AAA-Server shall stop processing and return the corresponding error code):
Check that the user exists in the AAA-Server. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
Check the Server Assignment Type value received in the request.:
1. If Server Assignment Type indicates REGISTRATION:
a. This indicates that the WLAN-UE may not already have a tunnel active to the particular PDG. The AAA-Server shall check for that the user has subscription for the W-APN requested. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTON.
b. If the user is roaming (indicated by the presence of a VPLMN-ID in the Authorization Request message), the AAA-Server shall check if the user is allowed to access the W-APN. This is given by the APN-Authorization. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED. 
c. The AAA-Server shall store the PDG IP address and identity. The AAA-Server shall download WLAN-User & W-APN specific data. The Result-Code shall be set to DIAMETER_SUCCESS. 
2. If Server Assignment Type indicates NO_ASSIGNMENT:

a. This indicates that the WLAN-UE already has an active tunnel to the given PDG and is requesting an additional one for a different W-APN. In this case, steps 2a & 2b are repeated. 

b. AAA-Server then downloads W-APN specific data. The Result-Code shall be set to DIAMETER_SUCCESS.

3. If Server Assignment Type indicates USER_DEREGISTRATION, ADMINISTRATIVE DEREGISTRATION REAUTHENTICATION FAILURE, ONLINE CHARGING FAILURE, or APN_DEREGISTRATION, these are disconnect and deregistration procedures covered in the next section.
Exceptions to the cases specified here shall be treated by AAA-Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned
10.4 Procedures Description

10.4.1 PDG Initiated Deregistration and Tunnel Disconnect Notification

This procedure is used between the PDG and AAA-Server. It is invoked by the PDG, on completion of a tunnel disconnection procedure or if the PDG has disconnected the user entirely from PS services.

This procedure is mapped to the SAR/SAA commands as described below:

10.3.1.1.1 Detailed Behaviour

On completion of a release tunnel procedure which is not the last tunnel that the user has active at the PDG, the PDG shall send the Server Authorization Request, indicating Server-Assignment-Type: APN_DISCONNECT. If this is the last APN for which the user was active, or if the PDG no longer has any connection with the user , or wishes to disconnect all W-APNs associated with the user, the Server-Assignment-Type shall be set to USER_DEREGISTRATION /
On receipt of the PDG initiated Disconnect Message, the AAA-Server shall:

1 Check that the user exists in the AAA-Server. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2 Check the Server Assignment Type value received in the request. 
a. If it indicates USER_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION / REAUTHENTICATION_FAILURE / ONLINE_CHARGING_FAILURE, this indicates that the WLAN-UE does no longer has any tunnel active to the particular PDG, or wishes to disconnect all tunnels for that user. The AAA-Server shall perform deregistration of the user. This shall involve removing any PDG specific information it holds in connection with that user. The AAA-Server shall initiate procedures towards the WAG to remove filtering attributes that it has set up connected with any W-APNs associated with the PDG.
b. If it indicates APN_DISCONNECT, the AAA-Server shall check the APN-ID(s): If none of the W-APNs indicated in the AAA-Server Initiated Deactivation Request are valid for the user, the Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTON. If at least one of the APN-ID(s) is valid, the AAA-Server shall delete any PDG specific information it holds in connection with that APN-ID and initiate procedures towards the WAG to remove filtering attributes for that tunnel.
Exceptions to the cases specified here shall be treated by AAA-Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY.

################ Modification Part 1 End##########################








































































