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1. Introduction

This contribution suggests adding missing Diameter information to TS 29.234 for the Wm interface..  

2. Discussion

The Wm reference point is between the 3GPP AAA Server and the PDG. To quote 23.234, the purpose of the Wm is to enable:

-
The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA server
.

-
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

Since this is an inter-operator interface, it is therefore clear that a Diameter based application should be used between the PDG & AAA-Server. Further, the download of authorization and authentication information is similar to that of a Cx/Wx type application. However, the first item listed above – 2 way communication of user information (update of use information from PDG “client” to AAA- “server”)- does introduce new messaging to the Wm interface. It is therefore proposed to define a new Diameter application for the Wm interface, but to reuse the messaging of Wx/Cx as far as possible. It is anticipated that the following commands would be reusable:

SAR/SAA. Since the primary purpose of the Wm is to download user profile from the AAA-Server to the PDG and to register the WLAN-UE usage of a W-APN at the AAA-Server, it is proposed to use Server Assignment Request (SAR) and Server Assignment Answer (SAA) for this purpose. Note that these messages can also be used to inform of “disconnection” of WLAN-UE tunnel to the PDG. It is proposed that  authentication information that is needed to be transferred to the PDG from  the AAA-Server in order to authenticate the user during tunnel setup is carried as part of the user data in the SAA message. The other alternative would be to use MAR/MAA for this purpose.

RTR/RTA. Should the AAA-Server need to cancel the WLAN-UEs access to Internet based services, messaging is needed to that effect on Wm. The Registration Termination Request and Registration termination Answer serve exactly this purpose on Wx, so it is proposed to use them in this way also on Wm.

PPR/PPA. Should the AAA-Server need to change the user profile at the PDG during active WLAN-UE “session” (i.e. whilst a tunnel is active). 

The other functionality required of the Wm interface is to relay back from the PDG to the AAA-Server the routing policy information that must be forwarded to the WAG. At present, there is no such messaging capability in Wx/Cx, so a new procedure should be invented here.

Potentially reuse of  Push Profile Request (PPR) and Push Profile Answer (PPA) are possible to upload to the AAA-Server the IP configuration parameters necessary to be downloaded to the WLAN-AN and to the WAG. Note this would imply that PPR is being sent in the opposite sense from the Wx/Cx interfaces. This last item is FFS – it is not intended to gain agreement now that PPR/PPA could be used for this purpose, rather to encourage discussion and suggestions for possible solution alternatives.

1 Proposal
The text modifications related Wm reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
10
Wm Description

Editor’s Note:  A new Diameter application is required for the Wm interface.

10.1 Functionality


This clause specifies a Diameter application that allows the following messaging to take place between the AAA-Server and the PDG :

The 3GPP AAA Server retrieves tunneling attributes and WLAN UE's IP configuration parameters from the  Packet Data Gateway.

-
Messaging for service authentication between WLAN UE and 3GPP AAA server.

-
Messaging for service authorization between PDG and 3GPP AAA server.

-
Messaging for carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
10.2 Protocols

Wm reference point shall use a new Diameter based protocol. It is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier is to TBA. It is to be assigned by IANA (http://www.iana.org/assignments/enterprise-numbers). 
################ Modification Part 1 End##########################
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