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1. Introduction

This contribution suggests adding missing Diameter based Wd reference point IE description to TS 29.234 according to TS23.234. 

2. Discussion

EAP authentication & authorization signalling between WLAN-UE and AAA-Server is carried across the Wd interface between AAA-Server and AAA-Proxy encapsulated inside Diameter EAP messages. There are two separate cases that can be identified:

(1) Wa interface is implemented using Diameter.

(2) Wa interface is implemented using Radius.

 Which protocol is used will influence the information elements, or AVPs, which are contained in Wd signalling. 

Messages from the WLAN-UE to the AAA-Server are tunnelled from AAA-Proxy to AAA-Server encapsulated in the Diameter EAP request (DER). Messages originating at the AAA-Server which are destined for the WLAN-AN are encapsulated in the Diameter EAP answer message (DEA). 

Considering first messages encapsulated within the DER. For the case where Diameter is used on the Wa interface, the messaging contained in the DER message from the WLAN-AN which are received at the AAA-Proxy are as follows:

::= < Diameter Header: 268, REQ, PXY >

                                < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ User-Name ]

In this case, these AVPs should be proxied transparently by the AAA-Proxy and forwarded to the AAA-Server, which is straightforward i.e. none of the AVPs shown above are modified in any way by the AAA-proxy. Additionally, the AAA-proxy shall 
append the DER message with the Visited Network Identifier (VPLMN-ID), , in order that the AAA-Server may explicitly be aware of the network in which the WLAN-UE is roaming.

For the case where the AAA-proxy receives the Radius Access Request Message (case 2 identified at the start of the paper), the AAA-proxy must behave as a Radius-Diameter translation agent. The following AVPs may then be included in the Radius Access Request message received:

User Name



NAS IP address 



EAP Message

The task therefore is to perform translation of this message according to the NASREQ specification. Hence this gives an AVP list as follows:

::= < Diameter Header: 268, REQ, PXY >

                                < Session-Id >

                                 { Auth-Application-Id }

                                 { Origin-Host }

                                 { Origin-Realm }

                                 { Destination-Realm }

                                 { Auth-Request-Type }

                                 { EAP-Payload }

                                 [ User-Name ]

                                 [ NAS-IP address]

                                 [ NAS Ipv6 address]

Turning now to the case of messages originating at the AAA-Server which are received at the AAA-Proxy, for the DEA message, the following AVPs were shown to be necessary on the Wa interface:

::= < Diameter Header: 268, PXY >

                                < Session-Id >

                                { Auth-Application-Id }

                                { Result-Code }

                                { Origin-Host }

                                { Origin-Realm }

                                { Auth-Request-Type }

                                [ EAP-Payload ]

                                [ User-Name ]

                                [ Session-Timeout ]


              [Proxy Info]

By reverse engineering, it is assumed that these 

are sufficient on the Wd interface.

3. Proposal
The text modifications related to DIAMETER based Wd reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
7.4.1 WLAN Access Authentication and Authorisation

This procedure is used to transport the WLAN Access Authentication and Authorisation information between the 3GPP AAA Proxy and the 3GPP AAA Server over Diameter.

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8]

Table XXX & XXY show the information elements that should be exchanged across Wd

TableXXX: Diameter EAP Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element shall contain the identity of the user 


	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication or authentication procedure is requested . AUTHENTICATE_ONLY is required in this case. 


	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	Visited Network Identifier
	VPLMN-ID
	M
	Identifies the VPLMN


Editors Note: Radius Extentions for Location ID etc should be added once these have been defined within Diameter schema..

Table XXY: Diameter EAP answer message:

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-AAA-Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result code as per definition in NASREQ.1xxx shall be used for multi-round, 2xxx for success.


7.4.2 Immediate Purging of a User from WLAN access

This procedure is used to communicate between the 3GPP AAA Proxy and the 3GPP AAA Server that the 3GPP AAA Server has decided that a specific UE shall be disconnected from accessing the WLAN interworking service. The procedure is Diameter based.

This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request and Diameter-Abort-Session-Answer specified in [7]. Information elements are as per described in Section 6.4.2.

7.4.3 Ending a Session

Session termination occurs when a user de-registers from the AAA-Server. This occurs via the Session Termination Request (STR) & Session Termination Answer commands (STA), defined in the base protocol [8]. Information elements are as per described in Section 6.4.3:

################ Modification Part 1 End##########################








































































�PAGE \# "'Page: '#'�'"  ��“may” means it can be or it cannot be, and the Visited-Network-Id needs to be mandatory sinceit has to arrive to the HSS for roaming checkings. IT’s defined here as optional, it’s omitted in the Discussion chapter but it’s added in the Proposal chapter: contradictory but the result is ok (inclusion in the Proposal chapter)


�PAGE \# "'Page: '#'�'"  �� 


�PAGE \# "'Page: '#'�'"  ��


�PAGE \# "'Page: '#'�'"  ��The IMSI is not the only value valid here. Pseudonym or Re-authentication identities can be included.


�PAGE \# "'Page: '#'�'"  ��Is it assumed we won’t use any specific error not defined in NASREQ? If we do, this AVP should be named Result-Code/Experimental-Result-Code





