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1 Background

The current WLAN TS 23.234 defines the commands and parameters over the Wx reference point (3GPP AAA Server – HSS). However, the ABNF of the Command Codes is missing

2 Discussion

This paper proposes the ABNF of the Command Codes defined in TS 29.234 over the Wx reference point.

In the CN4#22 meeting was decided to create a specification to control AVPs, Command Codes and Error Codes for all Diameter-based applications. In this way, it is likely that some of the content of this contribution will be eventually moved to this common specification. But while this specification is in an estable shape, this paper proposes to track the ABNF of the Wx Command Codes in the TS 29.234.

3 Proposed changes

**** First modified section ****

8.
Wx Description

Wx is the reference point between 3GPP AAA Server and HSS. The prime purpose of the protocols crossing this reference point to communicate 3GPP AAA Server and HSS

…

8.4 Information Elements Contents

Editor’s Note:
 Part of this chapter could be moved to a common Diameter-based application specification when such specification is available.

8.4.1 Authentication Procedures

The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the ‘R’ bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. 

Message Format

< Multimedia-Authentication-Request > ::= < Diameter Header: 303, YYYY, REQ >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]

{ User-Name}

{ Visited-Network-Identifier}

[ SIP-Auth-Data-Item ]

[ SIP-Number-Auth-Items ] 

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section x.x in addition to the values defined in IETF RFC 3588 [7].

Message Format

< Multimedia-Authentication-Answer > ::=  < Diameter Header: 303, YYYY >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ SIP-Number-Auth-Items ]

* [SIP-Auth-Data-Item ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

8.4.2 HSS Initiated Update of User Profile

The Push-Profile-Request -Request (PPR) command, indicated by the Command-Code field set to 305 and the ‘R’ bit set in the Command Flags field, is sent is sent by the HSS to the 3GPP AAA Server in order to update the subscription data of a WLAN user in the 3GPP AAA Server whenever a modification has occurred in the subscription data.

< Push-Profile-Request > ::=
< Diameter Header: 305, YYYY, REQ >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

{ User-Name}

[ WLAN-User-Data]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

The Push-Profile-Answer (MAA) command, indicated by the Command-Code field set to 305 and the ‘R’ bit cleared in the Command Flags field, is sent by the HSS in response to the Push-Profile-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section x.x in addition to the values defined in IETF RFC 3588 [7].
< Push-Profile-Answer > ::=< Diameter Header: 305, YYY >

< Session-Id >

{ Vendor-Specific-Application-Id }

[Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
8.4.3 Registration procedure and Profile download in Wx

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the ‘R’ bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to register or deregister a WLAN user or to download the WLAN User Profile. 

Message Format

< Server-Assignment-Request > ::=
< Diameter Header: 301, YYY, REQ, PXY >





< Session-Id >





 { Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





 { Destination-Realm }

{ User-Name}

{ Server-Assignment-Type }






*[ AVP ]






*[ Proxy-Info ]






*[ Route-Record ]

The Server-Assignment-Answer (WRA) command, indicated by the Command-Code field set to 301 and the ‘R’ bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de-registration or user profile download procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [7].

Message Format
< Server-Assignment-Answer > ::=
< Diameter Header: 301, YYY >





< Session-Id >





{ Vendor-Specific-Application-Id }





[ Result-Code ]

[Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ WLAN-User-Data ]

[ Charging-Information ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]






*[ Route-Record ]

8.4.3 Registration Termination in Wx

This procedure is an exact copy of the existing Registration-Termination-Request (RTR) /  Registration-Termination-Answer (RTA) commands from Cx reference point. See TS 29.229 [4B]. 

WLAN Wx reference point shall not make use of the optional Public-Identity AVP defined in RTR command.
