
3GPP TSG CN WG4 Meeting #22
N4-040290

Atlanta, USA, 16th – 20th February 2004
Title:
LS on WLAN UE identity format and resolution

Source:
3GPP TSG CN WG4

To:
GSMA IREG

Cc:


Contact Person:


Name:
Emmanuel Gay

Tel. Number:
+33 (0)145295583

E-mail Address:
emmanuel.gay@francetecom.com

Attachments:
N4-040289 – CR "WLAN access parameters moved from TS 24.234 to TS 23.003"
CN4 kindly request guidance from GSMA/IREG on the format of WLAN UE identities and their resolution.

1. Overall Description:

At 3GPP CN4 #22, the need of a WLAN UE identity has been identified. This identity is used to identify the user during the authentication process (see below). It will be used between the WLAN Access Network operator and the 3GPP visited or home network that is directly connected to this WLAN Access Network. It was proposed to define this address in 3GPP TS 23.003, which specifies the format of the addresses used in 3GPP networks. Please note that the WLAN Access Network operator is not necessarily a 3GPP operator.

Here is the format proposed in the attached CR:

The WLAN UE identity shall take the form of an NAI, which can be a "Root NAI" or a "Decorated NAI". This NAI shall have the form of username@realm. This identity is built by the WLAN UE and the 'username' part is derived from the IMSI.

The "Root NAI" is used when the user wants to access his Home Network directly or when the user has no information on which 3GPP Network is directly connected to the WLAN Access Network. In the case of a "Root NAI", the realm, called "Home Network Realm" has been defined to identify the Home network. The format is proposed to be in form of "wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org" where mnc and mcc values are derived from the IMSI. They both are 3 digit long: a zero is added at the beginning of the mnc or mcc if its length is 2 digits in the IMSI.

The result will be a Root NAI of the form:

"0<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org", for EAP AKA authentication and 

"1<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org", for EAP SIM authentication

The "Decorated NAI" is used when the user wants to access his Home Network through a specific Visited Network. The "Decorated NAI" is for further study and will include the VPLMN identity.

The NAI shall be used in authentication procedure by the WLAN UE (in all cases), the WLAN AN AAA infrastructure (in all cases), the VPLMN 3GPP AAA Proxy (in the roaming case), and the HPLMN 3GPP AAA Server (in all cases):

Step 1: 
The WLAN AN shall resolve (e.g. by a local DNS resolution) the NAI realm received from the WLAN UE in order to forward the authentication request to the 3GPP AAA Server in the right HPLMN (or to the 3GPP AAA Proxy in the right VPLMN in the roaming case). 

This resolution in the WLAN AN is not detailed in 3GPP specifications because the WLAN Access Network's behaviour is not in the scope of 3GPP, but CN4 understanding is that the DNS resolution (if any) has to be local at WLAN level and cannot make use of the GRX because the WLAN AN does not have access to the DNS Servers on the GRX.

Step 2: 
In the roaming case, when the 3GPP AAA Proxy in the VPLMN received the authentication request from the WLAN AN, the VPLMN has to resolve the Home realm of the received NAI in order to find the 3GPP AAA Server in the right HPLMN.

In this case, CN4 understanding is that this DNS resolution can be handled through the GRX (as the VPLMN is a 3GPP operator and the domain used is 3gppnetwork.org). Furthermore, for security reasons, the VPLMN may have to check that the WLAN operator is allowed to send such a DNS query.

2. Actions:

To GSMA:

3GPP CN4 kindly asks GSMA IREG to:
1. Assess the WLAN user identity format proposed in the attached CR (Tdoc N4-040289) and feedback to 3GPP TSG CN WG4 on whether this is acceptable .

2. confirm the CN4 understanding on the access of GRX DNS hierarchy for the address resolution (cf steps 1 and 2 above).

3. CN4 has conditionally approved the CR on WLAN user identity, the condition being the endorsement of the CR by GSMA. The final approval will take place at CN plenary depending on GSMA response. Consequently, CN4 ask GSMA to send their LS response directly to CN group with CN4 in copy (next CN plenary is planned for 10-12 June).

3. Date of Next CN4 Meeting:

CN4 #23
10th – 14th May 2004
Zagreb, CROATIA

CN4 #24
16th – 20th August 2004
Sophia Antipolis, FRANCE









































