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1. Introduction

In this CR, we examine the Radius/Diameter translation description to see if any additional requirements are placed with regard to the attributes exchanged over the Wa interface
2. Discussion

The roaming case is where Radius can be used to signal between the WLAN-AN and the AAA-Proxy over the Wa interface and Diameter is used between the AAA-Proxy and the AAA-Server. The EAP authentication procedure is a multi-round signaling procedure with EAP messages encapsulated in Radius packets over the Wa and Diameter packets over the Ws, which Appendix A1.1 of 23.234 shows this in detail. For clarity, it is reproduced here:
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Figure 1: EAP signalling between WLAN & AAA-Server for the roaming case, where Radius is used on Wr

To quote section 9.1 of NASREQ:

· If the Diameter Command-Code is set to AA-Answer and the Result- Code AVP is set DIAMETER_MULTI_ROUND_AUTH, the gateway must send a RADIUS Access-Challenge with the Diameter Session-Id and the Origin-Host AVPs encapsulated in the RADIUS State attribute with the prefix "Diameter/". This is necessary in order to ensure that the Translation Agent that will receive the subsequent RADIUS Access-Request will have access to the Session Identifier, and be able to set the Destination-Host to the correct value. If the Multi-Round-Time-Out AVP is present, the value of the AVP MUST be inserted in the RADIUS Session-Timeout AVP.

·  If the Command-Code is set to AA-Answer, the Diameter Session-Id AVP is saved in a new RADIUS Class attribute, whose format consists of the string "Diameter/" followed by the Diameter Session Identifier. This will ensure that the subsequent Accounting messages, which could be received by any Translation Agent, would have access to the original Diameter Session Identifier.

The first condition is met  (Diameter Command Code is set to AA-Answer with Result Code AVP set to DIAMETER_MULTI_ROUND_AUTH) for message 3 of Figure 1,. It is only when the EAP accept message is to be sent that the Result code AVP is set to “Success”. Basically this condition means that the AAA-Server is giving the  WLAN-AN the session Identifier for the procedure and its (AAA-Server) host identifier so that the WLAN-AN has the necessary information to direct the remaining authentication procedures to the right server with the right identifiers in,  message 2N in Figure 1, the EAP response. 

The second condition is met for the final message EAP success message sent from the AAA-Server to the WLAN-UE (message2N in Figure 1). This is encapsulated in the Diameter EAP DEA. The translation agent on the AAA-proxy should therefore send the Diameter Session Identifier to the WLAN-AN encapsulated in the Class Attribute

3. Proposal
It is proposed that the State and class attributes are added to the list of information elements on the Wa interface as follows:

################Modification Part 1 Beginning##########################
6.4.1 Radius based Information Elements Contents
	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user to be authenticated. More detail description related to the IE can be referred to RFC3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	Radius Client Address
	This Attribute indicates the identifying IP Address of the

Radius Client, it should be

unique to the Radius Client within the scope of the RADIUS server. More detail description related to the IE can be referred to RFC3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address



	Hot spot ID
	This Attribute indicating the WLAN hot spot where the subscriber have the access to the WLAN. It shall contains the information of the hotspot, operator and country. 
	Mandatory
	NA
	NA
	NA
	NAS-Identifier

	EAP Message
	This attribute encapsulates Extended Access Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detail description related to the IE can be referred to RFC3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + AAA-Server Host AVP + prefix “Diameter”
	This attribute is relayed from the AAA-proxy to the WLAN-AN when the AAA-Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix “Diameter”
	This attribute is sent by AAA-proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	Session Alive Time
	 This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. More detail description related to the IE can be referred to RFC3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the number of seconds between each interim update in seconds  for this specific session. More detail description related to the IE can be referred to RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detail description related to the IE can be referred to RFC3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Cryption Key
	This Attribute is available to allow vendors to support their own extended Attributes not suitable for general usage. More detail description related to the IE can be referred to RFC3580 [15].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific(MS-MPPE-Send-Key)-


################ Modification Part 1 End##########################
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