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SA2 has been discussing  the P-TMSI signature validation functionality in R99 (S2-033097).

SA2 recognise that before release 99 the signature was used in PS attach and RAU to reduce the number of authentication procedures and PS detach was protected by ciphering. With the introduction of the Iu mode UTRAN in R99, the signature usage for PS detach was introduced as the activation of UTRAN ciphering for the power off PS detach takes too much time. 

With this change there is normally no longer any valid signature available for PS attach. 

The relations between pre R99 and R99 UE and Network are shown in the following table with SA2 understanding of the P-TMSI signature validation result during attach in all combinations.

	
	Pre R99 network
	R99 network

	Pre R99 UE
	Detach: UE and NET keeps signature

Attach: UE sends signature and NET has signature
(validation result = match when signature is correct)
	Detach: UE keeps and NET keeps signature

Attach: UE sends signature and NET has  signature
(validation result match when signature is correct)

	R99 UE
	Detach: UE deletes and NET keeps signature

Attach: UE sends no signature and NET has signature
(validation result constant = mismatch)
	Detach: UE and NET delete signature

Attach: UE sends no signature and NET has no signature.
(validation result constant = match)


In SA2’s understanding different handling of the P-TMSI signature in different standards releases does not cause interoperation problems.

However the signature validation descriptions in specifications allows different interpretations that may result in unnecessary IMSI request over the radio during ATTACH and in HLR interrogation during inter SGSN change although the old SGSN could send appropriate data. The network behaviour is typically derived from the UE behaviour. With R99 the behaviour of the UE was changed. The UE sends a signature in detach. The specification does not explicitly describe the behaviour of pre-R99 UEs that send no signature in detach but in attach. In it’s next meeting SA2 continue to study whether any clarification is required/beneficial in TS 23.060 and would appreciate if CN1 and CN4 can help in this study.

Actions

To CN1:

SA2 kindly requests CN1 to confirm that the following requirement in TS 24.008 section 4.7.1.3 apply to both UE and Network:

Upon successful completion of the subsequent attach or routing area update procedure, the used P-TMSI signature shall be deleted. Upon completion of the detach procedure, the used P-TMSI signature shall be deleted.

Furthermore, SA2 would like to get clarification whether in CN1’s understanding the SGSN shall delete the P-TMSI signature after completion of the detach procedure only when the UE included it in the detach request or unconditionally.

Finally, SA2 kindly ask CN1 to consider whether TS 24.008 would benefit from some clarification with respect to these points.

To CN4:

SA2 kindly request CN4 to confirm SA2’s understanding that TS 29.060 section 7.7.1 lists all “P-TMSI signature mismatch” cases and that it is not a mismatch if the MS provides the P-TMSI signature to the new SGSN while the old SGSN has not stored the P-TMSI Signature for that MS. 
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