3GPP TSG CN WG4 Meeting #20
N4-030792

Sophia Antipolis, FRANCE, 25th – 29th August 2003
Source:
Nokia
Title:
TS 29.234, 3GPP AAA Server behaviour when Interworking with RADIUS/Diameter clients
Agenda item:
6.1 

Document for:
Discussion and Approval
1 Discussion

It the last CN4#19 in San Diego, it was agreed that the 3GPP AAA Proxy would have a Translation Agent function in order to directly proxy Diameter client communication and to translate RADIUS client communication with the 3GPP AAA Server.

The 3GPP AAA Server is only having a Diameter interface towards the 3GPP AAA Proxy, but the 3GPP AAA Server needs to be aware of whether the client is Diameter or RADIUS in order to adapt its behaviour to client capabilities.  In IETF in [NASREQ], it has been already identified that the Diameter Server (in our specific case the 3GPP AAA Server) should be made aware of whether the client is Diameter or RADIUS in order to adapt its function to each type of client.  See section 9.3 in [NASREQ].

According to [NASREQ], the 3GPP AAA Server should use exclusively compatible AVPs with RADIUS when it is aware that it is communicating with a RADIUS client.

Additionally to that, in the RADIUS case two situations can happen with regards the server-initiated procedures.

· In case that the WLAN AN supports only Basic RADIUS, RFC 2865, then server-initiated procedures are not supported

· In case that the WLAN AN and the 3GPP AAA Proxy supports [DYNAUTHRAD], then some server initiated procedures are supported.

It is proposed to try server-initiated procedures by the 3GPP AAA Server, even if the 3GPP AAA Server is aware that the client is RADIUS based.  The 3GPP AAA Proxy and the WLAN AN should be supporting [DYNAUTHRAD] in order to have a successful outcome, but the most typical case will be a unsuccessful outcome, unable to comply with the operation requested by the 3GPP AAA Diameter Server.  In the later case, it is proposed that the 3GPP AAA Server shall not try more server-initiated attempts to the client.

[NASREQ]
IETF Draft “Diameter Network Access Server Application”, draft-ietf-aaa-diameter-nasreq-12.txt, work in progress

[DYNAUTHRAD] IETF RFC 3576: “Dynamic Extensions to Remote Authentication Dial In User Service (RADIUS)”

2 Conclusion

If the principles in the discussion part of this contribution are agreed, it is proposed to include the following text in Section 7 of TS 29.234 v0.1.0.
/* Beginning of addition A */

7.3 3GPP AAA Server behaviour when Interworking with RADIUS/Diameter clients

3GPP AAA Server is a Diameter Server and Ws reference point is Diameter based as described in 7.2. The 3GPP AAA Server is serving either RADIUS or Diameter based clients, as the clients can be located in both types of WLAN ANs. The 3GPP AAA Server needs to be aware of what kind of client is serving, either RADIUS or Diameter in order to adequate its operation to the client capabilities.

The 3GPP AAA Proxy is the only network element in direct contact with the WLAN ANs and therefore, it is aware of whether the client is RADIUS or Diameter based.   The 3GPP AAA Proxy shall indicate over Ws to the 3GPP AAA Server whether the client is RADIUS or Diameter based as described in (see 6.3.3 section in N4-030790)
Once the Diameter 3GPP AAA Server is aware of client type, it should adequate its operation over Ws. In the case of client being:
· Diameter based, the operation mode of the Diameter 3GPP AAA Server is the normal behaviour described in Diameter EAP[8] and Diameter Base[7].
· RADIUS based, the operation mode of the Diameter 3GPP AAA Server is the normal behaviour described in Diameter EAP[8] and Diameter Base[7], but should be modified as follows to ensure RADIUS compatibility:
Diameter AVPs to RADIUS attributes compatibity:
· 3GPP AAA Server should restrict itself to use only Diameter AVPs that are compatible with RADIUS attributes. In general, 3GPP AAA Server should use Diameter AVPs with codes not greater than 255. See section 9.5 in [NASREQ] for further detail.
Diameter specific procedures:
· 3GPP AAA Server should not attempt server-initiated re-authentication.
· 3GPP AAA Server may attempt server-initiated re-authorization and server-initiated session termination. 

· If the WLAN AN and the 3GPP AAA Proxy support “Dynamic Authorization Extensions to RADIUS” [DYNAUTHRAD], then the procedures should be performed normally

· If the WLAN AN and the 3GPP AAA Proxy do no support “Dynamic Authorization Extensions to RADIUS” [DYNAUTHRAD], then 3GPP AAA Proxy shall advertise it to the 3GPP AAA Server by sending an protocol error such as DIAMETER_COMMAND_UNSUPPORTED. In that case, the 3GPP AAA Server shall not continue to attempt server-initiated re-authorization and server-initiated session termination

/* End of addition A */
