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1 Introduction

The 3GPP AAA Proxy in the 3GPP-WLAN IW needed to have the “Translation Agent” functionality implemented in order translate RADIUS to Diameter and Diameter to RADIUS messages between Wr and Ws interfaces.

In the last CN4#19 in San Diego, it was agreed the basic principles or requirements for the 3GPP AAA Proxy Translator Agent.  This contribution proposes the inclusion of one missing requirement and the development of some of the ones agreed in the previous meeting.

2 Discussion

2.1. Additional requirement needed in the 3GPP AAA Proxy Translation Agent

The requirements that have been identified so far are:


· Receive RADIUS requests (send to UDP port 1812)

· Diameter proxy functionality

· Convert RADIUS requests to Diameter requests

· Convert Diameter responses to RADIUS responses

· Managing the transaction state information of the RADIUS requests

Additionally to this, the 3GPP AAA Proxy “Translation Agent” should inform or advertise the 3GPP AAA Server that the client located in the WLAN AN, is either RADIUS or Diameter based. 

The 3GPP AAA Server have only a Diameter-based towards the 3GPP AAA Proxy, as it has been decided that Ws is only Diameter-based.  Therefore, if the 3GPP AAA Proxy would not inform or advertise that the client is RADIUS based with Diameter means, the 3GPP AAA Server would not be aware of the possible translation RADIUS/Diameter performed in the 3GPP AAA Proxy.

It is important and critical for the 3GPP AAA Server to be aware of a possible Diameter/RADIUS translation performed between the client and the 3GPP AAA Server, in order to adapt its behaviour to the RADIUS case, e.g. only use AVPs that are compatible with RADIUS attributes, adapt to the procedures compatible with RADIUS, etc

Therefore, an additional requirement for the 3GPP AAA Proxy Translation Agent is to “Advertise to the 3GPP AAA Server whether the client located in the WLAN AN is RADIUS or Diameter based”.

2.2 Development of the 3GPP AAA Proxy Translation Agent requirements

It is intended to develop the different requirements to specify in detail the Translation Agent behaviour.  As baseline of the work, it has been adopted the work already done with regards this issue in the IETF. There are references in the IETF to the needs and behaviour of the Translation Agents in [NASREQ], [DIAMETER_EAP] and [DIAMETER_BASE].

Covering the requirements:

· Conversion of RADIUS Request to Diameter Request

· Conversion of Diameter Response to RADIUS Response

These two requirements are covered in two sections. In those sections are pointed out the relevant IETF drafts that cover in detail the functionality and behaviour of “Translation Agents” in general RADIUS to Diameter Requests and Diameter to RADIUS Responses, as well as the more specific case of RADIUS/EAP to Diameter/EAP Requests and Diameter/EAP to RADIUS/EAP Responses

· 3GPP AAA Proxy advertisement of RADIUS or Diameter client to the 3GPP AAA Server

This requirement is covered in one section. It is the reason why this is a need and explained the mechanism to perform it adopted by NASREQ

· Managing the transaction state and session state information

This requirement is covered in one section. It is necessary to have and maintain the transaction session state, in order to link correctly in the 3GPP AAA Server the RADIUS and Diameter Request and Diameter to RADIUS Responses. Additionally, the session state information is needed in order to keep track of the Diameter Session id between the 3GPP AAA Proxy and the 3GPP AAA Server. 

All the mechanisms, information to be stored and how to link those are explained in a spread way in different IETF drafts, this section points to the right IETF drafts and briefly explain the mechanism.

3 Conclusion

According to what this contribution discusses it is proposed to perform some additions in TS 29.234 v0.1.0 text:

· According to what it is discussed in section 2.1 in this contribution, it is proposed to add the “Addition A” below.

· According to what it is discussed in section 2.2 in this contribution, it is proposed to add the “Addition B” below.

It is also proposed to add the new references and update of references [7] and [8] in the TS 29.234 Reference section. Those are proposed in “Addition C”.
/* Beginning of addition A */

6.3 Requirements in 3GPP AAA Proxy for Radius/Diameter “Translation Agent”

Editor´s note: This section contains all the requirements for the 3GPP AAA Proxy Translation Agent and details about the conversion processes

WLAN-3GPP IW system assumes interworking of legacy WLAN AN(RADIUS based) with PLMNs.  Legacy WLAN ANs are broadly deployed supporting RADIUS as AAA protocol. Therefore, RADIUS is the de-facto AAA protocol when interworking those kinds of WLAN ANs. On the other hand, future development of WLAN ANs will support Diameter as AAA protocol.

Ws interface is Diameter based and Wr have two possibilities either Diameter or RADIUS based.  When Wr interface interworks with a WLAN AN that is RADIUS based, 3GPP AAA Proxy needs to implement a “RADIUS/Diameter Translation Agent” function.

A RADIUS/Diameter Translation Agent has the following requirements:

· Receive RADIUS requests (send to UDP port 1812)

· Diameter proxy functionality (communicate over TCP/SCTP port TBD, mandatory support for IPSec, optional support for TLS, etc.)

· Convert RADIUS requests to Diameter requests

· Convert Diameter responses to RADIUS responses

· Advertise to the 3GPP AAA Server whether the client located in WLAN AN is RADIUS or Diameter based

· Managing the transaction state information of the RADIUS requests

The Diameter protocol defines a common space for many RADIUS information elements (AVPs), so that no conversion is necessary when transporting them. However, there are certain AVPs that do need translation and differences of the message formats and transport protocols need to be handled.

/* End of addition A */

/* Beginning of addition B*/

6.3.1. Conversion of RADIUS Request to Diameter Request
The 3GPP AAA Proxy “Translation Agent” when receiving a RADIUS Request shall translate it into a Diameter Request to be forwarded.
Section 9.1 in [NASREQ] describes the actions to be taken by a  “Translations Agent” when translating RADIUS Request to Diameter Request.
Section 6.1 in [8] describes additional actions to be taken by a “Translation Agent” when translating RADIUS Request containing EAP frames into Diameter Request containing EAP frames.  Typically, RADIUS Access Request packet type is translated into Diameter-EAP-Request command code.
6.3.2 Conversion of Diameter Response to RADIUS Response
The 3GPP AAA Proxy “Translation Agent” when receiving a Diameter Response shall translate it into a Diameter Request to be forwarded.
Section 9.1 in [NASREQ] describes the actions to be taken by a  “Translations Agent” when translating Diameter to RADIUS Response.
Section 6.1 in [8] describes additional actions to be taken by a “Translation Agent” when translating Diameter Response containing EAP frames into RADIUS Response containing EAP frames.  Typically, Diameter-EAP-Answer command code is translated into RADIUS Access-Accept/Reject/Challenge packet type.
6.3.3 3GPP AAA Proxy advertisement of RADIUS or Diameter client to 3GPP AAA Server
The 3GPP AAA Server needs to be aware of whether the client in the WLAN AN is RADIUS or Diameter based, in order to adapt its behaviour to the client capabilities as described in (see 3GPP AAA Server section 7.3 N4-030792).
Between the 3GPP AAA Proxy and 3GPP AAA Server, Ws reference point is Diameter based (see 7.2), therefore the information on whether the client is Diameter or RADIUS is known by the 3GPP AAA Proxy and this one should advertise it to 3GPP AAA Server over Ws.

There are some Diameter AVPs that should be used only due to backwards RADIUS/Diameter compatibility. These Diameter AVPs are not normally used in pure Diameter operations.  Those Diameter AVPs maybe used by the 3GPP AAA Proxy to advertise that it is invoking the RADIUS/Proxy Translation Function due to the fact that the client is RADIUS based. 
3GPP AAA Proxy may indicate the interaction with a RADIUS client to the 3GPPP AAA Server by using and setting present the following Diameter AVPs:
· NAS-IP-Address AVP

· NAS-IPv6-Address AVP

· NAS-Identifier AVP

· State AVP

· Termination-Cause AVP
Further details on usage of those in section 9.3 in [NASREQ]
6.3.4. Managing the transaction state and session state information 
The 3GPP AAA Proxy “Translation Agent” shall maintain the session state and transaction state, as indicated in [7].
The 3GPP AAA Proxy shall be able to keep the relationship between the RADIUS-Request and Diameter-Requests, as well as for Diameter-Responses to RADIUS-Responses. 
The 3GPP AAA Proxy for every RADIUS-Request received shall maintain “RADIUS transaction state” information as follows. See section 9.1 in [NASREQ]:
· RADIUS Identifier Field [6] in the RADIUS-Request

· Source IP address of the RADIUS-Request message

· Source UDP port of the RADIUS-Request message

· RADIUS Proxy-State [6] in the RADIUS-Request
Additionally, the 3GPP AAA Proxy for every Diameter-Request that is sent to the 3GPP AAA Server shall maintain a “Diameter transaction state” information based on the Diameter Hop-by-Hop Id [7].
Upon the reception of a RADIUS-Request, translation to Diameter-Request and sending the latter out, the 3GPP AAA Proxy shall create the “RADIUS transaction state” and link it to the “Diameter transaction state”.  
When receiving the Diameter-Response, it should be possible to relate it to a RADIUS-Response based on the information available in the “Diameter-transaction state” and “RADIUS transaction state”.

Every RADIUS-Request received, translated to Diameter-Request and sent to the 3GPP AAA Server by the 3GPP AAA Proxy, shall be linked to a “Session State”. See section 9.1 in [NASREQ]:
· If the RADIUS-Request contains the State attribute and “Diameter/” prefixes its data, the data following the prefix is the Diameter Session Id.

· If the RADIUS-Request does not contain the State attribute and it is an Access_Accept, a new Diameter Session Id is generated in the 3GPP AAA Proxy.
The Diameter Session Id is included in the Session-Id AVP in the Diameter-Request.

/* End of addition B*/

/* Beginning of addition C */

[7]
IETF Internet-Draft: “Diameter Base Protocol”.  draft-ietf-aaa-diameter-17.txt, work in progress 

[8]
IETF Draft: “Diameter Extensible Authentication Protocol (EAP) Application”, draft-ietf-aaa-eap-02.txt, work in progress
[NASREQ]
IETF Draft: “Diameter Network Access Server Application”, draft-ietf-aaa-diameter-nasreq-12.txt, work in progress

 [RFC2869BIS]
Draft: “RADIUS Support For Extensible Authentication Protocol (EAP)”, draft-aboba-radius-rfc2869bis-22.txt, work in progress
/* End of addition C*/

