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1. Introduction

An adjunct contribution [S3-030xxx Protocol A] defines a generic bootstrapping server function (BSF) that will allow a UE to mutually authenticate BSF using the AKA protocol, and agree on session keys. UE and an operator-controlled network application function (NAF) can then run some application specific protocol where the authentication of messages will be based on the session keys agreed with BSF. Another adjunct contribution [S3-030xxx, Protocol B] discusses protocol choices when the NAF is operator Certification Authority (CA).

This contribution discusses the D interface using which NAF fetches the key material agreed in protocol A and possibly subscriber profile information from the BSF. Such functionality is typical of AAA protocols such as RADIUS [RADIUS] or DIAMETER [DIAMETER].  This contribution outlines possible implementation options for D interface based on DIAMETER.

2. Terminology

AVP
Attribute-Value-Pair in DIAMETER messages.

BSF
Bootstrapping Server Functionality

NAF
Network Application Function

SCS
Subscriber Certificate Service

SCTP
Stream Control Transmission Protocol

3. Architecture and FUNCTIONALITY

BSF and NAF may be located in the same network as the HSS, or they may be located in different networks. Both possibilities are illustrated in Figure 1.
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Figure 1: NAF may be in the home and in the visited network

Figure 2 illustrates a possible protocol stacks structure in network elements that are involved in bootstrapping of application security from 3G AKA and support for subscriber certificates.
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Figure 2: protocol stacks

The functionality of D interface, as outlined in [S3-030xxx Nokia, Siemens] is as follows. 

· After running establishing shared secret with BSF based on AKA, the UE contacts NAF

· NAF starts protocol D with BSF 

· The NAF requests key material corresponding to the information supplied by the UE to the NAF (e.g. a transaction identifier - TID) in the start of protocol B.

· The BSF supplies to NAF the requested key material. 

· The NAF derives the keys required to protect protocol B from the key material in the same way as the UE did.

Figure 3 illustrates this functionality. The underlying assumption in this procedure is that authentication and protection of communication between UE and NAF is based on shared symmetric key.

[image: image3.wmf]UE

BSF

HSS

IK -> Ks

IK, CK

IK, CK

IK -> Ks

TID

<

TID

,Ks, prof>

A

B

TID, msg, MAC

HMAC(K,msg) -> MAC

NAF

D

A

B

C

D

TID

Ks, prof

Auth_resp

AKA

MAC

 represents all credentials

msg

 is certification appl. specific dataset

prof

 a part of user profile from HSS

HMAC(key,msg)

Message authentication code funct.

(e.g. HMAC_MD5, HMAC_SHA)

MAC == HMAC(K,msg)

Ks-> K

Ks -> K

B


Figure 3: The bootstrapping procedure and its use by NAF

4. Implementation options for D interface

Draft-ietf-aaa-diameter-17.txt/1.2.1 states that "New applications should attempt to reuse AVPs defined in existing application when possible, as opposite to create new AVPs. For AVPs of type Enumerated, an application may require a new value to communicate some service-specific information. In order to allocate a new AVP value, a request must be sent to IETF/IANA …". 

DIAMETER applications (i.e. extensions) under standardization are according to http://www.diameter.org/

· NASREQ - Dial-up and non-mobile IP tunneling services.

· PPP Extensible Authentication Protocol (EAP) – various authentication methods

· Mobile-IP. Diameter application identifier DIAMMIP.

· CMS Security  (Cryptographic Message Syntax)

Besides the above applications there are two interfaces using DIAMETER application protocols under standardization in 3GPP: Current trend under study is that the interfaces use the same protocol definition. 

· 3GPP IMS Cx (HSS - CSCF)

· 3GPP IMS Wx (3GPP AAA server – HSS corresponding C interface here). 
No protocol specs are available yet [3GPP TS 23.234]

For this study the following Diameter authorization applications are selected for detailed study:

· The future Diameter protocol for Cx/Wx for D 
according 3GPP TS29.228 and TS29.229
· NASREQ 
according Draft-ietf-aaa-diameter-nasreq-10.txt
4.1 D interface based on Cx

This solution is based on Cx Registration procedure from [3GPP TS 29.228].

If we emphasize the transferring of the key material, the User-Authorization-Request/Answer (UAR/UAA) between I-CSCF and HSS are most prominent candidates, because they are planed to execute similar task.

If we emphasize the transferring of the user profile, the Server_Assigment-Request/Answer (SAR/SAA) between HSS and S-CSCF are most prominent candidates, because they are planed to this purpose.

4.1.1 UAR/UAA

The UAR/UAA messages seem to be able to enable the wanted procedure in D interface.

< User-Authorization-Request> ::=<Diameter Header: 10415: 1, REQ, PXY >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
# NAF URL
{ Origin-Realm }
{ Destination-Realm }
{ User-Name }
# TID
{ Public-Identity }
{ Visited-Network-Identifier }
# NAF domain
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

< User-Authorization-Answer> ::= < Diameter Header: 10415: 1 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Vendor-Specific-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
 [ Server-Name ]
[ Server-Capabilities ]
[ SCS-Ks ]
# New
[ User-Profile-Info1 ]
# New
[ User-Profile-Info2 ]
# New
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The new additional AVP-User-Profile-info# attributes are needed only in the case, when the following SAR/SAA messages are not used.

4.1.2 SAR/SAA

If the previous UAA answer is not extended for down loading user profiles the SAR/SAA messages may be used to this purpose.

<Server-Assignment-Request> ::=< Diameter Header: 10415: 2, REQ, PXY >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm }
[ User-Name ]
*[ Public-Identity ]
 [ Server-Name ]
{ Server-Assignment-Type }
{ User-Data-Request-Type }
{ User-Data-Already-Available }
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

<Server-Assignment-Answer> ::=< Diameter Header: 10415: 2 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Vendor-Specific-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ User-Data ]
# User profile
[ Charging-Information ]
# Charg.info
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The SAR/SAA messages do not include mandatory user identification. It is assumed here that the user is identified using the session identification introduced earlier to HSS in registration procedure (UAR/UAA) in Diameter Cx. This assumption is against the possible request that BSF should be stateless.

It seems to be likely that the SAR/SAA can be used without modifications in two-phase case.

4.1.3 One and two phase procedure alternatives

One Phase Alternative:
If only one Request/Message pair is referred for simplicity, then there is a need to extend the UAA response message by adding AVP for Ks and by adding a new AVPs for profile download.

Two Phase Alternative:
If the goal is to reuse existing application's messages as much as possible, one practical usage may be to use UAR/UAA for authentication and after that SAR/SUA for retrieve user profiles. The Session-Id links these sub-procedures together. Only needed specification change is to add AVP for Ks to UAA message. The Figure 4 represents this two-phase alternative.

It may be possible, that the SAR/SUA is not used towards BSF in two-phase alternative, but directly towards HSS. In this case there may be problem with user identification, because the session Id is not earlier presented to HSS, as in original Cx registration procedure.
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Figure 4 Two-phase implementation of D procedure based on Diameter Cx registration procedure

4.2 D interface based on NASREQ

Draft-ietf-aaa-diameter-nasreq-10.txt describes two diameter messages: AA-request and AA-answer. [NASREQ]
The draft species a lot of optional AVPs for those messages for different authentication or authorization protocols. The mentioned protocols/practices seems to be at least:

· CHAP – PPP Challenge- Handshake Authentication Protocol (CHAP)

· ARAP 

· User-Password 

· Framed access authorization for PPP, SLIP, etc. support

· Login-IPv6

· VPN/Tunneling

· Accounting

It seems to be possible to reuse also those NASDAQ messages by adding the NAS-BSF specific AVPs as optional extensions. The optional NASREQ AVPs that seems to be probably irrelevant for the NAS-BSF interface.

The exact set of NASREQ AVPs to use is ffs.

4.3 D interface based on new DIAMETER application

Using the notation of  [3GPP TS 29.229] the needed request-response messages can be outlined as follows. The fields specific and probably mandatory in most cases in SCS application are marked by bold. Other field depends on what in ordinary diameter message should be included in relevant usage situations and are therefore for ffs.

SCS-User-Profile can be split to several AVPs if there is need to down load only certain sub-sets of profile data.

The following message specification is only a tentative illustration about how the SCS diameter application messages may look like on ground the current assumption for this document. The exact definition depends on the main selection for SCS (algorithms, B-interface, etc.).

< SCS-Request3> ::=Diameter Header: ????: 1, REQ, PXY >
<Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Original-Realm }
{ Destination-Realm }
{ User-Name }
# TID
{ Public-Identity }
< SCS-Answer3> ::=< Diameter Header: ?????: 1 >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ SCS-Ks }
# from BSF
{ User-Profile }
# from HSS
*[ Proxy-Info ]
*[ Route-Record ]

When a new SCS application is defined everything can be done by one phase signaling.
5. Summary

The basic conclusion is that none of the current Diameter applications is strictly speaking directly usable.

But we have following alternatives:

1) Modified Diameter application alternative:
By slightly extending some planed Diameter application specification it can also include the requirements of Subscriber Certificate Service to scope of the application. Two standard DIAMETER applications that can be considered for modification are:

· DIAMETER application for the Cx interface from [3GPP TS 29.228].

· DIAMETER NASREQ application [NASREQ]

2) New Diameter application alternative:
Also a new Diameter application definition is possible, if extensions to existing applications are not satisfactory/feasible.
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