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1 Introduction

This paper describes a difficulty for operators with allowing GPRS subscribers to roam to PLMNs in other countries (i.e. when VPLMN Address Allowed has not been set for the visited network) and allowing them to attach to content providers in their home PLMN (i.e. the GGSN in the home network is used). In particular, roaming to PLMNs in countries which have laws that censor certain sites and/or content from the Internet.

2 The Problem

GPRS network operators in most countries are required to operate within the legal constraints as set out in the operator's licence. One such legal constraint is the nature of content that is permissible in certain countries. In order for network operators to obey the law regarding the nature of content, the network operator will have to inspect all packets (at the application level) and impose a mechanism to reject or allow packets. Network operators are unable to do this since GPRS is simply a bearer; SGSNs and GGSNs are not able to inspect packets. This puts operators in a vulnerable position. Therefore the responsibility for content should be with the content provider and not the GPRS network operator. This discussion paper proposes mechanisms for the GPRS network operator to inform the content provider of the whereabouts (country) of the mobile subscriber so that the content provider can take responsibility for the content and apply the necessary restrictions.

3 Solutions

3.1 Solution 1

One solution could be to allow content providers some access to the HLR so that they can look-up the location of the subscriber, because the subscriber data in the HLR contains the global title of the SGSN.

This is not a very good solution as it adds extra load on to the HLR; further, operators are not very keen to give access to their HLRs to third parties for security and privacy reasons.

3.2 Solution 2

Build a look-up table of all the IP addresses of all the SGSNs that a subscriber can roam to and which MCC/MNC they are associated with. The SGSN IP Address is transferred in GTP to the GGSN, and the SGSN IP Address is provided to content providers in the RADIUS messages.

This mechanism is available today for GPRS network operators but again it is not a very good solution as the lookup table is very large and also very difficult to manage, because the HPLMN has to rely on the VPLMN to inform it of new IP addresses every time the VPLMN adds a new SGSN and/or updates the IP addresses of current SGSNs. Also, if any network address translation takes place on the GTP path (e.g. while going through a GRX), this solution would not work.

3.3 Solution 3

Add the MCC and MNC of the SGSN to the Create PDP Context Request/Response messages (to take account of both MS initiated and network initiated PDP Context establishment) and to the Update PDP Context Request/Response message (to take account of when a subscriber roams into a new PLMN, possibly in a new country).

This is the simplest solution from an operator's point of view as the MNC and MCC can be conveyed to the RADIUS client in the GGSN, and in turn passed on to the content provider.

4 Conclusion

Vodafone recommends solution 3 as the preferred solution, for the reasons stated in section 3.3, and will provide the necessary CRs to 3GPP TS 29.060 and the RADIUS specification (3GPP TS 29.061).

